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PROLOGUE

The purpose of this booklet is to present basic information on the
m ssion and activities of Counter Intelligence. But, with the understanding
that the primary mssion is to support the commanders of the arned forces.
This booklet is dedicated to the concepts of Counter Intelligence in relation
with its functional areas, the application of these functions, and a specific
dedi cation and instructions on how to apply these functions. The terns
"special agent of Counter Intelligence" (SA) refers to all those persons who
conduct and contribute to the handling and gathering of information of the
mul ti-disciplinary intelligence of the hostile services. This booklet is
primarily oriented at those persons involved in the control and execution of
the operations of Cl. In |like manner, this booklet has a very significant
val ue for other nenbers of the arned forces that function in the areas and
services of security and other departnents of intelligence.
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CHAPTER 1
| NTRODUCTI ON TO COUNTER | NTELLI GENCE

| NTRODUCTI ON

Imagine a circle representing the effort of a total intelligence
conducted by all the agencies of the Arned Forces. Inside this overall field,
we find that counterintelligence is an integral part of the total intelligence
effort.
DEVEL OPMENT
DEFI NI TI ON OF COUNTERI NTELLI GENCE:

Counterintelligence is defined as the activity or activities
coll ectively organized by an intelligence service dedicated to obstruct the
eneny's source of information by neans of conceal nent, codes, crypto,
censorshi p and other neasures to deceive the eneny by using disinformation
trickery, etc.

The two neasures used by Counterintelligence are DEFENSI VE or OFFENSI VE:

Def ensi ve neasures vary normally with the m ssion of the unit. An
exanpl e of these neasures are:

Count er - espi onage
Count er - sabot age
Count er - subver si on

Antiterrorism
Counter-terrorism

Intelligence consists of collection, transm ssion and di ssem nati on of
mlitary data referring to possible or real eneny and/or to an area of
operations. The mlitary commander uses this intelligence in order to
fornmul ate his possible course of action and to select a course of action in
particular in order to achieve the mssion. Thus, the intelligence obtained is
of vital inportance to the conmander and for the conduct of his m ssion.

Intelligence is also essential for the eneny as it is for us. The eneny
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al so uses all sorts of neasures at its disposal to becone informed about our
capabilities, vulnerabilities and probable cause of action, and al so
i nformati on about the neteorol ogical conditions of the terrain.

MIlitary Counter Intelligence is that part of Intelligence intended to
deprive the eneny of this know edge, and in this manner prevent the eneny
activities of espionage, sabotage and subversion, as well as discover possible
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acts of an adverse nature, treason, or sedition anong our owmn mlitary forces.

Counter Intelligence is a significant aspect in both the strategic
intelligence and conbat, and is essential for the favorable application of two
of the nine basic principles of war: security and surprise. The principles of
war are:

Mass

hj ective
Security

Sur pri se
Conmand

O fensive
Maneuver
Force econony

Sinplicity.

Ef fective Counter Intelligence enhances the security and hel ps achi eve
surprise. Surprise depends not only on the intelligence obtained and the speed
of nmovenent, but also on the effective counter intelligence. Effort to prevent
t he eneny from obtaining data, reducing the risk that the command can suffer,
provided it dimnishes the eneny's capability of utilizing effectively its
potential of conbat against our Armed Forces. Thus, effective counter
intelligence allows security of the unit.

DECEPTI ON:

Deception in conbat is a mlitary operation designed to conceal our
di spositions, capabilities and intentions and deceive the enenmy in such a way
that it would be to his disadvantage and to our advant age.

Deception is designed to derail or deceive the eneny through
mani pul ation, disinformation, or falsifying of evidence in order to induce a
reaction in a way that is detrinental to his own interest.

In order for a deception operation to be successful, the eneny has to
have the capability of collecting information that we would |like himto get,
so that we can react according to the information.

The eneny is given the opportunity to obtain information, and thus
creating a deceptive picture. At the sane tinme, counter intelligence goes into
action in order to prevent the eneny fromdiscovering the true purpose of the
operati on of deception and to avoid recognition of the true technica
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operation or the principle one, which is being supported by the deceptive
operation mainly security.

QUESTI ON: Wy can we consider a soldier as a counter intelligence
agency?

LN324-91

ANSVER: An individual solder is an agent of the Cl, since he can provide
I nformation on the activities of the intelligence of the eneny, including
subversion. Much of the Cl operations depends on the individual soldiers
ability to adequately fulfill the security procedures, canouflage, observation
and i nformation system

As a prisoner of war, the individual soldier is a soldier of operational
I nformation of the eneny. Therefore, the individual soldier receives training
i n the nmeasures of escape and invasion, in case he is taken prisoner or that
he finds hinself behind eneny lines. Also he receives training to resist the
i nterrogati ons of the eneny and adhere to his rights as a prisoner of war
under the Geneva Conventi on.

All the units are agents of the CI and they too take neasures of Cl in
order to deprive the eneny intelligence on our activities, operations and
| ocations of this positions.

Every officer of the high command and every subordi nate comand in
effect acts as a Counter Intelligence officer of the Joint H gh Comrand. For
exanple, the transport officer aids the command with the Counter Intelligence
aspects regardi ng the novenent of transport; the health chief accesses the
Counter Intelligence aspect regarding the location of the health
I nstall ati ons.

Sonme units, such as the units of the censure, have special function of
Cl because of the nature of their assigned m ssions. The CI agent of the Arny
has the personal training as specialist in Cl and is available for providing
support in all the mlitary operations.

O her government agencies, such as the agencies of intelligence of the
Navy, the Air Force and the Defense Mnistry, also use certain functions of C
t hat support the CI operations of the Arny.

Keep in mnd that kind of intelligence is necessary in both tines of
peace and war, since espionage, subversion and occasi on sabotage are not only
limted to conditions of tine of war. Al foreign countries, both eneny and
friends, wish to obtain information regarding the Arned Forces, their assets,
di sposi tion, weapons, level of training and future plans for operations peace
tinme as well as in tinme of war.

The range of the Cl operation extends in proportion to the |evel of
command.

At the division |evel the neasure of Cl generally have to do with
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mlitary security.
Cl operations at higher levels are simlar to those of the inferior
| evel s. Neverthel ess, the operations have a broader range thanks to the
greater nunber of units in the scope of their areas with a great vol une of
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advance pl anning. The ClI operations at superior |evels include:
M LI TARY SECURI TY
SECURI TY OF PORTS, BORDERS AND TRAVEL
CENSORSHI P
SPECI AL OPERATI ONS
Cl VI LI AN SECURI TY

General | y speaking, Counter Intelligence is a main part of the
intelligence operation in the theater of operations.

Depriving the eneny of information regarding supplies, installations,
nucl ear weapon systens, neans of transport, conmunications is vital in
fulfillment of the mssion in the zone of the theater of operations. The great

territorial responsibility of this zone require extensive operation of the Cl
of all types.

COMVANDERS' RESPONSI BI LI TI ES:

QUESTION: IN THE M LI TARY UNI T, WHAT ARE THE THI NGS THAT | NTEREST THE
ENEMY?

ANSWER: M litary information.
Per sonnel
Equi pnent and install ations.
As in all aspects of the mlitary unit, the comranders are responsible
for the inplenentation and execution of all the neasures of mlitary Counter
Intelligence to protect mlitary information, personnel, material and

installation within the unit.

The commander has his high conmmand which can del egate the authority to
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carry out these functions; nevertheless, the responsibility rests with the
commander .

The Counter Intelligence officer:
The auxiliary chief of the high command, G2, is the officer of the high
command responsible for the mlitary information which also includes Counter

Intelligence. This del egation of authority is given to the auxiliary chief of
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t he high command, C 2, who has under his charge and responsibility of the high
command regarding Central Intelligence and CI. The C2 is responsible for the
i npl enentation and direction of all the neasures of Cl inside the command.

The planning of mlitary Counter Intelligence is based on ability or
capability of the eneny to obtain information regarding friendly activities.
Thi s planning includes adequate Cl counterneasures to prevent the eneny from
di scovering the dispositions and activities that can reveal the intentions of
the coomand or, if interrupted, could endanger the acconplishnent of the
m ssi on.

According to the organi zation and the size of the command, there may be
a Cl official of the high command of the C2. At the division or brigade
| evel, the official of the C normally is the chief of the section of security
or the detachment of mlitary intelligence that supports the division of the
brigade. In other words, he wears two hats, as chief of the security section,
and as the CI officer of the joint high command of the C- 2.

CATEGORI ES OF CI OPERATI ON

CGenerally, there are five categories of operations of Cl conducted
i nside the theater of operation at which the CG2 is responsible or has direct
I nterest. The categories are:

M LI TARY SECURI TY

Cl VI LI AN SECURI TY

HARBOR, BORDER AND TRAVEL SECURI TY

CENSCRSHI P

SPECI AL OPERATI ON

M LI TARY SECURI TY

The mlitary security enconpasses neasures taken by the conmand to
protect itself from espionage, eneny civilians, supervision and sabotage and
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surprise. These include passive CI neasures and active ones inside the Arned
Forces and directly pertaining to the same and for specific mlitary
operations. Exanples of mlitary securities are:

SECRECY DI SCI PLINE: This is the indoctrination/training on a continuous
basis of all personnel against divulging of classified information that is not
aut hori zed or unclassified regarding mlitary activities, and the use of
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patrol of security in areas frequented by mlitary personnel.

SPECI AL PROTECTI ON OF CLASSI FI ED M LI TARY AND EQUI PMENT | NFORMATI ON:
This is the observation of the security neasures, such as the security
necessary inside the areas that contain information and cl assified equi pnent;
I ntroduction of a system of passes for entering critical areas; the conduct of
studies in inspection of security to determ ne the strict observation of
prescri bed security neasures.

SECURI TY OF TROOP MOVEMENT: This keeps a certain connection with the
secrecy discipline, preventing inappropriate coments by personnel in the unit

given an order for novenent; in returning mail dispatches of the unit in a
certain period of tine before the departure of the troops, and restricting all
personnel in the area of the unit.

COUNTER SUBVERSI ON | NSI DE THE ARMED FORCES: This is the overcom ng of
suppression of runors and propaganda and t he apprehensi on of subversive
agents.

THE TECHNI CAL MEASURES AS REQUI RED I N THE COVMBAT ZONES: This is the use
of the technical troops for the apprehension of the resistance groups, to help
reduce the intelligence subjective and the nop up operations of the guerilla
units.

TRANSM SSI ON SECURI TY: Listening to the adm nistrati on comuni cati on
net wor ks, command operation of intelligence.

SPECI AL HANDLI NG OF ESCAPEES AND EVADERS: This type of person needs to
be debriefed to obtain the inmediate intelligence information. It is of great
| nportance to nmake sure that the escapee or evader is not an eneny agent.

CIVILIAN SECURITY: In all cases the mssion of the mlitary forces has
priority over the well being of the civilians in the area. Exanples of the
civilian security measures are:

Systematic registering of the civilian personnel, including the neutral
foreigners and enemes: This is done by the civilian affairs agency and
i ncl udes the distribution of rationing cards, work permts, travel permts and
permts for crossing borders.

Control of the circulation of the civilian personnel and refugees: This
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is a very inportant matter: Al civilian personnel nust be kept away fromthe
advance conbat zones, which will help prevent their easily finding out about
our forces and informeneny agents of espionage or sabotage. Al so, al
civilian personnel is to be kept at a distance fromthe major route of supply
to make it easier for the mlitary transport and prevent eneny agents from
infiltrating the mlitary zone.

10
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Curfew. Keeping the public away fromthe streets and routes after certain
hours, thus restricting the novenents of eneny agents.

Surveill ance of suspect political groups: One should find out whether
ot her groups are synpathetic to eneny cause. Such groups nust always be
consi dered potential agents.

| nvestigation of workers security: Local workers enployed by the Arned
Forces should be investigated to avoid infiltration of enenmy agents in areas
and mlitary units. This include the service personnel of the countryside,
truck drivers and current workers, and interpreters, translators, etc.

Distribution of passes and permts. Passes and permts should be
strictly controlled and reviewed frequently to avoid forgery. Passes and
permts for travel are normally distributed to governnent functionaries,
political agencies, doctors and workers of public services.

Control of international commerce: Control of commerce in neutra
states. Experience has proven that many comrerci al conpanies are in effect spy
agenci es that use the conpany as a cover or front of their operation. The
profits fromthe trade of these conpanies can be and is used to pay for the
expenses of espi onage operations.

Surveill ance of consuls and neutral/high conmand di plomats: It is
possi bl e that people of this category are using their diplomatic imunity to
act as couriers for an eneny country.

SECURI TY OF HARBORS, BORDERS AND TRAVEL: Consists of speci al
applications of both the neutral security nmeasures as well as civilians for
the control of Counter Intelligence in entry ports and ports of departure for
borders and international lines; all novenents of. a non-nilitary character,
of entry and departure in the theater of operations.

SECURI TY CONTROL OF MARI TI ME HARBORS: This is the responsibility of the
Navy and control should be coordinated with the Navy.

SECURI TY CONTRCL OF AIRPORTS: This is the responsibility of the Ar
Force and control should be coordinated with the Air Force.

ESTABLI SHMENT OF CROSSI NG PO NTS ON THE BORDER: Normal routes of
novenent should be directed to points of crossing |ocated strategically. These
poi nts of crossing should be controlled by mlitary personnel with the hel p of
| ocal and national agencies as necessary.
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SECURI TY CONTROL OF THE MERCHANT MARI NE AND THE CREWS OF COMVERCI AL
Al RCRAFT: This is inportant due to such individuals who by virtue of their
occupation can enter and depart legally and frequently fromthe country and
such individuals can be used as pretext for carrying out fraud operations
(di pl omati c pouch).
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| NVESTI GATI ON OF SECURI TY AND CONTROL OF PERSONS WHO LI VE AT THE
BORDERS: Personnel in this category, for exanple, the farners who live at the
border and the entire front can be on the border, personnel l|iving on one side
of the border and working on the other side.

CONTROL OF DI SEMBARKATI ON PASSES AND PASSES FOR LANDI NG, AND FI SHI NG
PERM TS: The fishing boats and small craft of a simlar nature that operate in
very shall ow water and thus have the capability of |anding eneny agents at any
poi nt on the coast of the country where the mlitary operations take pl ace.

CENSORSHI P: Censorship is the control and elimnation of conmunication
with a doubl e purposes: First, to avoid the transm ssion of information that
can be of interest in helping the eneny; and secondly, to collect and
propagate valuable information in the service of intelligence that hel ps the
war effort. The term comuni cation includes all types of postal naterial,
regardl ess of class;, neans of electrical communication and any other tangible
form of comruni cation that can be carried by a person, carried in |uggage, or
anong personal effects or in any other way can be transmtted fromthe area
where the censorship is taking place.

THERE ARE FOUR TYPES OF CENSORSHI P | MPLEMENTED DURI NG WAR CONDI TI ONS
VH CH ARE:

Censorship of the Arned Forces: This censorship is the control and
exam nation of all conmunications sent and received by personnel under the
jurisdiction of the Arnmed Forces, which include assigned mlitary personnel,
the civilians that can be enployed and added to the sane. This includes al
war correspondents, representatives of the Red Cross and technica
representatives of the factories.

Civilian Censorship: The civilian censorship is the control and
exam nation of all comrunication of the national and civilian popul ati on of
the common goal and transit or circulate in a territory which cannot be
| i berated, occupied or controlled by the Arned Forces.

Press Censorship: Press censorship is a division of the security of the
news material and other media that are used, including naintenance of
security. This applies primarily to the work that is done by the war
correspondents, radio commentators and press photographers, and al so includes
any material prepared on a possible |ocation by the personnel under the
jurisdiction of the Arnmed Forces.

Censorship of Prisoners or War: Censorship of prisoners of war is
control and exam nation of the political communication of the prisoners of war
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and the civilian detainees under the jurisdiction of the Armed Forces.

SPECI AL OPERATIONS: The final category is the special operations.
Qperations that conme under this category will be discussed and pl anned
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according to the specifications of the conmander in keeping with the planning
within the SOP of Cl.

CHAPTER 2
OPERATI ONS SECURI TY [ OPSEC]
| NTRODUCT! ON

Qperations security is one of the keys for achieving the two war
principles: surprise and security. Amlitary force has the advantage when he
can surprise the eneny. In order to achieve this goal, those mlitary forces
must protect their operations and activities with a continuous inplenentation
of a security plan that is healthy and effective. The purpose of OPSEC is to
protect the mlitary operations and their activities by negating the
I ndicators mlitary forces plans and their intentions vis-a-vis the eneny
forces. In other words, the eneny commander shoul d not know or recogni ze how,
when, where, why and what operations our forces are about to undertake, until
it is too late for the eneny to react effectively against our operations.

OPSEC is the duty of the commander, together with each individual at al
| evel s of conmand. The commander determ nes which are the neasures of OPSEC
whi ch shoul d be inplenented and the duration of each event. Equally, they
shoul d determ ne the |evel of risk that they should be willing to accept. The
el enments of intelligence (SD) provide information about eneny threat. The
operation elenents (S3) direct the programof OPSEC and reconmend neasures for
OPSEC. The units of each individual inplenent those OPSEC procedures. |In order
to attain a good OPSEC program conmanders and the nenbers of the joint
command, and each individual should be trained in the proper use of the
procedures and techni ques of OPSEC

Thi s teaching plan provides a guide for the procedures to be used by the
technical units in the OPSEC program Described OPSEC and provides doctrinaire
direction for the future instructors and trainers.

What i s OPSEC?

GENERAL

In order for our mlitary forces to be successful against eneny forces,

i nformati on about the activities of our units or plans and operations should
be denied to the eneny until it is too late for himto react effectively.

OPSEC does not occur by itself. Qur mlitary forces have to create the

right condition for a good OPSEC program since OPSEC is an integral part of
all the operations and activities. The OPSEC program can be good because it
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was i nmpl emented effectively in each unit; or it can be a program w t hout
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ef fecti veness because the nenbers of the unit did not know the inportance of
t he program and does not know what it requires.

OPSEC IS ALL ACTI ON TAKEN BY THE COVVAND TO
DENY | NFORVATI ON TO THE ENEMY ON OUR ACTI VI TI ES
OR M LI TARY OPERATI ONS

General |y, OPSEC includes coordination of various techni ques and
procedures that deny information to the eneny. It is the common sense applied
systematically to the situation of a unit or a mssion. The result is the
security of the mlitary forces. This requires a total effort of integration
by all commanders, and the nenbers of the team and the units and each
I ndi vidual . Under the unbrella of OPSEC, there exist basically three types of
action.

COUNTER SURVEI LLANCE - These activities are taken to protect the true
pur pose of our operations and activities.

COUNTER MEASURES - Those actions taken to elimnate and reduce the eneny
threat and its capability of intelligence and el ectronic warfare agai nst our
mlitary forces.

DECEPTI ON - Those actions taken to create the fal se i nage of our
activities and operations.

COUNTERSURVEI LLANCE
SI GNAL SECURI TY ( SI GSEC)

The signal security includes conmunication security (COVSEC) and
el ectronic security (ELESEC)
COVSEC i ncl udes those neasures taken to deny the eneny information on our
t el ecomuni cations. This includes the cryptographic security, transm ssions
security, physical security of COVSEC information, and measures to assure the
authenticity of the communicati ons.

ELESEC is the protection of the el ectromagnetic transm ssion, which
I ncl udes the communi cati on apparatus. This includes such neasures as standard

oper ati ons procedures which have been approved, appropriate search,
mai nt enance procedures, and training prograns.

ELECTRONI C COUNTER COUNTERMEASURES

El ectronic counter counterneasures (ECCM are various neasures taken to
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protect the electronic transmssions of our mlitary forces and the detection
capacity, recognizing and identifying the eneny. This includes the proper use
of the conmand post of the notor, situating the antennas, concealing and

di stanci ng the antennas, a check of the equi pment to secure and nake sure that
there is no radi oactive radiation, and training.

A good el ectroni c counter countermeasure program nust ensure the
effective use of the el ectronmagnetic systens of our mlitary forces.

| NFORVATI ON SECURI TY ( DOCUMENTYS)

I nformation security INFSEC is the protection of information of val ue
for the eneny forces. This includes two types of information, classified and
uncl assified. Sonme exanples are the dispatch docunents, requisitions (orders),
pl ans, orders (directives), reports, charts (maps), map covering material, and
di ssem nation of verbal information, and the press that nmay have an adverse
effect on national security and the operation of friendly mlitary forces.

PHYSI CAL SECURI TY

Physi cal security (PHYSEC) is the protection of the installations,
command post and their activities, etc., by the nenbers of the Armed Forces,
dogs, and ot her necessary neasures for the restriction and protection of the
area. Some neasures include barriers of the perineters, detective lights,
mar ked copi es of the keys or conbinations, bolting nechanism alarm systens
for the control of intrusion, personal identification, controlled access, and
controll ed novenent. The PHYSEC al so all ows the protection agai nst espi onage,
sabot age and robbery.

STANDARD OPERATI ON PROCEDURES ( SOP)

As a general rule, the countersurveillance procedures such as
canmouf | age, concealing and the use of color, light and noi se, are conceal nent
measur es di scussed in the SOP. The SOP al so covers the manner in which the
unit utilizes buildings, roofs, highways and its equi prment.

COUNTER MEASURES

Counter neasures are sel ected, reconmmended and planned in order to
overcone the specific aspects for the operation of intelligence of the eneny.
Once a vulnerability has been identified and the risk is determ ned to exist,
a counter measure is designed specifically for this threat in order to avoid
exploitation of said vulnerability by the eneny. The counter measures can be
anything fromdeception to the destruction of the capability of the eneny's
means. The counter neasures al so include appropriate neasures to discover the
vul nerability of the friendly force. For exanple, the use of snoke, or the

15

http://www.soaw.org/Manuals/ci-1-2.htm (11 de 39) [12/02/2001 09:24:17 a.m.]



School of the Americas Watch

LN324-91

use of flak in critical nonments. The deception operation also can be pl anned.
DECEPTI ON OPERATI ONS

Deception operations (DECOP) are carried out in order to deceive the
eneny. These operations incl ude:

Handl i ng of El ectronic signatures

Distortion of the friendly activities in order not to nmake the real
obj ecti ve known.

Fal sifying material, and placed wherever it can be captured or
phot ogr aphed by the eneny.

Si nmul at ed maneuvers
Denonstrati ons
Si mul at ed equi prent

Deception operations can be conducted when the comrander sees an
opportunity to deceive the eneny.
? 2
Al so, deception can be required when the countersurvei 1l ance operations are
not sufficient to disorient the eneny so that the operation may be successful
In any case, knowl edge of the friendly mlitary forces provided by security
analysis is necessary in order to create a credi bl e deception pl an.

SECURI TY ANALYSI S

Security analysis is done in order to support the countersurveillance
and counter neasures. OPSEC depends on the comrander and his personnel being
informed of a threat that they will confront, in the patterns, weaknesses and
profiles of the friendly force. Intelligence analysts provides information on
the eneny; the anal yst assigned to OPSEC section determ ne which unit or
activity of the friendly forces are vul nerable, and why. The OPSEC anal yst
provi des the conmander and the operators with a risk estimate; this is based
on the efforts of the aggregate of intelligence of the eneny and the
activities of the friendly forces that are known. They can recomend
procedures or procedures of countersurveillance and counter neasures.

OPSEC is a condition.

Generally, OPSEC is a condition that seeks to attain security or safety
of the friendly forces. It involves a variety of activities for concealing the
friendly units, or to deceive the capabilities of the eneny anal yst and
commander in regard to intelligence gathering. These activities (under the
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category of countersurveillance, counter measures and deception) can be
acconpl i shed i ndependently by nenbers of each unit. But it is the integration
of these activities by the commanders and the operation officer, which
transforns the OPSEC programfor a unit and provides security for the
operations. The elenents of security such as SIGSEC, counter intelligence,
mlitary police, and the personnel of each unit, provide the necessary support
to create good conditions for OPSEC in the installations.

THE THREAT
COLLECTI VE CAPABI LI TI ES OF THE ENEMY
HUMAN RESOURCES ELECTRONI C RESOURCES | MAGE RESOURCES
Agent s | NTELSEN GE Phot ogr aphy
Infiltrators -- Radio interception Infrared (cl ose and
di stant)
Reconnai ssance Unit --Radar interception Ni ght vi;ion
equi pnent
Conmbat Uni t --Interference equi prent | mage
anplifiers
Pat r ol --Radar surveillance Vi sual
Prisoners of war--Tel esensors SLAR
Ref ugees -- Acoustics

Figure 1

The intelligence threat against our Arned Forces vary fromplace to
pl ace, according to operations, mssions, contingency plan and the |evel of
sophi stication of the eneny. Therefore, the units to receive informtion about
the threat in specific situations in the |local sections of intelligence. It is
expected that the eneny units will utilize all of their capabilities of
collecting information, as is shown in Figure 1, when they confront our
forces.

The eneny is particularly interested in the different echel ons of our
mlitary forces: which are the capabilities of the unit; such as, their fire
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power, conmmuni cations, detection capabilities, |logistic support, but in the
same way are interested in the location, novenents, and intentions of our
mlitary forces. The capability of the threat that is discussed in the

cl assroons and the practical exercises of the units should be based on the
capabilities of the eneny and the ones that can have be a fundanental threat
in the operation activities of the unit involved. In other words, the OPSEC
program was devel oped in order to counteract the specific threats against the
mlitary unit involved.

OPERATI ONAL GUI DE
GENERAL
The OPSEC programis conducted by the comrander and | ed by the
operations officer as part of the operations of each unit. Each unit can have
an effective OPSEC programw th only the coordi nated forces of the comrander,

menbers of the task force and the troops, and the use of various activities of
security and intelligence.

NUCLEUS OF THE OPSEC OPERATI ONS

QOperations Oficer

Gl/ S1 G3/ S3
SI GSEC Commander Tr oops
Count er espi onage &3/ S3

M LI TARY | NTELLI GENCE

18

LN324-91

The OPSEC programis designed to function with the characteristics of
the technical operations, and the requirenents of each organi zation. Each unit
takes the necessary steps to provide the security and maintain the surprise -
keep the eneny w thout know edge of what our mlitary forces are doing. For
this reason, OPSEC should be taught in all the mlitary schools at all |evels,
and established in the doctrinaire literature of each organization and its
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operations. Each manual shoul d describe how military forces can inprove the
security of their operations.

In order for the OPSEC programto be effective, the tactical units
shoul d:

Be established by the conmander, and |ed by the operations officer of
t he support of the local intelligence officer.

Be based on the operational requirenents of the unit.
Be i magi nati ve and adaptable for certain changes.

Be designed to deny valuable information to the eneny regarding
activities and operation.

Be conpelled at all levels by the commander in the plans and training,
so that the program can function in operations situations.

OPSEC SUPPORT

The OPSEC support is provided by the unit or sections of the OPSEC which
are found in the organizations of mlitary intelligence. The OPSEC teans are
specialists in security signals in the counter intelligence and should be put
i n direct support of the conbat brigade, support division commands and the
artillery units. These teans support the unit determning the vulnerability of
each unit, to assist the subordinate units and maintaining the nost current
data regardi ng eneny threats and eval uati on of vulnerabilities of such
threats. The support units of OPSEC participate in the conduct of eval uation
of OPSEC. They al so recommend certain ways of protecting the procedures which
could provide indicators to the eneny.

The security specialists help in the devel opnent of the plans and
procedures of OPSEC, maintaining the archives of OPSEC, and recomendi ng the
decepti on neasures. Conmmanders can al so obtain the support of the units of
OPSEC at the highest echelons of the high command of the Armed Forces. This
support includes services such as the signal security, conputerization
security, counter neasures of technical surveillance, counter intelligence
I nvestigations and i nspection of cryptographic installations.
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THE OPSEC PROCESS
OPSEC is a continuous process of planning, collecting information,
anal yzing and form ng, changi ng data base, issuing orders and instructions and
execution.

OPSEC PROCESS

Pl anni ng the gathering --->Information gathering--->Anal yzi ng
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Report on Report
results

Executing orders <----lssuing orders <----- Revi si ng the
and i nstructionsdata Base

NOTE: Once started, the OPSEC process is continuous and nore than one
section can do it at any nonent.

The OPSEC process is done in a sequence of planning, execution and
reporting the results. The process begins with information already known of
the data base and continues in a logical way resulting fromthe assessnent,
recomendati on and operation plan. The plan is carried out by the units. The
OPSEC neasures are nonitored by nmenbers of the different unit and by el enents
of the Cl to verify the effectiveness of the OPSEC neasures. The commander and
the operations officer take action to correct the vulnerabilities based on the
different reports. The process can be illustrated as foll ows:

THE OPSEC PROCESS

S3/ D3 S2/ D2
Based on OPSEC profile Estimate of the eneny
Dat a base or intelligence threat
Condi ti on of

our forces

and
Commander countersurveill ance
guideline in effect
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The Concept of the Commander
of the m ssion or operation

P --Determne the sensitive aspects of the operation

L --Devel op the essential elenents of friendly information (EEFI)
A --Advise on our vulnerabilities

N --Anal yze the risk

N --Determ ne counterneasures and requirenments of deception

| --Estimate of OPSEC (witten or orally)

N --OPSEC plan (witten or orally)

G --Deception plan (witten or orally)
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M
P --Units inplement Operational Plan (Wth the OPSEC pl an as an Annex)
L --Counterintelligence el enents supervise the OPSEC pl an
E
M --Informon indicators that can influence the operations
E
N --Ef fectiveness of OPSEC programis eval uat ed
T
A
T
I
0
N
R
E
S --Counterintelligence elenents informthe conmander and the
U operations officer orally or in a witten report.
L
-
S

Figure 1
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THE DATA BASE

Data base for the planning of OPSEC is maintained by the Cl section.
This information on our units and eneny capability for gathering information
is always in the process of eval uation and change.

The intelligence section infornms the Cl elenent regarding the capability
of the elenment to collect information. This information about the eneny is
| mportant because:

Time is not wasted advising an erroneous threat.

Counter measures are not assigned to indicators which the eneny does not
have the capability to collect.

Count er neasures are assigned to counteract the capabilities of the
eneny to collect information on our activities.
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The Cl section establishes the data base to develop the indicators, the
signatures, the patterns and the profile of our forces. This informtion
I ndi cates how our units appear in the battlefield -- the way they operate, how
t hey conmmuni cate, how they are supplied, etc. The information about our own
unit is inportant for the planning of our operations because:

It determ nes the essential elenments of informati on on our forces and
our vulnerabilities.

Counter nmeasures are applicable to the units which need them In
carrying out and providing advice for OPSEC neasures.

Deception can be done effectively. The use of deception depends on
common sense, precise information about eneny intelligence and our

i nvol ved units. For exanple, the units which use deception have to
denonstrate indicators, signatures, patterns and profiles show ng the
same characteristics as the type of unit they are trying to imtate.

COMVANDER GUI DE

The concept of the operation and the m ssion of the comrander provides
the direction and guideline for the OPSEC plan. The comrander can order
certain general neasures of OPSEC or perceive specific procedures of security
during operation. For exanple, it can establish neasures for protecting the
reveal ing of unit novenent, supplies and use of radio. The commander shoul d
announce which part of the operation should be protected for the operation to
succeed.
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PLANNI NG

The C3/S3 is assisted by the C section and other high staff and general
staff officers, realizing the plan described in Figure 1. Al though the
di fferent aspects of the planning mght not be conpleted in detail, each one
shoul d be conpleted as nuch as possible in a given tine.

Deternmine the Sensitive Aspects of the Operation
Take note of the information which if known by the eneny provides
I ndi cators that reveal our operation. Operational indicators and physi cal
characteristics are conpared constantly with the operation. Once this is done
t he planners can --

Determ ne the Essential Elenents of the El ements of
Friendly Information (EEFI)

The essential elenment of friendly information is information that if it
falls in the hands of the eneny, our operations will fail. The EEFI reflect
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t he concern of the commander regarding areas that need security. The Cl agents
use the EEFI to identify and informregarding vulnerabilities. The unit uses
the EEFI to plan operations of countersurveill ance.

Advi ce on Qur Vulnerabilities

Noting the EEFls, the Cl sections begin to advise on our
vul nerabilities. The Cl agents identify the units and activities that are nost
vul nerabl e and detectable by eneny intelligence. This step is necessary for --

Ri sk Anal ysi s

Ri sk analysis is a process that conmpares our vulnerabilities with the
eneny capabilities for gathering of collect.

The CI agent identifies indicators that if detected would result in the
di vul gi ng of inportant conbat intelligence regardi ng our operations. The
purpose is to identify the risk and determ ne what can be done to reduce them
This includes an evaluation of the operation of countersurveillance and
counter measures actually in effect for determ ning what nore needs to be
done. The units al ways enpl oy procedures of counter surveillance. The units
separate and evaluate the effectiveness of countersurveillance as they receive
new i nformati on. Based on the new i nformati on, they can deci de and adjust the
nmeasures for countersurveillance in order to focus on certain techni ques and
procedures. This process continues throughout the ClI agents structure.

23

LN324-91

Det erm ne the Counter Measures
Counter neasures are used to protecting these indicators and EEFI which
are nost vul nerable for eneny detection, as a result the counter surveillance
nmeasures whi ch are not adequate. Cenerally there are five options:
Count er measures are not necessary
Appl ying a counter neasure
Stop the activity

Enpl oy deception operations

Change the operation

Counter measures are not necessary under the follow ng conditions:
A indicator cannot be detected by the eneny

If it is detected, the indicator supports the deception plan.
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The commander decides to accept the risk

The use of counter neasures in deception requires commobn sense,
I nformation over our units and know edge of the capabilities of the eneny to
gather intelligence. The specific counter neasures are directed towards the
capabilities of the eneny in order to collect information.

Counter measures may include the physical destruction of the eneny -s
coll ection neasures. If this is the case, the S3, in accordance with the
commander, has to react quickly in order to counteract the eneny's gathering
capability. For exanple, it is known that an eneny reconnai ssance patrol is
col | ecting enough information regardi ng our operation, the 53 can recomrend
the increase of conbat patrols to destroy the reconnai ssance el enent.

Deception

The planning of deception is integral in the planning operations. A
deception plan can be done because it is a good idea for a specific operation;
because it is a requirenent to support a plan of deception at a higher |evel
as part of the measure against the eneny intelligence threat. In any case,
deception and the OPSEC are inseparable. In order to use deception
successfully, a unit as o have a good know edge of all of the aspects of
OPSEC.
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Deception is designed to deceive the eneny by neans of mani pul ati on,
distortion, making himreact in a way that is detrinmental to his interest. In
order for a plan of deception to function, certain conditions have to exist:

-- The plan of deception should be credible. The concept of deception
shoul d be carried out in conjunction with the concepts of operation. \Wenever
possi bl e, the operation activities should support the plan of deception.

-- The deception should be part of the technical situation.
-- The eneny shoul d be given the opportunity to react to deception.

-- One shoul d consider all the information gathering capabilities of the
eneny. There is no point in deceiving an eneny resource if it is detected by
anot her resource. The success depends on the good know edge of the
characteristics, capabilities and the use of intelligence systens of the

enemny.

-- The units involved in the deception have to acconplish their different

m ssions. This may not require anything special if the unit is doing its
normal mssion. It is possible that it may have enough i nformati on and

equi pnment to project a false inmage. The subordi nate units have to support the
pl an of deception of the superior units.
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Deception requires good intelligence, OPSEC and an operati onal
i mpl enentation in order for it to be successful. Intelligence units inform
regarding information gathering capabilities of the eneny and possible
reactions. The CI section infornms regarding indicators, signatures, patterns
and profiles of the units involving deception; and the operations sections
applies the deception plan of the conbat operations. A satisfactory OPSEC
program needs to be established in order for the deception to be successful.

| NDI CATORS, S| GNATURES, PATTERNS AND PROFI LES
Gener al

Al'l the arm es have their ways of operating. The normal operating
procedures, the field nanuals, the training instructions, and other | ocal
instructions result in simlar units functioning in a simlar way. The effort
of maintaining the simlarities and functioning adds to the effectiveness and
efficiencies of the units. Its weakness is that the units becone stereotypical
units, and consequently nore predictable. This causes that the anal yst of any
intelligence can interpret nore easily the indicators, signatures, patterns
and profiles of our mlitary forces.

The commanders and the operation officers should exam ne and study
carefully how to conduct their mlitary operations. They need to know if they
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are conducting operations in the sanme way each tine there is an operation, and
advi se on the manner the operation should be conducted. This neans that they
shoul d revise the actions that occur during the planni ng phase, execution and
the debriefing after the conbat drills. It could be that a conparison of the
activities of various conbat drills is necessary.

| NDI CATORS

| ndi cators are activities that may contribute to determ ne a course of
action of our mlitary forces. Wen preparing conbat operations, it is
virtually inpossible for a mlitary unit to hide or avoid giving out
i ndi cators. Certain activities nust be conducted. Some of these activities are
essential for the operations -- others can be directed by the commander or by
standard operational procedures of the operations. In many cases, these
activities mght be detected by the eneny and used to predict possible courses
of action.

ldentifying and interpreting specific indicators is a critical task for
the intelligence operations, either for the eneny of for our own arned forces.
The intelligence personnel |ooks for indicators, analyze the, and nake an
estimate of the capabilities, vulnerabilities and intentions. These anal yses
have beconme a requirenment for information, plans, and eventually provide the
basis for directives and orders.
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ldentifying the critical activities of the mlitary forces could
i ndi cate the existence of specific capabilities or vulnerabilities, or the
adj ustnment of a particular course of action. Determ ning which indicator is
i mportant, could be the result of previous action analysis. The |ack of action
Is as inportant, in certain cases, as actions already taken. For exanple, if a
unit does nor normally deploy its attack artillery equipnent, this information
is inmportant for the analysts to include it in their estimate. In any case,
the indicators that arise requires a concrete know edge of the organization,
equi prent, doctrine of the tactics, the command personalities, and the
| ogi stic nethods, as well as the characteristics of the operations. Indicators
are not abstract events. The indicators are activities that result fromthe
mlitary operations.

| ndi cators are potential tools for each commander. The indicators are
probabilities in nature, which represent activities that m ght occur in the
mlitary operations. The interpretations of the indicators require know edge
of the eneny and the current situation. Sone indicators are nentioned bel ow
It is not intended to be a conplete list, or applicable to all situations.
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Possi bl e Attack I ndicators

-- Concentration of nechanized el ements, tanks, artillery, and |logistic
support.

-- Delivery of conbat el enents (nechani zed, tanks, anti-tank) in echel ons.
-- Depl oynent of tanks, guns, cars to the front units.

-- Ext ensi ve preparation of artillery.

-- Artillery positions very nmuch to the front and in concentration.

-- Ext ensive patrol activity.

-- Change in the | evel of conmunications, crypto, codes and frequency.

-- Pl acenent of the air defense forces beyond the normal front.

-- Logistics activities, reinforcenent and extensive replacenent.

-- Rel ocati on of support unit at the front.

Possi bl e Def ense | ndicators
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-- Wt hdrawal of defense positions before onset of battle.
-- Successi ve | ocal counterattacks with Iimted objective.
-- Counterattack is suppressed before regaining positions.
-- Extensive preparation of field fortifications and mned fields.

-- Firing positions in the front are used; the long-range firing is
started.

-- Movenent to the rear of |ong-range artillery equipnent and | ogistics
echel ons.

-- Destruction of bridges, comunication facilities and other mlitary
equi prent .
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S| GNATURES

The signatures are a result of the presence of a unit or activity in the
battl efield. The signatures are detected because several units have different
equi pnent, vary in size, emt different electronic signals, and have different
noi ses and heat sources. The detection of the individual signatures could be
grouped by analysts to point out the installations, units, or activities.

In general, these are the categories applied to the units: visual,
acoustic, infrared, and el ectromagnetic. Each one of these areas are discussed
i ndividually. Have in mnd, however, that the eneny will try to exploit
several individual signatures grouping themin order to determ ne a signature
for the unit. Usually, action is not undertaken as a result of the detecting
only one signhature. Wth exception of the detection of critical areas, which
can result of the detection, identification and |ocation of a signature. The
critical areas are key activities such as conmand posts, communi cati ons
facilities and systens, sone equi pnent and its surveillance systens. The
detection of these areas reduces the ability of a mlitary force to conduct
mlitary operations. However, the longer the critical areas are exposed, the
easier would be for the eneny to detect, identify, |ocate, attack and destroy
these critical areas.

VI SUAL
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Vi sual signatures are detected through |ight photography and by human
eyesi ght, assisted or unassisted. Visual signatures are equi pnment, |ocation of
personnel, activity patters, and the frequency of these activities. Al so, sone
of these visual signatures include vehicle novenent, tanks, vehicle nmarking,
uni form mar ki ngs, etc. Theoretically, a target is detected when it is seen by
a human eye. The targets m ght be detected and identified by using photography
by --

-- Its distinct form or recognizable patters, form style, size,
desi gn, shadow, and its dinensions of height and depth.

-- A di stinct deploynent system possibly involving other targets.
-- The col or, hue, shine, tone and texture of the target.

It is possible to detect a target without having to identify it.
Detection is the discovery of a target or activity, while identification
requires an additional step - to establish what the target is, what it does,
or the capabilities of such target. The viol ence, confusion, and the darkness
in the battlefield introduces variables that m ght prevent identification or
detection of mlitary targets.
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Sone studies point out that the visual detection is affected by the
fol | ow ng:
-- The size of the target and the tinme it has been exposed to sight.
-- The degree to which the target has been canoufl aged or covered.
-- Light variation, visibility and weat her.

-- Nunmber of targets - the nore targets there are, it is nore
difficult to identify themcorrectly.

- - Target distance - the longer the distance the nore difficult to
identify the target correctly.

-- The contrast of the target against the background -- the |less
contrast there is, the nore difficult it is to identify the
target.

Some factors help the probability of visual detection. For exanple, the
probability of detection is increased by know ng previously that a target is
in a particular area. The probability of detection and identification is also
augnented if the target detected in a particular area is associated with other
targets in the vicinity, in other words, find a known target and search for
simlar ones in the area. For exanple, if a tank repair vehicle is detected in
an area, look for tank units or nechanized units in the vicinity.
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The identification and visual detection can be enhanced with the use of
phot ogr aphy. Vi sual |ocation of ground and air observers, of which there is no
specific identification, can be used to | ead photographi c reconnai ssance
m ssions. Unlike the |ocation in one site only, or having a short view of the
target, photographs provide the opportunity to enlarge and study specific
areas and equi pnent. Photography is |imted nmainly because it provides the
record of an area as it was at the nonent the photograph was taken.

ACOUSTI C ( SOUND)

The acoustic signatures cone in two types: The first are noi ses produced
during battle by explosives and rifle firing. The second sound is associ ated
with the noise of certain mlitary functions - such as vehicles, equiprment and
the activities of the installation. The acoustic signatures are detected by
human heari ng, sound detection equi prment, or special devices that magnify the
sound.

Acoustic sounds could be very significant because different equi pnent

and guns have a uni que sound. These signatures have consi derabl e i nportance
for planning countersurveillance, counterneasures and deception. The forces
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try to prevent escape of signatures in order to reinforce security; a
deception plan nust sound as if it were an actual unit.

The noi ses produced by operations are affected by the weat her
conditions, terrain, atnospheric conditions, and the propagation of sound. The
relative direction of wind, the anount of wind, the tenperature and humdity
i nfl uence the quality of sound. In general, the sound travels better when
projected by the wind, when humdity is relatively high, and during nighttine.

The eneny is not expected to react only to what he hears. The sound only
serves to alert us on what is happening. The acoustic signature, unlike the
visual signature that can stand by itself, normally is used to support other
sensors.

The acoustic sounds are integrated with other information to enhance
intelligence. But have in mnd that under certain circunmstances, the sound can
travel |ong distances. Wile the eneny cannot distinguish between an M 60 tank
and an APC, the sound can alert himthat there is novenent in the vicinity.

| NFRARED (I R)

The infrared signatures are those not visible by the eye. It is the
heat, or light, produced by equi pnent, person, unit or activity. The infrared
signatures can be detected with the use of several specialized equipnent.

The infrared surveillance equi pment vary fromthe individual optica

device to sophisticated aerial systenms. Under favorable conditions, the
systens that have been inproved will be able to produce inmages that
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di sti ngui sh between the equi pnent of the same quality and type.

The tactical infrared equi pnment cone in two categories -- active and
passive. The active equipnent require that the potential target be illum nated
by infrared sources -- light sent in infrared frequencies. These devices are

suscepti bl e of being detected because they enmit a distinct and identifiable
signature. The eneny sensors can |ocate the active sources. The passive

devi ces detect the infrared radiation of any of these two sources: em ssions
created by the target or solar energy reflected by the target. These devices
are nore applicable to play the role of surveillance because the equi pnent
does not produce an identifiable signature. The passive devices are vul nerable
to detection at the level at which their power sources are detectable.

The majority of the mlitary equipnent emt an infrared signature of
sonme type. The equi pment nore vulnerable to infrared detection are those that
produce a high degree of heat, such as, tanks, trucks, |ong guns, generators,
air conditioners, furnaces, aircraft, maintenance facilities, artillery fire,
kitchen areas, |anding areas and assenbly points.
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Infrared surveillance has |imtations. Humdity, fog, and clouds can
cause serious limtations, while snoke and fog can degrade the operations of
sonme systens. The cl ouds present a nore serious problem because the radi ations
emtted can be enough to prevent the operations of the systemitself.

Clouds also telltale the infrared radi ati on of the objects being
targeted by the system

ELECTROVAGNETI C

The el ectronmagnetic signatures are caused by el ectronic radiation of
comuni cati on and non-comruni cation emtters. In other words, the detection of
specific el ectromagnetic signatures can disclose the present of an activity in
the area. This allows us to direct our sensors to that area in order to detect
ot her si gnat ures.

The communi cation signatures are generally direct -- use a radio and a
signature will be provided. The battalions have certain conmmuni cati on systens;
t he brigades have ot her communication systens, and the el enents of higher
echel ons al so have different communi cation el enents and ot her additi onal
systens. To find the bigger units, to which a transmtter belongs, it is the
duty to:

-- detect other transmtters in the area.

-- Use radi o-gonionetry to determ ne the | ocation.

-- Categorize signals by a signal analysis.

- - Locate the type of transmtter in the vicinity of the area.

Fromthis type of information, the intelligence can determ ne the |ocation of
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a unit or command, supply point, weapons units, and assenbly areas. This is
particularly true when sone radi os or radars are used exclusively by a
specific unit or weapons system The novenent, infornmation of the order of
battle, the structure of the radio network, tactical deploynent, and, in a

| esser degree, the intentions could be derived fromthe interception of the
comuni cations systens. Al these could be detected and identified by know ng
the |l ocation of comruni cati on equi prent, w thout reading the nessages.

The signatures produced by radars are considered fromtwo vi ewpoints.
First, when radar systens are activated they transmt signals and create
si gnat ur es.

Thi s makes our forces vul nerable when we use radar agai nst the eneny.
Secondly, the equi pnent, buildings and nountains have identifiable
characteristics which the radar can be used to detect and identify. Therefore,
the forces exposed are vulnerable to the detection by radar.
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The military equi pment have a great nunber of protuberances, angles and
corners which the radar could detect. This refers to what is called the radar
cross-section (RCS). Mdern radar surveillance equi pnent can do nore than
solely detect the RCS of a target. Aerial radars with lateral view (SLAR) have
enough resolution to identify certain weapons systens by detailed i magery or
by its pattern. The radar systens can penetrate the fog, cloud and noderate
rain. The surveillance radars are active systens and can operate agai nst
nobile or fixed targets.

The radar systens are limted in that they require an uninterrupted
passage, or visibility points, towards the target area. However, have in m nd
that these systens cannot penetrate forests or heavy rain. The radar systens
are susceptible to eneny interception and can becone targets because of their
di stinctive signature.

PATTERNS

A pattern is the manner in which we do things. Patterns that can be
predi cted are devel oped by commanders, planners and operators. The different
cl asses of patterns are as nunerous as the different procedures in mlitary
operations. Sonme exanples of patterns are:

-- Command and Operations Posts

-- Artillery fire before an attack

-- Command posts located in the sane position relative to the
| ocation of the conbat units.

-- Reconnai ssance patrols repeatedly on a zone before an operation

The officers need to exam ne their operations and activities in their
zones of responsibility and reduce the established patterns whenever possible.
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PROFI LES

The profiles are a result of the actions taken by mlitary units and
I ndi vidual soldiers. The profile analysis of a unit could reveal signatures
and patterns on the procedures, and, eventually, the intentions of the unit
coul d be determ ned, collectively, the profiles could be used by the eneny to
find out our various courses of action. Qur counterintelligence units devel op
profiles of our units in order to determ ne our vulnerabilities and thus
reconmend the commanders on the correction neasures. In order to achieve this,
all activity of the unit has to be identified to see if it presents indicators
to the eneny.

Usual Iy, profiles are devel oped by neans of the gathering of information
on the el ectromagnetic equi pment and on physical actions and depl oynents.
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El ectromagnetic information identifies the activities of the units by
associating the different signals with the equi prent. Physical actions and
depl oynents are things that the unit does: how a unit appears while it is
perform ng; how it noves; its configuration during nmarch or when it depl oys.
These different factors identify the different units.

In the majority of units, the electromagnetic and physical information
is applicable to 5 areas of inportance in order to conplete an entire profile.
The five profiles are:

-- Comuni cati ons and command post

- - Intelligence

-- Operati ons and maneuvers

-- Logi stics

-- Adm ni stration and ot her support

COMVUNI CATI ONS AND COVIVAND POST
Sone factors to be considered when devel opi ng and profile:

Where are the command posts |l ocated with regard to other units -
particularly subordi nate units?

- - How does the command post | ook |ike?
-- When is it transferred with regard to the other command el enents?

-- | s the post surrounded by antennas - thus creating a very visible
target?
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-- VWhat type of communications equi prment is used and where is it |ocated?

-- What is the anpbunt of conmunications traffic with regard to the
activities and operations?

-- Are there any road signs that mght help the eneny units or agents to
| ocat ed t he conmand post ?

-- Do the |l ogistics and adm ni stration conmuni cati ons conprom sed the
oper ati on?
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| NTELLI GENCE
Profiles on intelligence, surveillance, reconnai ssance and el enents
identifying targets are devel oped in order to determ ne whether our activities
i ndi cate our intentions. Sonme considerations:

-- How frequently and to which zones have the | and and air el enents been
assigned for information gathering?

-- Wiere are the information gathering elenments |ocated? (Which
comuni cation nmethods are used to report? Wiich are the informati on channel s?
Whi ch are the security measures?)

-- How are the radars used? (For how |l ong are they used before transferring
t hent?)

-- Are there sensors in the target zone?

-- Have t he reconnai ssance vehicles (land and air) conprom sed the | ocation
of future operations?

- - Are the patrol |evels been varied?

-- Can the different gathering activities relate to the different stages of
operation - planning, preparation, execution?

OPERATI ONS AND MANEUVERS
Activities during the preparation and execution of conbat operations can
be identified. Many activities are hard to cover due to the nunmber of nen
i nvol ved, the noise, dust, tracks of vehicles, heat emtted, etc. However, the
activities for conbat operation have to be exan ned.
-- Can the drilling and instruction of nen be easily detected?
-- If there is special training required for the operation, are there any

speci al security neasures?
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-- VWhere are the units |ocated before the operation? Artillery? Aviation?
Reserves? Mai ntenance and supply? Is the novenent indicated towards the front
or the rear during their course of action?

-- How are the sane actions carried out for preparation of offensive or
def ense operations? Do they indicate intentions?

LOAE STI CS
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Suppl y, mai ntenance, transportation and services and facilities
I ndi cati ng an operation have to be exam ned.
- - Wi ch novenents indicate the starting of an operation?
-- Are material and special equi pnent visible?
-- Where is the naterial being stored? Wen?

-- | s the change of schedule for vehicle and weapons nai ntenance indicating
the start of an operation?

-- Are new roads being built?
-- Are special mnmunitions being delivered secretly?
ADM NI STRATI ON AND OTHER SUPPORT

Activities seem ngly conpletely innocent individually could provide
val uabl e informati on for the eneny anal yst. The adnmi nistration and support
profile could identify these actions which beconme obvi ous because they are
different fromwhat is normal. Sone exanples foll ow
-- Thi ngs change before an operation:

* Getting up and neal s schedul es?

* Directions

* Larger mail vol une?

* Frequency of reports:

*

Entry of licensed personnel ?
-- There is a special request for:

* Personnel ?
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* Equi prment ?
* Supplies of all types?

-- How i s trash, paper, etc. being destroyed? Can eneny agents |ocate and
use the waste?

-- Expecti ng wounded personnel by nedical units, do they indicate a pending
oper ati on?

35

LN324-91

http://www.soaw.org/Manuals/ci-1-2.htm (31 de 39) [12/02/2001 09:24:17 a.m.]



School of the Americas Watch

36

LN324-91

THE OPSEC PROCEDURE
1) To identify the eneny capability to gather intelligence (D-11/S11).
2) | dentify our EEFI and profiles.
Profiles + Patterns and signatures
Profile: Al'l the characteristics pertaining a unit.
Patterns: Repeated activities established by SOP or by doctrine.
Signhatures: Field actions of a unit.
-- Vi sua
-- sound
-- infrared
-- el ectronmagneti c

Profil es: Conmand Post

-- Conmmuni cati ons
-- Qper ati ons

-- Logi stics
3) ldentify the vulnerable profiles that indicate our intentions.
4) | npl enent a risk anal ysis and nmake note of the EEFI

-- Profiles \

-- Pat t er ns > | ndicators

-- Signature /
5) Recommend OPSEC neasur es
-- Count er surveil |l ance
-- count er neasur es
-- Deception
6) Sel ect the OPSEC neasures.
7) Apply the OPSEC neasures.
8) Apply efforts to nonitor OPSEC.

9) Moni tor the effectiveness of OPSEC
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10) Recomend OPSEC adj ust nents.
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Step (1) --- OPSEC estinmates

Step (2) --- OPSEC estimates

Step (3) -- Planning estimnates/guidelines

Step (4) --- Estimate/guidelines

Step (5) --- Estinmate/guidelines

Step (6) --- Estinmate/guidelines

Step (7) --- OPSEC Annex

Step (8) --- OPSEC Annex

Step (9) --- OPSEC Annex

Step (10) --- OPSEC Annex

ESTI MATE --> GUI DELI NE - -> ANNEX

EVALUATI ON: YEARLY REPORT
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OPSEC ANNEX
ltem 1): M ssion of the unit. (Fromthe Plan of Operation)
ltem 2): Summari ze the eneny situation in ternms of intelligence gathering,
sabot age, and subversion. Discuss the situation with regard to
recent eneny activities and their potential capability. This item
Is designed to indicate their capability for intelligence
gathering; while item 3 include the neasures to counteract those
efforts. The followi ng factors should be anal yzed:
A I ndi cate the effect of weather on the eneny's capability to gather
intelligence on our OPSEC neasures.
B. Indicate the effect of the terrain on the eneny's capability to
gather intelligence on our OPSEC neasures.
C. Resune the eneny's capability to gather intelligence and carry out
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sabot age and subversive actions.

Thi s i ncl udes:
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1) Intelligence
A) G ound Cbservation and Reconnai ssance
1) Eye observation
2) Patrol s
3) Ground radars
4) Infrared surveill ance
5) Long-range ground sensors
6) O her
B) Air Surveillance and Reconnai ssance
1) Penetration flights
2) Long-di stance flights
3) Reconnai ssance satellites
(@) Signal Intelligence
1) Conmmuni cations Intelligence
2) El ectronic Intelligence
D) El ectronic Warfare
1) I nterception and radi o goni onetry
2) I nterruption
3) Destruction
E) Guerrilla, insurgents, agents
39
LN324-91
F) Oher: infiltrators, refugees, prisoners of war, etc.
2) Sabot age
A) Mlitary
B) Economni ¢
3) Subver si on
A) Pr opaganda
B) Terrorism
(@) Politi cal
D. Summari ze the eneny's intelligence and security weaknesses.
Summari ze its intelligence gathering weaknesses, for commtting
sabot age and subversi on sabotage. Discuss its internal security
post ur e.
ltem 3): | npl ement ati on
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A Make a list of all the countersurveill ance neasures taken by the
field SOP. Enphasi ze new countersurveillance neasures or changi ng
of measures that are part of the SOP.

B. In this section, make a list of all the additional counterneasures
that are not included in the SOP and are applicable to all the
units. These counterneasures are designed to counteract a specific
threat by the eneny counterintelligence.

Item 4): M scel | any

A Summari ze the threat to internal security. D scuss the problens of
i nternal security detected in the command post.

B. Est abl i sh any special instructions not covered previously as
targets of interest for counterintelligence (wth priorities and
| ocati ons).

C. Establish the chain of command for counterintelligence.

ltem 5): Conmand
This itemdeals with instructions on where counterintelligence is
sent to, the link between the various units, |ocation of counter-
I ntelligence personnel, the different dissem nation channels,
types of reports required, frequency and priorities.

40
LN324-91
OPSEC ESTI MATI ON

ltem 1): The M ssion of the Unit. (Fromthe Plan of Operations)

ltem 2): Area of Operations. (Discuss the influence of the area of
operations on the eneny capabilities to gather intelligence and
commit acts of sabotage and subversion).

A. Ti me/ weather. (Fromthe Intelligence Annex)
-- The eneny's capabilities for surveillance and ground and air
reconnai ssance.
-- The time/weather is or is not favorable to the eneny's
gathering efforts.
-- The inpact of tinme/weather on our counternmeasures.

B. Terrain. (Fromthe Intelligence Annex)
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- - Surveil |l ance

- - Cover age

- - Natural and artificial obstacles
-- Key Terrain

(How the terrain affects the eneny's capability to gather
information/intelligence and how it affects our counterneasures).

C. O her factors of the zone.

-- Politica

-- Econom ¢

-- Soci ol ogi ca

-- Psychol ogi ca
-- Transportation

Item 3): Current Eneny situation on intelligence, sabotage and subversion
activities.

A) Intelligence

1) Ground surveillance and reconnai ssance.
-- Eye observation
-- Patrol s
-- G ound radars
-- Infrared surveill ance
- - Long-range ground sensors
-- O her

41

LN324-91
2) Air surveillance and reconnai ssance
-- Penetration flights
-- Di stance flights
-- Air Sensors
-- Reconnai ssance satellites
3) Signal Intelligence
-- Conmuni cation intelligence
-- El ectronic intelligence
4) Guerrillas and I nsurgents
5) Espi onage
6) O her: infiltrators
ref ugees, di spl aced persons,
prisoners of war, etc.
B) Sabot age

1) Mlitary (installations, |line of comrunication)
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2) Economi ¢
(@) Subver si on

1) Pr opaganda
2) Terrorism
3) Politi cal

l[tem 4: Eneny capability for intelligence gathering and to commit sabot age
and subversive actions.

A) Intelligence
1) G ound surveillance and reconnai ssance.
-- Eye observation
-- Patrol s
-- G ound radar
-- Infrared surveillance
-- Long-range ground sensors
-- O her

2) Air surveillance and reconnai ssance
-- Penetration flights
-- Di stance flights
-- Air Sensors
- - Reconnai ssance satellites

3) Signal Intelligence
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-- Communi cation intelligence
-- El ectronic intelligence
4) Guerrillas and I nsurgents
5) Espi onage
6) O her: infiltrators
ref ugees, displaced persons,
prisoners of war, etc.

B) Sabot age

1) Mlitary
2) Econom ¢

@] Subver si on
1) Pr opaganda
2) Terrorism
3) Political

ltem 5): Concl usi ons
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A) | ndi cate how the eneny will use its capability to gather
intelligence and to conmmit sabotage and subversion actions.

B) Indicate the effects of the eneny capability on our course of
action.

@) I ndi cate the effectiveness of our current countersurveillance
measur es.

D) Indicate the effectiveness of our current counterneasures.

E). Recommend addi tional countersurveill ance neasures.

F). Recommend addi ti onal counterneasures.
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OPSEC PLANNI NG GUI DELI NES

UNI'T COMVANDER

G3/ S2: NAVE OF OPSEC OFFI CER:

CONTENTS DI SCUSSED W TH

NAME RANK
PERSON COVPLETI NG REVI SI ON

YES
NO

CAMOUFLAGE

A

B.

DOCUMENT SECURI TY (1 NFORNMATI ON)
A

B.
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COMVAND POST
A
B.

COMSEC

SI GSEC

TRANSSEC

44

home legislative action current information press releases news and reports
SOA graduates SOA manuals previous protests books and videos links
FAQ's contact information newsletter
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CHAPTER 111
OPSEC EVALUATI ON
| NTRODUCT1 ON:

OPSEC neans Operations Security. It is the duty of the Intelligence/
Counterintelligence Agent to determne the extent to which the security
nmeasures are being followed within the OPSEC program If the neasures have not
been carried out, then nothing has been acconplished and the security of the
command is in serious danger. Wen the OPSEC neasures, devel oped fromthe
OPSEC Procedures, are applied to an operation or activity (Comrando) there are
several nmethods to evaluate its effectiveness. Al are included under the
subj ect of "OPSEC Eval uation." The phrase OPSEC EVALUATION is applied to two
di fferent concepts:

a. One concept refers to an evaluation or study of the activity,
unit, or project, using the OPSEC Procedure in order to recomend the OPSEC
nmeasures and create a Data base for Counterintelligence (Cl).

b. The second concept is an evaluation of the effectiveness of the
OPSEC neasures al ready reconmended. This evaluation mght result in
nodi fi cation or suppression of nmeasures, or the identification of new OPSEC
neasur es.

OVERVI EW

1. The OPSEC Eval uations vary, as already nmentioned, depending on the
uni ts needs.

2. Al'l eval uations have in common the characteristics of exam ning
the effectiveness, the failure or the lack of OPSEC neasures in a unit.

3. Al'l evaluations are structured in a way that can provide conplete

http://www.soaw.org/Manuals/ci-3.htm (1 de 17) [12/02/2001 09:24:41 a.m.]



School of the Americas Watch

and detailed information as to how the units and agencies are inplenmenting the
OPSEC neasur es.

4, THE OPSEC EVALUATI ONS ARE NOT | NSPECTI ONS. The eval uations are
presented and nust be considered as data finding and/or failure finding.

5. The Evaluation is used to identify those areas of the security
procedure of a unit that need to be inproved.

6. When a team of agents carries out an OPSEC eval uation, it nust be
done sensi bly and not overl ook or ignore sonething, having always in mnd that
the evaluation results will be used to inprove the system

7. EVALUATI ONS | N PEACE TI ME AND | N WARTI ME:
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a. Duri ng peacetine the OPSEC Eval uati ons can be prepared

several nonths in advance. An OPSEC eval uati on of each command (unit) within a
Di vision or Brigade, must be carried out annually.

b. In addition to a yearly evaluation, a conmander nay request
it, through the G3/S3, that an OPSEC speci al evaluation be nade of his unit.

C. During wartinme, as vulnerabilities and threats are
identified, the evaluations are carried out in response to an energency
request or urgency by the affected agencies.

8. Each eval uation is unique, since each one reflects the operation
or activity being evaluated. However, there are certain comon procedures for
all evaluations, and these are as follows:

a. Pl anni ng

b. Eval uati on

C. Report/ 1 nformtion
9. Pl anni ng of Eval uati on:

The main factor in the planning stage of an evaluation is detail.
It must be prepared in detail to carry out an evaluation. Normally, the
pl anni ng stage includes the foll ow ng:

a. Devel opnent of the purpose and scope of the eval uation:

The purpose/ scope of the evaluation is prepared by the
anal ysis section of Cl, and by the OPSEC el enent, for approval by G3/S3.

SAMPLES OF POSSI BLE PURPOSES AND SCOPES OF AN EVALUATI ON
(1) "This OPSEC Eval uation will discuss the vulnerability of

the Division or Brigade to the nulti-disciplinary threats of the eneny. These
threats include Human Intelligence (HUMNT) and Signal Intelligence (SIGNT),
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et c.
b. Sel ection of the teamthat will carry out the Eval uation
The team shall be selected by G3/S3, who will request its
units to assign expert personnel in the areas of operations, intelligence,
comuni cations, logistics and adm nistration. The team can be re-structured
according to the type of evaluation to be made.
C. Establish the contacts (link) in the area to be eval uat ed:
One of the initial steps before evaluation is to contact the
security chief of the installation to be evaluated. He can provi de access to
t he necessary files needed for an eval uation.
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d. Conpi l ati on of the reference material s:

The team nust review the Standard Operati ons Procedures
(SOP) of the unit to be evaluated. This will make the teamfamliar with the
m ssion and the operational procedures of that installation.

e. Revi ew the Essential Elenents of Friendly Information
( EEFI) :

By reviewing the EEFI, the teammay identify the val uable
intelligence data which the commander deens inportant for the security of the
installation. This information may include any information, classified or not,
which, if revealed to eneny intelligence agent, could result in serious danage
to the installation.

f. Review the threat of hostile intelligence:

The team nmust be familiar with possi bl e espionage threats,
activities of intelligence gathering by the eneny, by using all the sources in
the area of operations.

g. Becone famliar with the activity or installation to be
eval uat ed:

Menmbers of the evaluation teamshall review all the
directives of the installation. The eval uati on team | eader should be briefed
by the commander of the installation.

h. Prepare organizational charts:

Preparation of organizational charts for eval uation purposes
wll facilitate the evaluator's work. The chart should be prepared according
to the area to be evaluated. The charts should include the areas to be
revi ewed by the agents and specific notes that m ght be useful for the
i ndi vi dual evaluator to carry out his duties.
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i, G ve notice of eval uation:

The final step in the preparation of an OPSEC eval uation is
to notify it. The G3/S3 notifies the installations that will be eval uated by
means of an anmendnent. The information that m ght appear in the nessage is as
fol | ows:

(1) The purpose and scope of the eval uation.

(2) The nmenbers of the evaluating teamand its access to
classified information.

(3) Necessary briefings and famliarity.

(4) Date and tine that will be spent in the eval uation

(5) Support required from Signal Security (SIGSEC)
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10. The Eval uati on:

After conpleting the planning stage, the evaluation will be
performed. The follow ng steps, in order, nust be carried out at the onset of
t he eval uati on.

a. Begi nni ng briefing:

This briefing could be formal or informal. It nust be given
by the evaluating team | eader. The areas to be covered during this briefing
are:

(1) Pur pose and scope of the eval uation.
(2) How t he eval uation will be conduct ed.

(3) Summary of the enenmy threats and the vul nerability of
the installations to these threats.

(4) Previ ous OPSEC evaluations, if any, will be discussed.
b. Briefing by the Commander:
This briefing will give the Evaluating Team an opportunity
to receive information on the operations fromthe viewpoint of the comuander

of the install ation.

C. The Evaluation: (Information that will be covered |ater on
by this chapter).

d. Fi nal Briefing:

The purpose of the final briefing is to informthe Conmmander
of the results of the evaluation and the findings during the evaluation with
regard to the OPSEC system of his installation. Al so, the outgoing briefing
could be an informal one.

e. Report:
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During this period, the evaluating team the analysis
section of C and the OPSEC section, shall evaluate all the information
obt ai ned during the evaluation. The product of this effort shall provide a
data base that can be used to identify the vulnerabilities of the installation
I n the OPSEC areas. The evaluation results of the information obtained by the

teamw ||l be the basis for recommendati ons of new OPSEC neasures, if
necessary.
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OPSEC EVALUATI ON

BROCHURE: TECHNI QUES AND AREAS TO BE COVERED DURI NG AN OPSEC
EVALUATI ON.

OPSEC EVALUATI ON

HUVAN | NTELLI GENCE

A Security of Information:
1. Repr oducti on nachi nes (copiers):
a. How many machi nes are there?
b. What is the control on the reproduction of classified
mat eri al ?
C. Who is authorized to reproduce classified material ?
d. Who aut hori zes reproduction?
e Has the personnel been instructed that when a docunent is

copied in a copier, the inmage of the docunment remains |atent in the crystal
and could enmerge if a bl ank paper goes through.

2. Destruction of classified information:
a. Who does the destruction of classified information?
b. Wiere is destruction carried out?
C. When and how often is classified information destroyed?

d. How is it destroyed?

e. What security nmeasures exist during the destruction process
of classified material?
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3. Emer gency Evacuation and Destruction Pl an:

a. (btain a copy of the plan and review it to determ ne whet her
it is effective:

b. How is the plan carried out?
C. Do they have the necessary materials on hand to inpl enent
t he pl an?
49
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d. Has the plan been rehearsed (drilled)?
4. Sensitive unclassified Trash:

a. s there a procedure with regard to the handling of
sensitive unclassified trash?

b. Is there any nention of it in the SOP?
C. s the SOP specification carried out?
d. How can they be sure that the command instructions are

carried out with regard to sensitive unclassified material ?

e. Is all the personnel aware of the inportance of controlling
the sensitive unclassified trash? How were they instructed?

5. Requests for information:
a. How are requests for information processed?

b. What is the procedure if the request originates from anot her
mlitary or civilian command, or foreign country?

C. How do they control publication of information on activities
eval uat ed by other sources?

d. Is there an Oficer for Public Relations (PRO?

e. What are the responsibilities of the PROin this progranf

f. How i s unsolicited mail handl ed?
6. Qpen Publications:
a. Whi ch are the open publications of the installation? (A

publication which is unclassified and anybody can have access to it.)

b. otai n copi es and deterni ne whet her the publication has any
EEFI i nformation.
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C. How are open publications controlled?
7. EEFI
a. (bt ain copy of the current EEFI list.

b. On what was this |ist based?
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C. Is all the necessary personnel aware of what is included in
the EEFI list? Is this informati on denied to some personnel ?
d. Is the EEFI list realistic, does it in fact contain

everything that the unit wants to protect?
8. Reports of Previous |Inspections/eval uations or Studies:

a. (btain copies of all the inspections, evaluations, studies,
of physical security, personnel, OPSEC, that has pertain to the installation.

b. Review all the reports and determ ned whi ch neasures have
been taken to correct problens identified previously.

9. Speci al Access Materi al:

a. Whi ch materials requiring special access are used by the
i nstal l ation?

b. What security neasures are enforces to protect and safeguard
the material ?

10. Cl assification guidelines:

a. btain copy of the classification guidelines for classified
material of the installation.

b. Are these guidelines effective?

C. Are they witten in an efficient way, providing the
necessary information?

d. | s the personnel know edgeable of this classification
gui del i ne?

11. Casual Conversati on.
a. During the evaluation of the installation, try to listen to
conversation carried out in areas where classified or sensitive matters shoul d

not be discussed; also be on the alert to conversation between persons that
have access and the need to know certain information with persons that do not
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have the need to know nor the access.

b. Which is the procedure of the unit/installation regarding
casual conversation?

C. Does the installation have an instruction programto bri ef
its personnel with regard to the danger of casual conversation?
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12. Security Education Program
a. VWhich is the | evel of security education of the eval uated
i nstall ation?
b. Is there an education programin the areas of sabotage and

espi onage agai nst the arned forces, OPSEC, SigSec, Hum nt, and inmagery
intelligence?

C. If there is a program is it effective? (Does the personne
respond to the teachings?)

d. Has the installation informed on any attenpt of sabotage and
espi onage or incident to the SEAAF?

e. | s the personnel contacted aware of the purpose of OPSEC?
Could they identify an approach to SEAAF if it would happen to thenf

B. Physi cal Security

1. | nspections after working hours:
a. Are inspections of the installation carried out after
wor ki ng hour s?
b. I f they do, what do they | ook for?
C. How of ten are these inspections perforned?
d. What happens if they find | oose classified material or any

ot her security violation?

2. Ef fecti veness of Physical Security:
a. What is the concrete effectiveness of the physical security
of the installation?
b. Are the current physical security neasures adequate?
C. Exam ne doors, gates, fences, barriers, etc. and determ ne

its weakness and strong points.

3. | nspection Program of the Security Inspector:
a. Does the installation have an inspection program by the
Security Supervisor?
b. When the security supervisor carries out an inspection, is

it announced or unannounced?
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C. | s the personnel performng the physical security
i nspection, assigned to the sane installation which they are inspecting?
d. What do they | ook for when inspecting?

e. What happens when they di scover a vulnerability?
4, Access Control:
52
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a. Pretend you are a hostile intelligence agent and determ ne

how coul d you nmanage to enter the installation. Plan it fromthe outside to
the inside and how far could you penetrate. Try to obtain classified materi al
or try to listen to casual classified conversation. Use your imagination. The
eneny will do the sane.

b. Are the gates adequate?
C. Is there a cleared zone beyond the perinetry fences?
d. | s there an adequate number of guards? Are they duly

trai ned? (How do they communi cate anong thensel ves?

e. Are the fences adequate?

f. Are the outer doors adequate?

g. I s the al arm system adequate? (Do they have an al arm
syst en?)

h. Is there a control of visitors and their vehicles?

i Do the guards have an established routine of novenment that
wi |l make them vul nerable to an attack?

j . Is there a reserve/support group that could assist in case
of a surprise attack?

K. Prepare a scenario of how you could penetrate the
installation, include a detail ed account of the weak and strong points of the
security program of the installation.

5. Pass system
a. s it adequate?
b. Can the passes be reproduced easily?
C. Is there another systemthat could be used in case the first

one i s conprom sed?
d. How are passes destroyed?

e. What happens when they are inforned that a pass has been
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| ost ?

f. Do they allow for one pass to have access to the entire
installation, or are there restrictions?
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g. If the pass is not shown, is he nade aware by the other
i ndi viduals, or is he allowed to wal k wi t hout problem or question?

h. Are all the passes al ways visi bl e?

i How is the access to classified information certified or
verified of an individual visiting the installation?

J - Are visitors escorted through the installation?
K. s there a record of the passes?

| . How many tinmes a year is the pass system changed?

6. Visitors control:
a. What kind of access is authorized to visitors?
b. How are their |evel of access to classified information
verified?
C. Are the visitors required to sign at the entrance? What

I nformation are they required to provide?

d. What ot her controls are applied for visitors?

7. Foreign Liaison Visitors
a. Are their access or authority for visiting verified?
b. Who is notified of their visit to the installation?
C. Which areas are they allowed to access?
d. What type of information is exchanged?
e. Is a briefing offered to the personnel that wll have

contact wwth the foreign visitors?

8. OPSEC Support - Physical Security Plan:
a. Revi ew and determ ne whether the plan is effective,
b. Does this plan provide the support/information/guidelines
needed?
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C. Can a Study of Physical Security be carried out?

d. What do the personnel know of the Physical Security Plan?
54
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e. Is it reviewed and updated frequently?
9. I nstructions for the Guards
a. Are the instructions to guards adequate?
b. Do the instructions to guards indicate which are their

responsibilities?

C. Are energency plans included in the instructions?
d. VWhat do the guards know about the plan?
e. Do the instructions include howto proceed in case of a bonb

t hreat, sabotage, espionage, events of interest for the CI, and the
destruction of governnment property?

f. Do the guards understand what they have to do if they are
i nvolved in an incident that concerns the mlitary intelligence?
C. Personnel Security
1. Human Reliability Program (This programis used to determ ne the

reliability of persons in sensitive posts. The subject is discussed in the
Chapter entitled "Security Investigation of Personnel")

a. Does the installation have such a progranf

b. If it does, howis it checked?

C. What has this programoffered to the Conmander ?

d. How i s access to classified information validated?

e. Where do personnel whose access has not been approved yet
wor k?

2. Travel Abroad by Staff Personnel:

a. Wiere to and when do these individuals travel to foreign
countries?

b. What is the procedure to notify the commander of these
trips?

C. Are the travel schedul es controll ed/ eval uat ed?
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d. | s the personnel travelling abroad briefed?
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e. What kind of information do they carry and what ki nd of
i nformation can they exchange?

f. Are trips abroad reported to mlitary intelligence?
3. Li st of Accesses to Cassified Informtion:
a. Is there a list of all the persons who have access to

classified informati on?

b. Do the personnel have access to the necessary information to
carry out their tasks?

C. Revi se the access |ist and determ ne whether there is any
i ndi vidual with access to information who should not be all owed.

d. How does the command verify the access to classified
I nformati on of other agencies?

4. OPSEC Pr ogram
OPSEC SOP:
a. Does the installation have an OPSEC SOP?
b. s it adequate?

C. Does the SOP of OPSEC describe the responsibilities of
everybody down to the individual |evel?

OPSEC O fi cer

a. Does the officer in charge of OPSEC working full-tinme for
OPSEC, or does he have other primary functions?

b. Whi ch are the responsibilities of the OPSEC of ficer?
C. What kind of support is given to hinf

d. Does he have the experience/education/reference materi al
necessary to carry out his tasks?

e. What i nportance does the Comrander bestow on the OPSEC
pr ogr anf?

OPSEC Anal yst

a. Is the conmand aware of what is an OPSEC anal yst ?
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b. Does the command know what an Anal yst can do for thenf

C. Have they requested support by the OPSEC Anal yst, and what
kind of support was requested?

d. Have they received in the past any support by an OPSEC
Anal yst ?

e. I s the OPSEC Anal yst effective?
4, OPSEC Consci ousness:

a. Does the personnel know what OPSEC neans, what OPSEC can do
for themto protect their m ssion and work material ?

b. | s OPSEC considered a daily routine in this installation?

C. | s OPSEC consi dered before, after and during a mlitary
exerci se?

d. What ki nd of OPSEC training have been given to the
per sonnel ?

e. Does the personnel believe in the inportance of OPSEC?

f. Which is your (the agent's) opinion of the total
consci ousness of OPSEC in the installation?
D. Signal Intelligence
1. SOP:

a. obtain and review all the SOP's of SIGSEC. (are they
adequat e?)

b. Are they reviewed and updated periodically?
2. Support by Signal Intelligence:
a. What ki nd of support has the installation received from

Signal Intelligence?

b. What kind of signal intelligence support does the
instal | ati on need?

3. Saf e Conmmuni cati on:

a. What are the neans for safe communi cati on?
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b. Are they adequate?
C. s there a backup systemin case the primary one stops
wor ki ng?
4, | nspections of Safe Comruni cations and Signal Security:

a. When was the | ast SI GSEC/ COVBEC i nspecti on done and what
were the results?

b. Does the system need to be inproved? (Were the inprovenent
nmeasures carried out?)

C. Is there a need currently to inprove the SI GSEC and COVSBEC
systens?
5. Security Educati on:
a. Is the installation personnel trained on comrunications
security?
b. |f they are trained, howis instruction given, is it

accepted or rejected?
C. Is there a need to inprove the security education progranf?
6. ADP Security:
(ADP: is a security systemused to protect the conputer comrunication)
a. | s the personnel trained on COVSEC?

b. s a key code used? How can an unaut hori zed person be
prevented to access the conputer systenf

C. Do unaut hori zed persons use the systenf

d. What is the software used? What classification does it have?
e. What is the procedure for controlling the conmputer output?
f. What physical security neasures are used to protect the

conputer termnals that are outside the conputer roonf

g. VWi ch procedure is used for the necessary maintenance?
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h. | f the system contains classified informati on, how can they
get the cleared personnel to carry out the conputer nmintenance?

. Is there a Security Oficer assigned for the conputer roonf

J . Are the conputer operators trained on the need to protect
the systens security?

K. Can classified informati on be obtai ned through the
term nal s?

| . Are visitors escorted while visiting the conputers area?
m Is there a pass systemfor the conmputers area?

n. Does the installation share the use of conputers with other
I nstall ations or agencies?

E. | magery Intelligence
1. Aeri al Phot ography:
a. I s the personnel conscious of the existence/threat of aerial

phot ogr aphy?

b. Is the installation vulnerable to this threat?
C. What precautions are taken for protection against this
t hreat ?
d. What kind of witten information do they have to protect

t hensel ves against this threat?

2. Manual Phot ography by an Agent:
a. I s the personnel conscious of this kind of threat?
b. What physical security precautions are taken to protect

t hensel ves against this threat?

C. How vul nerable is the installation?
d. Are the guards aware of this threat and know how to prevent
it?
3. Qut si de Tryouts
59
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a. Does the installation conduct tryouts outside the building

that could be vulnerable to the threat of imagery intelligence?
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b.

C.

F. Vul nerabi lities/ Recomendati ons of Signal Intelligence
G | magery Intelligence
1. Local threat:
2. Vul nerabi liti es/ Recomrendati ons:
H. QG her Vulnerabilities and recommendati ons as appropri at e:
l. Remar ks:
(CGeneral remarks are included which are not qualified as

Has the conmand consi dered using canoufl age before the
tryouts are carried out?

Does the SOP contain sonmething with regard to the protection
against this threat?

vul nerabilities.)

J. Concl usi ons

(Support to be given to the installation in the future.)

| . ANNEXES:
a. Data on Threats in general
b. Resul ts of the COVSEC eval uation
C. Study of Signal Security
d. Essential El enents of the Eneny
e. Report of ADP Security
f. BEFI - Eval uation
g. | nspection of Technical Support
h. QG her information or reports that m ght backup the OPSEC
Eval uati on.
60
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NOTE: Not all the Annexes nentioned above are required in all the reports of

an OPSEC eval uati on.
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Sehoal of the Ameticas Watch

CHAPTER 1V
DOCUMENTS SECURI TY
| NTRODUCT| ON:
The application of this chapter will be based on the follow ng main

princi pl es:

1. It is essential that sonme official information be given top
protection in order to safeguard the capability of the nation to protect
itself against all hostile and destructive actions.

2. It is also essential that the citizens of the nation be inforned
as much as possible on the activities of the governnent.

3. This chapter should not be interpreted in any way as trying to
wi t hhold information that otherw se could be publicly dissem nated.

GENERAL:

A DEFI NI TI ON OF DOCUMENT SECURI TY: The degree of protection given to
certain official information for the safekeeping of the nation's capability to
protect itself against hostile or destructive actions.

B. Al'l personnel nust be aware that the above-nentioned principles are the
fundanental factors that govern mlitary security and nust be deeply

i ndoctrinated so as to be inherent with the routine performance of their

t asks.

C. ORGANI ZATI ON:

1. Cat egories of Classification
a. The official information requiring protection in the
interest of national defense will be limted to three categories of

classification, which are, in order of inportance, TOP SECRET, SECRET and
CONFI DENTI AL. No ot her designations shall be used to classify information of
nati onal defense.

2. O her Definitions
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a. I nformati on of Defense. It pertains the official information
that requires protection in the interest of national defense that is not of
common know edge, y which could be valuable mlitary information for a
potential enemy, to plan or sustain war or insurgency against us or our
allies.

b. Classified Material. It is the official information which
has been classified and narked with one of the categories nentioned above.

LN324-91

C. Access to Classified Material. It allows access to
classified material only to those persons authorized to work with classified
i nformati on and need to know such information to be able to acconplish their
of ficial duties.

d. Custody. Is the person in possession or that has the
responsi bility of protecting and accounting for classified nmaterial.

e. I nventory. It is the procedure used to account for
classified material by control of entry and record of the docunent, or entry
of destruction record, or by signed receipts.

f. Docunent. Is any recorded information, w thout considering
its formor characteristics, and includes, wthout being limted to, the
fol | ow ng:

(1) Handwitten, typewitten or printed material.
(2) Al'l drawn, painted or engraved naterial.
(3) Al'l sound recordings, voices, tapes or records.

(4) Al'l types of photographs and filnms, in negatives or
processed, fixed or in notion.

g. Aut hority for Derived Classification: It is the authority to
classify material as a result of being connected to, or in response to other
material related to the sanme subject of an already classified material.

h. Mat eri al : Means any docunent, product or substance, on or
wi thin which informati on can be recorded or i ncluded.

. Properly authorized person: It is a person who has been
authorized to work with classified information, according to the established
nor ns.

3. TOP SECRET Information. Top Secret classification is limted to
the informati on of defense or material that require the highest degree of
protection. TOP SECRET information will be applicable only to that kind of
information or material that is extrenely inportant for defense, and the
unaut hori zed di scl osure of which would result in serious danger for the
nati on, as for exanple:
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a. Definite severance of diplomatic relationships, that would
damage the defense of the nation; [leading) to an arned attack agai nst them or
their allies or to a war.
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b. Conpronise the mlitary defense plans, or the operations of
mlitary intelligence, or technical or scientific devel opnents vital for the
nati onal defense.

C. As exanples of this type of information, there are:

(1) A strategic plan that docunents the conplete
operations of war.

(2) The docunents for war planning.

(3) Pl an of operations for an independent operation, or
for a series of coordinated operations.

(4) Docunents of mlitary intelligence containing conplete
I nformation of a nature that would reveal a big effort of mlitary
intelligence activities by the nation, and that woul d enabl e unaut hori zed
persons to evaluate the success obtained by the mlitary intelligence services
of the nation.

(5) Plans or prograns to carry out operations of mlitary
intelligence, or other special operations, when the know edge of a particular
pl an, program or operation would result extrenely damaging for the nation.

(6) | nportant information regardi ng equi pnent (war
materiel) extrenely inportant and radically new, whose technical devel opnent
constitute vital information for the defense of the nation.

4. SECRET Information. The use of SECRET classification wll be
limted to defense or material information whose unauthorized di ssem nation
could result in serious damage for the nation, such as:

a. Jeopardi ze international relations of the country.

b. Endanger the effectiveness of a programor policy vitally
I nportant for the national defense.

C. Conprom ses inportant mlitary plans for the defense or the
techni cal devel opment for the national defense.

d. Reveal s i nportant operations of mlitary intelligence.
e. Exanples of this type of information are:

(1) A war plan or a conplete plan for a future war
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operation not included under the TOP SECRET cl assification, and docunents that
i ndi cate the disposition of our forces, whose unauthorized publication, by
itself, could conprom se such secret plans.
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(2) Def ense plans and other mlitary plans not included
under the TOP SECRET cl assification, or in the previous paragraph, that
contain plans and devel opnent prograns or acquisitions, although they do not
necessary include all the energency plans.

(3) Specific intelligence that, by itself, could reveal
the mlitary capability of degree of preparation of the Arned Forces, but does
not include informtion whose unaut hori zed di scl osure could conprom se a TOP
SECRET pl an.

(4) Intelligence that reveals the strength of our forces
i nvol ved in war operations; quantity or quality of equipnment, or the quantity
or composition of the units in a theater of operations or other geographic
area where our forces mght be involved in war operations. During peaceting,
the information that would reveal the strength, identify, conposition or
situation of units usually would not require SECRET classification.

(5) Mlitary intelligence or other information whose val ue
depends on concealing the fact that the nations possesses it.

(6) Details or specific information related to new
material, or nodification of material that reveal inportant mlitary advances,
or new techni cal devel opnent that has direct application of vital inportance
for the national defense.

(7) Security neasure for comruni cation or cryptographic
material that reveals vitally inportant information for the national defense.

(8) Intelligence of vital inportance for the nationa
defense, with regard to anounts of war reserves.

f. CONFI DENTI AL | NFORMATI ON. The use of CONFI DENTI AL
classification will be limted to defense information and to the materi al
whose unaut hori zed di scl osure could be damaging to the interests of the
nati onal defense. As exanples of this type of material, there are:

(1) Reports of operations and battles that m ght have
val uable information for the eneny (The Essential Elenents of Friendly
| nf or mati on).

(2) Reports that contain mlitary intelligence, no matter
what type of information

(3) Frequencies of mlitary radios and call signals that

have speci al nmeani ng assigned, or those that are frequently changed because of
security reasons.
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(4) Devices and material related to the comuni cati ons
security.
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(5) Informati on that indicates the assets of our ground,
sea and air forces in national territory or abroad, or the conposition of the
units, or que quantity of specific equipnment units that belong to them During
peace tinme a defense classification is not necessary unless such information
reflects the nunbers of the total assets or quantity of weapons whose
characteristics are thensel ves classified.

(6) The docunents or manuals that contain technica
i nformation used for training, maintenance or inspection of classified war
materi al .

(7) Doctrine of tactical or technical operations.

(8) The investigation, devel opnent, production and
acqui sition of war materiel.

f. Handl i ng of classified docunents

(1) Protection of classified material in the hands of
persons that are travelling.

(a) A person receiving travel orders, and who is
authorized to carry classified material, wll protect such material by the
fol |l owi ng net hods:

1- He will contact his commander in order to
obtain, if available, the corresponding neans of protection, according to the
particular classification of the material, or;

2- WIl keep the material under his personal
control continuously. It is the responsibility of the carrier of classified
material to use his best judgenent for his actions, in order to avoid risky
situations that m ght conprom se the classified materi al.

(b) The personnel on travel mission will not carry
classified material when crossing international borders where the classified
material m ght be subject to scrutiny by Custons inspectors or other
"unaut hori zed" persons. Such material, when forwarded previously by diplomatic
pouch or by mail, will not encounter any obstacles on its way.

(2) Covers of classified material.
The cover of classified material is used to call the
attention of the personnel handling it, to the fact that it is a classified

docunent, and to protect it agai nst unauthorized scrutiny. The cover shal
have the stanp identifying the classification of the docunent.
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(3) Destruction in case of emergency.
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(a) Plans

The commanders and chiefs that are responsible
for the protection of classified material will nmake formal plans for the
destruction or safe transfer of all classified material under its
jurisdiction, in case of civilian disturbance, disaster, or eneny action.

(b) On board aircraft or ships

If the aircraft carrying classified material is
forced to land, or a ship runs aground in unfriendly or neutral territory
where capture seens inmnent, or in other circunstances when it appears that
the material should be destroyed so as not to be recognized, it is preferable
to burn it or destroy it in a way that will not be recogni zable.

(4) Security of the typewiter ribbons: The typewiter
ri bbons, whether made of cotton, rayon, paper, or silk, which are used to
wite classified information are not safe until they have been witten over
tw ce. Presently, many of the ribbons for typewiter nmachines can only be used
once, therefore have in mnd that the inpression of letters remain in the
ri bbons and these are significantly valuable for the eneny as is the paper in
which the informati on was typed. These ribbons shoul d be protected
accordi ngly.

(5) Classified trash: Trash such as drafts, m nutes,
not es, dictaphone recordi ngs, or other recordings, typewiter ribbons, carbon
paper, rolls of film and simlar articles, containing informati on of nati onal
defense, shall be protected by a responsible person, according to their
classification, until they can be destroyed in an orderly fashion the sane as
for material of simlar classification. It is necessary to have a certificate
of destruction.
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CHAPTER V
LI Al SON
| NTRODUCTI ON:
The purpose of this chapter is to enable you to plan and carry out
Li ai son with Governnent and civilian Agencies for collection of

i nformation/intelligence required, in conpliance with the commanders
requi rements, without [osing a nutual confidence with the Source.

GENERAL:
A. Before carrying out a Liaison, it has to be determ ned first which
agency or source wll be contacted and the purpose for the contact:
1. Li ai son could be carried out wwth the follow ng sources or
agenci es:
a. Gover nment agenci es
b. MIlitary units or agencies
C. Civilian agencies and industry
2. The purposes for carrying out the |iaison are:
a. To establish a relationship of mutual confidence between the

vari ous governnent agenci es.

b. To devel op sources of information for innmediate or future
expl oitation.

C. To coll ect and exchange information that m ght be useful for
future investigation.

d. To obtain assistance in investigations or Cl operations.

B. Wth this in mnd, there are two forns or types of Liaison that
can be carried out:

FORVAL LI Al SON and | NFORVAL LI Al SON

1. Formal liaison is carried out to obtain:
a. Specific informati on for an ongoi ng i nvestigation.
b. Information related to security violations.
C. Information of threats to the national security.
2. Informal Liaison is carried out to:
68
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a. Establish a rel ationship of nmutual confidence.

b. Devel op Sources.

C. Qotain information related to specific investigations.
d Ootain informati on that has not been requested

specifically but is related to one or nore incidents or investigations.

e. Maintain friendly relationship anong the Sources of
i nformation and the Cl agents.

C. Before starting a |liaison, you should review the SOP of the unit to
determ ne the proper Liaison procedure in your area of operations.

D. Upon review ng the SOP you should determ ne the requirenents and
establish priorities according to the SOP. Sone of these areas are:

1. The priority of intelligence requirenents are selected by the
Commander, higher authority or by the m ssion.

2. The requirenents are generated by the direction taken by the
I nvesti gation.

3. The priorities that have been established based on the
recommendati ons by the Commander or the urgency of the m ssion.

E. Once the requirenents have been revi ewed, you can establish the liaison
cont act .

1. There are three basic nethods to establish a contact, and these
are:

a. Per sonal Approach: This is done by the person (Agent)
actually carrying out the liaison with the Source. This individual (Agent)
i ntroduces personally the new Agent to the Source. This nethod is preferred
because it has the advantage of transferring the credibility and confi dence of
the old Agent directly to the new Agent or contact.

b. Introductory letter: In this nethod the new Agent obtains a
| etter of introduction froma person or old Agent that knows the Source. This
letter is presented to the Source during the first contact. The other nethod
of introduction letter is to send a letter to the Source indicating that you
W sh to visit him

C. Col d Approach. This is the least effective nethod since it

i nvol ved making the initial contact with a strange person. The first visit of
t hi s approach shoul d al ways be on a social |evel and nust be a short one.

69

LN324-91

http://www.soaw.org/Manuals/ci-4-5.htm (8 de 11) [12/02/2001 09:24:59 a.m.]



School of the Americas Watch

2. Wien you have not done any personal contact with the Source, you
nmust take into consideration the follow ng:

a. The Agent nust introduce hinself and present his official
credentials identifying himas a Special Agent of Oficer of Mlitary
Intelligence.

b. I ndi cate the purpose of the visit.

C. Based on your personal observation of the Source's reaction,
determne if a casual conversation is appropriate.

d. As the Agent you mnmust be alert all the tinme to the signals
by the Source that m ght indicate what kind of approach is better to use with
t he Sour ce.

e. The Agent nust be cordial, professional and sincere.
f. Must show respect for the position or profession of the
Sour ce.
3. If there has been a previous personal contact with the Source, the

actions of the Agent could be nore relaxed (caln according to the
rel ati onship established by previous contacts.

F. During the liaison, you nmust establish a Relationship of Mitual
Confidence in order to:

1. Est abl i sh cooperati on between you and the Source. A great deal of
precaution should be used to devel op the Source's willingness to cooperate,
because you do not want to conprom se the Source.

2. Have in mind that you can obtain information from previous |iaison
reports and ot her docunentation that nmay assist you in determning the type of
approach that would be best for the Source in particular in order to:

a. Adopt the proper attitude.
b. Be ready to change attitude if it is necessary. As the
Source cal ms down and starts to cooperate, a nore relaxed attitude could be

hel pf ul .

3. One of the techniques that you can use is to deal with subjects of
mut ual interest.

EXAMPLE: "If a person is a football fanatic, he would very
receptive to talk about that sport instead of another sport that he does not
know, or does not care to about.”
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Source's opinions. If the Agent shows that his (Agent's) opinion is better
than the Source's, you mght |ose the Source's confidence.

5. It is inmportant, also, that you study well the capabilities of the
Source before asking himfor information. This m ght enbarrass the Source if a
request is nade that he cannot fulfill

6. You nust al ways be aware of the jeal ousy existing anong the
vari ous Agencies. And renenber always that you do not have to conpare the
ef fecti veness of one Agency agai nst the other, this could cause a serious
pr obl em because the Source could al so be providing information to other
agenci es where you m ght al so have anot her contact.

7. During the Liaison contact, maintain always your position as a Cl
Speci al Agent and do not fall into discussion of mlitary ranking; this is
very inportant because you are a direct representative of the governnent.

8. If you do not have any previous know edge of the Source, establish
the contact and nutual confidence in the manner already discussed. In this
situation, maintain flexibility and allow the circunstances to dictate on the
approach that can be used with the Source.

G During the liaison contact there will be instances when information of
mutual interest will be exchanged.
1. Bef ore exchangi ng such information, first determne if that

i nformati on can be divul ged. Consider the follow ng points as basis for such
exchange:

a. VWhet her the informati on does not violate the SOP
stipul ati ons.

b. Whether it is classified and cannot be divul ged anong ot her
agencies, even if they are part of the Government.

NOTE: The exchange of information is inportant because if you only
obtain informati on and does not offer certain information in return there is
the possibility of losing the Source's confidence.

2. The Liai son contact can be consi dered successful when:

a. both parts involved in the Liaison decide or discuss the
exchange of infornation.

b. both parts can use the informati on exchanged to their
advant age.
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CHAPTER VI
PREPARATI ON OF THE LI Al SON REPORT
| NTRODUCT! ON:

Upon conclusion of a |iaison contact, a report of the liaison has to be
prepare to include all the identification data of the Source; all the
i nformati on on previous contact reports; a description of the circunstances of
the contact and operational matters; data of the Source's background; a |ist
of all the other reports prepared in relation to this contact; all the
information related to the financial and |ogistic support, remarks (if
applicable) and the signature of the Agent.

GENERAL:

A. First determ ne whether the liaison report is necessary or

al | oned/ aut hori zed (Some countries prohibit the docunentation of information
by the citizens of the sane country).

1. Prepare the liaison report after the contact has been conpl et ed.
B. Conpl ete the heading of the report (See Figure No. 1)

1. TOPI C/ SUBJECT: Wite down the nane, position, organization, and
other data that identifies the Source, as requested by the local SOP. If a
code nunber has been assigned to the Source, use only this nunber for
identification.

2. REFERENCES:

a. Wite the date and control nunber of the |ast Liaison Report
prepared in regard to this Source.

http://www.soaw.org/Manuals/ci-6-7.htm (1 de 16) [12/02/2001 09:25:38 a.m.]



School of the Americas Watch

b. If there are no previous reports on this Source, nake a note
of it in the Report you are preparing.

C. Note down all the docunents and material that were
originated by, or related to, the Source.

3. DATE: Note down the date of preparation of the report.
4, NUMBER OF THE REPORT: Wite down the nunmber of the report, it

depends on the SOP of the unit. Usually, the Cl section keeps a record of al
the sequential nunbers used for Liaison Reports.
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Figure #1
( CLASSI FI CATI ON)
LI Al SON REPORT
SUBJECT: DATE:
REFERENCES: REPORT NO. :
PRQJECT NO. :
(WRI TE A WARNI NG NOTE | F NECESSARY)
1. ( ) CIRCUMSTANCES OF THE CONTACT
a. Pur pose
b. Date, Hour, Place of contact
C. Persons present
2. ( ) OPERATI ONAL MATTERS
3. () | NFORVATI ON OF PERSONALI TY
4. ( ) PRODUCTI ON
5. ( ) FINANCE/ LOd STI CS
6. () COWMMENTS:

(NAME OF THE AGENT)
( ORGANI ZATI O\ UNI T)
( COUNTRY)
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REMARKS BY THE REVI EVER:

( CLASSI FI CATI ON)
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5. NUMBER OF THE PRQJECT: In the CI cases, usually, each
i nvestigation or project has a nunber assigned to it. The unit's SOP assigns
t hose nunbers if applicable.
C. WARNI NG NOTE: |If necessary, include in this section of the Report a note
that will indicate the sensitivity of the investigation or the contact, as
shown in the foll ow ng exanpl e:

"WARNI NG SOURCES AND SENSI Tl VE METHODS | NVOLVED!
D. COVPLETE PARAGRAPH 11: " Cl RCUMSTANCES OF THE CONTACT" (SEE FI G #1)

Descri be the circunstances of the contact including:

1. Pur pose

2. Date, hour: use the expression: "from... to ... of My 19.."

3. Pl ace where the contact occurred.

4 Persons present: Whether there were other persons present during

the contact, note down their conplete physical description and other pertinent
details.

E. COVPLETE PARAGRAPH #2 ( OPERATI ONAL MATTERS)

1. List in chronological order all the events and subjects discussed
during the contact.

2. Mention briefly any operational information that has not been
i ncl uded in other reports.

3. Wite down all additional information and the identification of
new | eads or Sources with as nmuch detail as possible.

F. COVWPLETE PARAGCRAPH #3 (| NFORVATI ON OF PERSONALI TY)

Gve information related to the Source as conpletely as possible. This

will include, but not limted to, the follow ng:
1. Personality or personality traits.
2. | di osyncracies, peculiarities of the Source.
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3. Sense of hunor, or lack of it.
4, Type of information that the Source is willing to discuss.
74

LN324-91

5. Topi cs that must be pursued or disregarded.

6. Background i nformati on on the Source that has not been reported
bef ore.
NOTE: |If a code nunber has been used to identify a Source in this report do

not give information of personality that m ght conprom se or identify the
Sour ce.

G COVPLETE PARAGRAPH #4 ( PRODUCTI ON)

Li st, according to the report's nunber, all the docunments that were
produced as a consequence of the contact with the Source.

H. COVPLETE PARAGRAPH #5 (FINANCES AND LOG STICS): If applicable, include a
list of:

1. | ncentives used

2. Anpunt of expenses:
a. O ficial funds
b. Per sonal funds

l. COVPLETE PARAGRAPH #6 ( COMMVENTS)

1. Wite down comments that the Agent believes are applicable but
cannot be confirmed (personal opinions, intuition, etc.)

EXAMPLE: "During this contact the Source appeared to be very
nervous. In previous contacts the Source never showed to be nervous."

2. Expl ai n the specific purpose of all the expenses paid in cash by
t he Agent, disregardi ng "when", "where" or "why"

J. FI LL OUT THE SI GNATURE BLOCK

Name of the Agent

Oficial title or position

Ofice to which Agent bel ongs

Country where the Agent's office is |ocated

PhoODPE

K. CLASSI FY THE REPORT
L. PREPARE THE REPCRT | N TWO COPI ES:

1. Si gn both copies
2. Forward one copy to the Hi gher Control Ofice
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3. Keep a copy for your office files.
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CHAPTER VI |

| NTRODUCTI ON - | NVESTI GATI ON OF PERSONNEL SECURI TY

| NTRODUCT! ON

A definite concept with regard to security is that no person, nerely
because of rank or position, has the right to know or possess classified
i nformation or material; and that such material will be entrusted only to
t hose individuals whose official or governnental functions require know edge;
and that all persona that require access nmust be authorized to received
classified information or material. These individuals nust be of undi sputable
| oyalty, integrity and discretion; nust posses excellent character and have
such habits and associations that | eave no doubt at all of its good judgenent
in the handling of classified information and naterial.

GENERAL:
A SECURITY is the responsibility of the Command:

1. The Commanders nay del egate work and functions, but responsibility
cannot be del egated. One of the nost inportant functions of Mlitary
Intelligence is to assist the conmander is establishing and mai ntai ning
security. The Investigation of Personnel Security (IPS) is one of the nethods
used to attain that security. The investigation is done of the individuals
occupyi ng sensitive positions and are under the jurisdiction of the mlitary
service, or of individuals considered for filling out positions of confidence
that require access to classified information or material s.

B. SENSI TI VE PCOSI TI ON
1. A sensitive position is any post within the mlitary services
whose occupant coul d cause an adverse effect to national security by virtue of

the nature of his responsibility.

2. Al'l sensitive positions require an |Investigation of Personnel
Security (IPS)

a. Any positions whose functions or responsibilities require
access to classified defense materi al

b. Functions related to classified systens and cryptographic
equi prent .

C. Functions related to studies and investigations and/or
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cl assified devel opment.

76

LN324-91

d. Duties that enconpass the approval or the process of cases
of presuned disloyalty, subversive activities or disaffected personnel.

e. Any ot her activity or position designated as sensitive post
by the senior command chi efs.

3. Usual ly, we refer to those functions that require access to
CONFI DENTI AL i nformation or to higher security classification. In order to
occupy a sensitive position it is not necessary for the individual to be
involved in the creation of classified information , nor to act in making
decisions related to it. For exanple, the typist that copies classified
docunents has access to the information and therefore, occupies a sensitive
position. The keeper of files does not have to read the classified docunents
that he handl es has access to classified informati on and al so occupies a
sensitive position. Al positions of officers, NCOs, and enlisted nen are
consi dered sensitive by virtue of their rank.

a. Up to this point, the sensitive positions that have been
menti oned have sonmething to do with classified information. However, it is
possible to occupy a sensitive position or performin a sensitive post w thout
havi ng anything to do with classified informati on. These functions or duties
concern the teaching prograns, briefing of personnel of the arned forces,
including the training for such duties.

b. In this case, the sensitivity of the position is not
determ ned on the basis of access to classified information, but on the basis
of the influence that the personnel of instruction prograns may have on the
mlitary personnel and their ways of thinking. The sensitive classification is
reserved to persons of the mlitary personnel that produce or adm nister the
program The recipients, the mlitary personnel receiving training are not
consi dered participants of a sensitive function or position.

C. Finally, the sensitive positions involve the process of
I nvestigation of allegations of disloyalty, subversion, and disaffection.
Because of our duties and responsibilities, we, the intelligence personnel,
are included in the category of sensitive positions.

d. These are the sensitive functions that required a Security
Certificate. The commander deci des whomto authorize such certificate based on
the information that we, as Agents, provide through our investigations of
personnel security.

4. VHY ARE | NVESTI GATI ONS OF PERSONNEL SECURI TY NECESSARY? ARE
ALL
M LI TARY PERSONNEL CONSI DERED DI SLOYAL?

a. Senior chiefs of Mlitary Intelligence have given sone
reasons for carrying out investigations of personnel security. Anong them
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(1) Any intelligence agency that does not believe it could
be penetrated any day, by any of its officials, fromthe concierge to the
director, would be very conplaisant and we would be crimnally negligent if we
do not function under such supposition.

(2) W have to act under the supposition that our
adversaries are as cunning as we are and that they will be able to enter every
now and then

(3) The security of the nation demands constant vigil ance
in order to maintain our adversaries outside, and prevent them from obtai ni ng
i nformation and to uncover and renove them as soon as possi bl e.

4.[sic] How can we keep our adversaries fromentering?

(1) The proper authority wll be the one who determ nes
the need for a personnel investigation of an individual. This authority
usually is the comrmander.

(2) The request is sent to the Intelligence Oficer of the
Staff at national level, who in turn orders his control office to initiate an
I nvestigation and refer it to the CI unit for investigative action.

5. An investigation of personnel security is used to find out the
foll ow ng:

1. Loyalty

2. Di scretion

3. Char act er

4. Integrity

5. Mor al e
of an individual that will give information upon which a decision would be
made on whether the individual will be posted to a specific position that

requi res access to classified material which is consistent with the interest
of national security.

6. The action agency will be the sane commander who nmade the request.
The commander nust take a decision in each investigation. The decision will be
based on the information contained in the investigative reports provi ded by
Counterintel ligence.

7. The fact that the person enters voluntarily into one of the arned
forces is no proof of |loyalty, because:

a. The individual could be intending to acconplish an
i 11 egal /nefarious act.

b. Could be intending to gain access to classified mlitary
I nformation.
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C. Coul d be intending to deliver such information to an eneny
agent, present or potential, to obtain mlitary experience in order to be able
to apply it against us when the occasion arises.

7.[sic] Acts like swearing allegiance (in witing), going to church,
etc. are only manifestations of loyalty and respect that could be used to over
up ulterior notives. These nanifestations cannot be accepted as proof of
| oyalty, although they have nmuch value as indicators of the right direction.

D. | NVESTI GATI VE REQUI REMENTS:
1. (How does an investigation start? EXAMPLE
a. Suppose a new typist will have to work with classified

I nformation, and therefore, needs access to sane. Since he never had previous
security authorization to work with classified material, the conmander,
responsi ble for the security of his command, requests a security investigation
of personnel for the new typist. The request goes up to national |level to the
Staff Intelligence Oficer whose function is to provide information on
security. On the other hand, the counterintelligence of the unit directs the

I nvestigation of personnel security of the new typist.

b. In order to establish the |oyalty of a person, the |ack of
di sloyalty has to be proven. In order to prove it, the qualities and
weaknesses that might |ead a person to commt a disloyal act are searched.

C. Anmong the things | ooked for to prove disloyalty are:

1) Vengeance
2) Desire for material gains
3) Desire for nore prestige
4) Fri endship
5) | deol ogi cal tendencies
d Anong t he weaknesses that nake a person susceptible to

commtting a disloyal act under pressure are:

1) Close relatives in foreign countries.
2) Big financial investnments in foreign countries.
3) Jeal ousy

4) Credibility

5) Weak character
6) Serious guilty episodes in the past
7) Debt s
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8) Use of Narcotics
e. Absence of the factors indicated above is an indication of

| oyalty and confidence on the individual under investigation. Only a snal
percent age of the investigations of personnel security show that an individual
is disloyal. Qur work as Cl Agents is to find that small percentage of

di sl oyal persons, and prevent them from getting access to the type of

i nformation that could be damaging to the national security. W discover the
weak points within the national security, it is up to the commander and the
agency to act, elimnating themfrom sensitive positions.

f. Description of each one of the factors mentioned above,
which could affect the loyalty of a person

1) VENGEANCE: Coul d be one of the strongest notives. Hate
corrupts the noral value in such a way that the person could do the utnost to
betray his country in order to take revenge agai nst a person or group he
hat es.

2) MATERI AL GAI N. Sone people yearn so rmuch for persona
gains that do not stop at anything to attain their goals. W do not condemn
anbition and the innate desire to advance in life, but we do condemm the
persons that want to anass riches without taking into consideration the ethics
of society.

3) PERSONAL PRESTI GE: This notivation applies to those
persons whose nain anbition is for power, power above all, to denonstrate the
work their superiority as |eaders.

4) FRI ENDSHI P: Sone persons of high integrity comnmt acts
agai nst national security because of friendship ties to another persons.

5) | DEOLOQ CAL BELI EFS: A person that has hostile beliefs
against its own country is very vulnerable to be approached by agents or
subversi ve groups.

6) CLOSE RELATI VES | N FOREI GN LANDS: For a long tine,
threats of m streatnent against |oved relatives who are under the regine of a
t hreat eni ng power have been used. The Soviets have widely applied simlar
techni ques, currently, as a neans to obtain support and cooperation.

7) | NVESTMENTS | N FOREI GN COUNTRI ES: Due to human nature,
there are many persons who consider that material riches are nore inportant
than the integrity of noral principles. Wen these persons are in danger of
|l osing their investnments in foreign countries, they can be persuaded to betray
their own country.

8) JEALQUSY: One of the strongest notivations used by
cunni ng agents in order to induce |loyal persons to commt hostile acts agai nst
their own country.
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9) CREDI BI LI TY: In this category are classified
t hose persons that believe in everything literally and do not find anything
wrong in other persons. This type of person is al nost always an idealist and
sonetinmes could be used as an instrunent by unscrupul ous agents. Credul ous
persons by stupidity are not used frequently because of the poor quality of
i nformation that they m ght obtain, although in some occasions they could be
used as "bait" for sabotage acts, strikes, and public disorder.

10) A person with a weak character can be easily dom nated
by anot her one and is an easy prey for subversive elenments | ooking for a
servil e assistant.

11) DEBTS: The persons that have gotten into substanti al
debts always try ways to recover their |osses quickly and easily. These
persons constitute a definite security risk, and is very vul nerabl e because he
can be persuaded by a considerable sum of noney. W all know the saying:
"EVERY ONE HAS A PRICE," therefore, the price of all persons in this category
Is relatively | ow

12) USE OF NARCOTI CS: This category does not need
expl anation. We all know that the drug addicted conmt crines in order to
mai ntain their habit.

13) GUI LTY COWLEX: As human bei ngs, nmany of us have
experienced certain episodes in the past for which we nay feel ashanmed. The
eneny agents that have the mssion to recruit agents/sources, do not hesitate
in taki ng advantage of such experiences to force the cooperation of the
i ndi vidual s for subversive conspiracy. The threats to divul ge such epi sodes
has al ways been a powerful wedge to force a person to conmt illegal acts.

g. These are sone of the factors that we nust | ook for during
an investigation of a person to be enployed in a confidence position. Wen we
di scover indications in any of them the investigation is broadened in order
t o:

1) approve them
2) reject them
h. Looking for the bad side of a person m ght seens |ike a

cynical act, but we are in a cynical occupation that has denonstrate
t hr oughout the years and by experience, that this is the only way to approach
an investigation.

. The experienced investigator does not accept fromthe start
any information that has not been checked.

J - A very inportant part in the life of a Cl agent is his
behavi or during an investigation of personnel security. The behavi or of the
agent ensures whether he will obtain the information or not. The interviewis
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a very enotional situation for many persons. Even though you identify yourself
as am agent of Mlitary Intelligence, they will take it as though you are an
agent of crimnal investigations (police). It depends on you and your behavi or

during the interview whether it will have positive results or not.
5. CERTI FI CATE OF SECURI TY AUTHORI ZATI ON
a. After the action agency (the commander) finishes with the

study of the personnel security investigation results, he proceeds to carry
out one of several lines of action:

1) He mght I SSUE a certificate of security authorization
2) He m ght DENY the certificate of security
aut hori zation
3) He mi ght REVALI DATE a certificate previously invalid.
4) He m ght | NVALI DATE a security authorization
previ ously issued.
6. TYPES OF | NVESTI GATI ONS OF PERSONNEL SECURI TY
a. Usually we are interested on two types of investigations of

personnel security:

1) To check National Agencies (CNA)
2) I nvestigation of Personal History (IPH)

b. The type of investigation required at any tinme depends on
the category of the classification of the defense information to which access
is required, and the citizenship of the individual concerned.

C. CHECKI NG THE FI LES OF NATI ONAL AGENCI ES
1) It consists on an exam nation of the files of those
nati onal agencies that mght have information related to the loyalty and
reliability of the individual. The Control O fice determ nes which agencies
shall be checked in all the cases:

a) The Internal Security Agency (DNI)

b) | ndex of Investigations of the Armed Forces
2) I nternal Security Agency: The files of crimes and
subversive activities will be checked during all the investigations. It should

i ncl ude fingerprints of each applicant.
3) Nati onal Level of the Arny:
a) Staff Intelligence Ofice

b) Director of Personnel Administration (mlitary)
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C) Chief of the Mlitary Police
d) I ndex of Central Archives (Mnister of Defense)
These are checked when there are indicators that

the individual is or have been enpl oyed by, or is owner of, a conpany that has
had classified contracts with the Mnister of Defense.

4) Nat i onal Level of the Navy
5) Nati onal Level of the Air Force
6) Archives of the Governnment Mnistries
7) O her I nvestigative Agencies.
7. CHECKI NG NATI ONAL AGENCI ES (CAN) AND I NQUIRIES I N VWRI TI NG
a. We have already di scussed CAN. Parts of the investigations

of files include the Inquiries in Witing. This is done for the follow ng
agenci es and i ndi vi dual s:

1) Local Agenci es of Law Enforcenent
2) Previ ous supervisors of the individual
3) Ref erences given by the individual
4) Learning schools and institutions
b The Witten Inquiry is usually a m neographed letter

distributed to the character references and credit references given by the
I ndi vidual, requesting fromthema witten report on everything that they know
about the individual.

8. | NVESTI GATI ON OF PERSONAL BACKGROUND:

The second type of investigation of personnel security is the
i nvestigation of personal background. This category constitutes the majority
of the investigations that you will performas Cl Agents.

a. Conponents of an investigation of Personal Hi story
(Background):
1) Checking with National Agencies (CAN)
2) Birth certificate

3) Educati on
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5) Ref er ences

6) I nvestigations in the nei ghborhood
7) Crim nal background

8) Mlitary service

9) Connecti ons abroad

10) Ctizenship
11) Credit Record
12) Or gani zati ons
13) Di vorce record

b. Checki ng National Agencies (CAN) is to verify the files of
national agencies with regard to the loyalty, norality, discretion, character
and integrity of the individual.

C. Birth Record: Usually we do not check birth records, unless
there is discrepancy in the birth dates of other recorded files.

d. Education: The files of all the schools and |earning
institutions attended by the individual. Interviews can also be had with
teachers and professors of the individual in order to get nore personal and
intimate information of the individual.

e. Enpl oynent (occupation): W are interested in the degree of
efficiency at his work and the reason why he term nated his enpl oynent.

f. References: In the magjority of the cases we nust assune that
t he personal references given by the individual will be partially or totally
in his favor. There are three reasons why we verify the references:

1) It is possible that the person indicated in the
Personal History as a friend, mght not be so friendly with the individual

2) A friend mght reveal damagi ng information w thout
bei ng conscious of it.

3) The references are a good source to obtain "devel oped
sources." These are persons that have know edge of the background of the
I ndi vi dual but have not been given as references in his application.

g. | nvestigations in the nei ghborhood: Valuable information is
obtai ned of the personal life of the individual. Mainly what is done is a
conpi | ation of gossip (runors). But if this gossip come up again in other
agenci es, they could be taken as valid.

h. Record of crimnal background: It could be requested by nuil

or through Liaison investigations. The information obtained fromthese records
must be verified with the court register and judicial procedures.
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or noral perversion.
J . Connecti ons abr oad:

1) Determ ne up to what point the individual has
I nvestnments in foreign countries. What is the anount of noney invested by the
i ndi vidual in these countri es.

2) Anot her point that should be exam ned is whether the
i ndi vidual has relatives in those countries. It is possible that the foreign
country may put pressure agai nst the individual by using his relatives as an
excuse.

K. Citizenship. The citizenship of an individual and his
parents could be verified through the records of the Immgration Servi ce.

1. Travel abroad:
1) Dat es of departure
2) Desti nati on
3) Pur pose of Travel. Activities that the individual was

i nvolved in during his stay in that country. It is possible for the individual
to have been involved in sone difficulties in that country.

m Credit Record: Credit agencies are contacted, credit
| oaners, where the individual has resided for considerable periods of tine.
Through these records the integrity of the individual can be determ ned.

n. Organi zations: Investigate whether the individual was a
menber or was affiliated or synpathizer, with any organi zati on, association,
novement, group or conbination of foreigners or |ocals that have adopted or
mani fested a policy of defending or approving enactnent of actions by force or
violence in order to deprive other persons of their rights as dictated by the
country' s constitution.

0. Di vorce records: It is used to prove or contradict the
i nformation already included in his Personal Background (history).

9. EVALUATI ON OF THE | NFORMATI ON OBTAI NED
a. It is the duty of the investigator to point out if the
i nformati on obtained during the investigation are "Facts", "Opinions." or
"Runors."” There are three ways to conply with this requirenent:

1) Description in Wrds: Indicate by neans of a
description in wrds the degree of Reliability of the confidential informnts,
when subm tting the information received fromthem The description in words
is used only to describe the information obtained fromreliable sources.
EXAVPLES:
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a) The Source (So and so), who has submtted
confidential information in the past inforned the foll ow ng:
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b) The Source (So and so), reliability unknown, who
knew t he Subject for the past ten years, inforned the foll ow ng:

2) Not es or Renmarks by the Investigator (Agent): are
remar ks by the agent which can be included in the report to add validity to
the information provided by the source, or else to detract validity to such
i nformati on. EXAVPLE:

a) The source was very nervous during the

i ntervi ew

b) "H s statenents (the Source's) regarding dates
and places were very generalized and soneti nes gave the inpression of not
bei ng sure of hinself."

3) Appropriate phrases: Using certain appropriate phrases
in the report will help the control agency to determi ne nore accurately the
validity of the information provided. EXAMPLES:

a) "The Source said that
b) "The Source provided the follow ng runor..
10. ENDI NG THE | NVESTI GATI ON
a. The action agency bases its determ nation regarding issuance
of authorization certificates to classified material on the investigation

carried out by the CI Special Agents:

b. The investigation that you have carried out will determ ne
the future of the individual, and therefore each investigation nust be as
conpl ete as possi bl e.

C. In an effort to provide a superior investigation, the Agent
shoul d:
1) otain all possible infornmation.
2) Support all the conclusions wth facts.
3) Identify all the opinions as such in the investigation

report (Agent's Report)

4) Explain all the | eads that were not followed.
86
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5) ot ai n enough information during the course of the

I nvestigation in order to enable the Action Agency to adopt a final action
upon receiving the results of the investigation.
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11. AGENT' S ATTI TUDE

In order to conbine all the desirable requirenents of a Cl Speci al
Agent, while performng his functions in the field of intelligence, you should
al ways have:

a. Know t he significance of the words loyalty, discretion and
reputation in order to be able to gather the required information for the
Action agency.

b. Keep in mnd the purpose of the investigation so that the
findings wll reflect the information required by the Action agency.
C. Be inpartial, absolutely, in order to do justice to all; to

t he SUBJECT of the investigation and to the national governnent.

d. Be di plonmatic while perform ng your duties as investigator,
in order to obtain the information desired w thout wasting any tine.

e. Mai ntain a professional stance at all tines because it wll
reflect your quality as an agent, the quality of the Cl service and of the

Arny.

f. Avoi d accusing the interviewee because you need to obtain
certain information fromthat person, and if he becones scared, he wll not be
able to talk.
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CHAPTER VI | |

| NTERROGATI ON PHASE/ TECHNI QUES

| NTRODUCT1 ON:

The interrogation phase/techni ques for questioning have a very uni que
val ue because they will cover all the interrogatives. The ability to ask
guestions is as inportant as the investigation that is being carried out.

Wt hout a good know edge of how to address his questions, many tinmes val uabl e
intelligence information could be |ost or answers are given that are contrary
to what the source provided.

GENERAL.:
a. Usual Iy, the interrogation phase/questioning techniques starts
when the source starts answering questions pertinent to the specific

objectives of the interrogation/interview.

b. The questions nust be sufficiently conprehensive to ensure that
t he subject of interest has been conpletely exploited.

C. All the answers obtained fromthe Source must established the
basic interrogatives which are:

(1) Wo
(2) \What
(3) Wen
(4) \Were
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(5) Wy
(6) How
d. Al'l your questions nust be presented in a | ogical sequence in

order to be sure that the significant topics or objectives have not been
negl ect ed.

e. Frequently a series of questions are used, follow ng a
chronol ogi cal sequence of events, but it is by no neans the only | ogical
nmet hod of maki ng an interrogation.

(one page m ssing fromthe original)

(3) Non Pertinent Questions:
(a) Non pertinent questions are those that have nothing to
do the with objectives of the interrogation/interview Wen pertinent que non-
pertinent questions are carefully m xed, the Special Agent [SA] could hide
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the real purpose of the investigation and nake the Source believe that a
relatively insignificant matter is the basis for the interrogation/interview
by asking pertinent questions in a casual manner. For exanpl e:

* Enphasi zi ng questions and details that are not inportant.

* Dwel 1'i ng on non-pertinent topics that the Source seenms unwilling
to di scuss.

(b) One of the techniques for which non-pertinent
guestions are used is to nmake the source relax, and then go back to pertinent
gquestions in order to obtain the information desired.

(c) Anot her use for non-pertinent questions is to break

the "train of thought" of the source. This is particularly inportant if there
IS suspicion that the source is |ying.

Al ways have in mnd that the Train of Though is an effort by the
Source to concentrate possibly to cone up with a lie. The SA could break the
concentration by introducing suddenly a conpletely unrel ated question, and
afterwards returning to the pertinent topic.

(4) Repeated Questions:

(a) The repeated questions are used as a nmeans to ensure
precision, particularly when the SA suspects that the Source is |ying.

(b) One of the techniques is to repeat the sane question
I n anot her way or disguised.

(c) The repeated questions also are useful to ensure
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precision in the details, such as places, nanmes, dates, team conponents and
simlar topics.

(5) Direct or tricky questions:

(a) The way you express the questions have a direct
rel ationship with the response of the Source. A question can be made in
di fferent ways. Exanple:

"Where did you go |ast night?"

"Did you go |ast night to general headquarters?”
"You did go to general headquarters |ast night?"
"Didn't you go to general headquarters |ast night?"

(b) The first exanple (where did you go last night?) is a
direct and sinple question that requires a narrative answer. This type of
gquestion usually produces the maxi mum anount of information and provides a
great nunber of |leads that can be followed or exploited by the SA
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(c) The other three exanples are tricky questions in that
they are suggesting the answer.

(d) Tricky questions tend to suggest the source the
response that he thinks the SA wants to know, and also |linmts the nunber of-
details given in the answer.

(e) As a general rule, the tricky questions are not good
for the purpose of interrogation/interview, but could be used efficiently as
means of verification, neans of strategy, or as a nmeans of pointing out wth
preci sion at specific details.

(6) Conbi ned Questi ons:

(a) Conbi ned questions are those that contain nore than
one question. This type of questions should be avoi ded because they could be
evaded easily and sonetines are difficult to understand. For exanple:

"What kind of training did you receive at the basic training
center of the eneny forces, and what kind of training did you receive
afterwards at the advanced training center of the eneny forces?"

(b) As you have noted in the above exanple, the source may
answer only one, both or none of the questions, and the answer given may be
anbi guous, inconplete or both.

(7) Negative Questions:
(a) Negative questions are those that confuse and give

deceiving or false answers. This type of question could suggest two answers.
For exanpl e:
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"Don't you know whet her Col ¢n went to Ceneral Headquarters | ast
ni ght ?

(b) If the SAis not aware of the negative question, with
all probability he will extract an answer that the source never wanted to
gi ve.

(8) Precise and Brief Questions:
(a) Al'l questions should be precise, brief and to the
poi nt. There should be no doubt in the m nd of the source of what the SA wants
to know. This type of question is identical to the direct question and Iimt
the level of the Train of Thought of the Source since it should require a
narrative response.
(9) CQuestions Expressed Sinply:
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(a) The SA nust use sinple questions. Avoid convol uted
wor ds (words whose neani ng ot her persons m ght not know).

(10) Rei nforcenent Questions:

(a) The reinforcenent questions are those used to inpart
enphasis at a certain point of the interrogation/interview During the
interrogation/interview the SA nust remain alert to detect and exploit the
statements by the Source that indicate that he has valuable intelligence
i nformati on, besides the one which is pursued in the present
I nterrogation/interview.

3. I nformati on from Runors:

(1) Runors can provide valuabl e information. However, runor mnust
be classified as runors.

4. Concl usi ons:
(1) The last step of the interrogation/interviewis to obtain
any additional conclusions, statements, remarks or evaluations of a specially

qual i fi ed source.

(2) When the SA receives such information, he nmust al so obtain
the facts on which the source based his concl usi ons and/ or eval uati ons.

5. I nterrogation/ questioni ng techni ques Phase
a. The interrogation/ questioning techniques phase is what
"truly nmakes a Special Agent” since it would be worthless to have an excel | ent
"pl anni ng and preparation” and a wonderful "approach plan” if the
"I nterrogation/ Questioning Techni ques Phase"” is not exploited to the maxi num
advantage in order to obtain the greatest intelligence information possible.

b. Types of Interrogations/Interviews:
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The SA usually follows two general rules (the direct or indirect
interrogatory/interview). The essential difference between the two |ies on
whet her the source knows or does not know that he is being
I nterrogated/intervi ewed.

C. The Direct Interrogation/lnterview

When we use the direct interrogation/interview, the source is
consci ous of being interrogated/interviewed, but knows or does not know the
real objective of the interrogation/interview.

d. Advant ages of the Direct Method:

(1) Consunes | ess tine.
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(2) Easier to carry out (nothing to hide)

(3) Al'lows the SA to make continuous verifications of the
i nformation that he is receiving fromthe source.

e. D sadvant ages
(1) The source does not want to be a stool pigeon
(2) He is afraid for his life (or his conrades')

(3) Thi nks that he can obtain sonething in exchange for
the information offered (his own benefit).

f. Indirect Interrogatory/lnterview

This formof interrogation/interviewis characterized by getting
i nformation through deceit and trickery without the source knowing that he is
bei ng i nterrogated.

g. Advant ages:

(1) The information extracted is al nost always true (no
reason to lie.)

(2) It is useful for extracting information (even) from
the nost difficult sources.

(3) It serves for exploiting a big human weakness (the
desire to talk).
h. D sadvant ages
(1) A great deal of skill is needed.
(2) It consunes too nuch tine and personnel

http://www.soaw.org/Manuals/ci-8-12.htm (5 de 22) [12/02/2001 09:26:18 a.m.]



School of the Americas Watch

(3) We do not know really whether the source really wants
t o cooperat e/ confess everyt hing.

5. Use of techniques:

a. Have in mnd that both types of interrogation/interview can
be used at the tactical as well as strategic |evel.

b. Determ ning factors for the direct interrogation/interview
(1) Very limted tinme (TACTI CAL LEVEL)

(2) To use for imedi ate operation
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(3) SA does not have nuch training
C. Determ ning factors for indirect interrogation/interview

(1) Sai d operation/ m ssion does not have i nmedi ate
tactical inportance.

(2) The goal to be attained is at strategic |evel.

Exanpl e: To know the eneny capabilities to sustain
hostilities for |ong periods of tine.

6. Sel ection of the Source:

a) The criteria for the selection of personnel to be
interrogated/interviewed could vary for innumerabl e reasons:

1) Time limtations

2) SA availability

3) Skills of the Ae (who in general serve as sel ecting
of ficers).

4) Quality and quantity of information that the sources

coul d have

http://www.soaw.org/Manuals/ci-8-12.htm (6 de 22) [12/02/2001 09:26:18 a.m.]



School of the Americas Watch

93
LN324-91
CHAPTER | X
I NVESTI GATI ON OF PERSONNEL SECURI TY | NTERVI EW5
| NTRODUCT| ON:

The interviews of personnel security enables us to obtain truthful
information to help us in our determination to offer a person access to
classified information that mght affect national security. These interviews
are done nornally with a person that has known the SUBJECT bei ng investi gat ed.

GENERAL:

l. Bef ore beginning the interview we have to do good pl anni ng and
preparation for the interview The follow ng steps nust be taken if at all
possi bl e:

a. | dentify the individual that will be intervi ewed.
NOTE: FOR THI S KIND OF | NTERVI EW A PRELI M NARY DATA SHEET WLL d VE
US THE
CHARACTER THAT WLL BE G VEN TO THE | NTERVI EW

b. Prepare the questions that will be nade.

1) Devel op questions que wll extract information
regarding the followng nmatters related to the SUBJECT:

a) Hs loyalty

b) Hi s character

c) Hs reliability

d) If he is or is not adequate to fill a position
of confidence.

C. Prepare questions that will allow the source to answer in an
open and spontaneous manner (narrative form.

d. Avoi d questions that only require "YES' or "NO' as an
answer. Exanples: |s your nane M guel ?

e. Prepare your questions using the basic interrogations
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(al ways have in mnd the basic interrogations during the interview):

1) How
2) When
3) Who
4) What
5) Wher e
6) Wy
94
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f. Gotain the required forns, such as Sworn Statenent, signed.
2. Once pl anning and preparati on have been conpl eted CONTACT THE
| NDI VI DUAL TO BE | NTERVI EVED
a. Try to nake contact and carry out the interview during

wor ki ng hours at the individuals work place (or where appropriate dependi ng on
the situation, if necessary nake an appointnment with the Source).

3. Once the neeting has been arranged and you neet the Source, carry
out the interview.

a. | dentify yourself and show your official credential (always
remenber that you are the representative of a national governnent and that you
are a Special Agent).

b. Ensure/certify that the Source hinself knows the SUBJECT (if
necessary ask himfor an identification card).

C. I nformthe Source of the purpose of the interview (Exanpl e:
t he purpose of this neeting is to obtain information onwho is consi dered
for a confidence and responsibility position with the national
government....... )

d. (btain positive identification fromthe Source.

e. Try to gain and keep the confidence of the Source in such a
way that he will feel at ease with you.

f. Make the arrangenents for the interviewto take place in a
qui et place and free of distractions.

NOTE: |IF YOU HAVE A RECORDER AVAI LABLE AND THE SOURCE DOES NOT
OBJECT, EXPLAIN

TO ; HHM THAT YOU WANT TO USE TO PREPARE YOUR REPORT OF THE

| NTERVI EW I N THE

MOST ADEQUATE WAY.

g. bt ai n and nmake notes of the information of the
I dentification of the Source, including:

1) Nanme and rank
2) Posi ti on
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3) The conpl ete designation of the unit and its |ocation
or place of work and position.

h. Informthe source that the interview is considered official
busi ness and warn himthat he cannot discuss its content with strange persons
to Mlitary Intelligence.

i Ask questions to obtain information fromthe Source

r egar di ng:
95
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1) Day, tinme, place and circunstances when he net the
SUBJECT.

2) Day, tinme, place and circunstances when he | ast saw or
comuni cated with the SUBJECT:

3) Frequency of contact between him and the SUBJECT:

1) pr of essi onal cont act
2) soci al cont act

4) Any length of tinme over 30 days when he did not have
contact wth the SUBJECT:

5) Nunmber of tinmes and frequency of contact since he saw
t he SUBJECT | ast and met hod of communi cati on.

J . Ask the Source questions to determ ne his know edge of the
foll owi ng regardi ng the SUBJECT:

1) Date of birth

2) Pl ace of birth

3) Use of nicknanes

4) Mlitary units to which he belonged (if applicable).
5) Resi dences

6) Education (where did he study and to what |evel).

7) Cvilian enpl oynent

8) Fam |y

9) Hobbi es/interests

10) Par t ner s/ busi ness associ at es
K. Questions asked to obtain the Source's opinion regarding:

1) The honesty of the SUBJECT

2) The confidence on the SUBJECT.

3) Can de SUBJECT be depended on?

4) Maturity of the SUBJECT

5) Morality of the SUBJECT

6) Mental and enotional stability of the SUBJECT.

| . as the Source if he has know edge of any problemthat the
SUBJECT m ght have had with police authorities.
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m Ask the Source if he has know edge of:

1) whet her the SUBJECT uses or has used illegal drugs

2) whet her the SUBJECT abuses prescription drugs

3) whet her the SUBJECT has the habit of ganbling.

4) The financial stability of the SUBJECT.

5) Use or abuse of al coholic beverages

6) If he is menber, goes to neetings or support any
organi zation that intents to overthrow the national governnent.
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7) If he is a nenber, or support any organization that
tries to deny civil rights to a person or group of persons.

8) What is the professional reputation of the SUBJECT.

9) Whet her the SUBJECT has nmade previous trips or |long
tri ps abroad.

10) Soci al reputation

11) Rel atives |iving abroad

12) Busi ness contacts in foreign countries.

n. Ask the Source if the SUBJECT is loyal to the governnent.

0. As the Source if he would recomrend the SUBJECT for any
position of confidence and responsibility with the national governnent.

p. THE SOURCE SHOULD BE ASKED TO PREPARE A SI GNED, SWORN
STATEMENT; .sworn statenents are required when:

1) The source does not recomrend the SUBJECT for a
confi dence position.

2) The source gives negative or derogatory information on
t he SUBJECT.

3) The information given by the Source does not conform
with the negative information previously received.

qg. (btain | eads (additional contacts). Determ ne whether the
Source knows ot her persons that know the SUBJECT and his activities.

r. Det ermi ne whet her the Source wi shes his nanme to arise as
provider of this information in case the SUBJECT requests it.

S. End the interview

1) The Source has to be rem nded that none of the
contents of the Interview should be commented with anybody el se.

2) Thank the Source for his cooperation and bid good- by.

4, Prepare the required reports.

http://www.soaw.org/Manuals/ci-8-12.htm (10 de 22) [12/02/2001 09:26:18 a.m.]



School of the Americas Watch

97
LN324-91
CHAPTER X
HOW TO OBTAIN A SWORN DECLARATI ON
| NTRODUCT1 ON:

During its functions as a Counter Intelligence Special Agent you nust
get a sworn declaration fromthe persons whom you have interviewed. These
sworn declarations will help you determ ne the truth of the persons
interviewed as well as recognizing if the information that they have given has
any connection with your investigations.

DEVELOPMENT:
A. Definition of a Sworn Decl arati on:

A Sworn Declaration is a witten statenent about facts, given
voluntarily by a conpetent person who is a witness, who states under oath that
the content of the statenent is true.

B. The Sworn Decl arations nust be obtained fromthe foll ow ng
categories of interviews:

1. Wtnesses with direct or personal know edge of the incident.

2. Sour ces who provide credible unfavorable information. Credible
unfavorable information is defined as: Information related to |oyalty and
attitude of a person, who appears to be honest, and so who coul d nmake a
probabl e base to take adverse action.

e. The sources who refuse credi bl e unfavorabl e i nformati on.
Information that has been refused its defined as: That infornmation that was
refused (without validity).

4, SUBJECTS of an interview.

5. Suspi ci ous persons who are citizens of the country.

6. Persons who have been accused and that are not citizens of the
country.

C. You may obtain this information during the interviews using the

i nterrogation basic techniques in an efficient way.
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5. The next four blocks will note the conplete information about a
person who is nmaking a sworn declaration. The following information is
i ncluded in block E

a. Conpl et e nane of the person

b. Personal identity nunber

C. Grade or civil rank

d. Mlitary unit or civil residence

F. You nust aid the interviewee to wite a declaration using one of

the foll ow ng net hods:
1. Narrative nethod

a. The narrative nmethod allows the interviewee nmaking a declaration
to wite the information in his owm words. This nethod is normally used when
preparing the decl arations of Sources, Wtnesses, or Unschedul ed persons.

b. The Sworn Decl arati ons nade by a source nust have a summary
decl arati on expl ai ning the social degree or professional association between
the source and the subject. This nmust have the facts and circunstances of the
facts that support or contradict the unfavorable credible infornmation and
answer all the basic interrogations.

2. Question and Answer Met hod

a. Wien you are preparing a sworn declaration for a subject, accused
or suspicious person use the question and answer nethod so as to ensure the
verbal file in the interview The question and answer nethod has both
gquestions that you make and answers fromthe interviewee. This nethod all ows
you to limt to just the information contained in the declaration that is
pertinent.

b. The sworn decl arations made by a subject, source or accused

persons must contain, in addition to the facts and circunstance the foll ow ng
I nformati on:
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1. An expl anation of the purpose of the interview.

2. A decl aration of recognition of the provisions of privacy
according with the national governnent and these provisions nust be expl ai ned.

3. A declaration of recognition that the SUBJECT was advi sed of his
constitutional rights and that he denied these rights in witing noted in the
certified text of the SWORN DECLARATI ON LEGAL RI GHTS/ USE OF A LAWER

4. A petition to have an interview under oath and the answer.
5. A conpl ete personal identification of the interviewee.
6. A final question to find out if the interviewee w shes to add or

change the decl arati on.

3. A conbi nation of the two nmethods nentioned above nornmal |y provides
the best result. The person interviewed is allowed to express hinself and
afterwards you may use the nethod of questions and answers to obtain specific
i nformation that has been omtted previously. This nethod also allows you to
clarify the areas where the interviewee has not been clear in the declaration

G Al'l sworn declarations will be witten in first person. The
vocabul ary and the grammar of the interviewee nust be used during the entire
process, including vulgarities if they are pertinent or provided as part of
t he actual interviewee's appointnent. Expressions witten in parenthesis,
abbreviations, facts in mlitary style and investigative jargon or the use of
capital letters only used by the counter intelligence agents nust not be used.

H. Use additional pages to conplete the body of the declaration. The
addi ti onal pages are used when the sworn decl aration does not fit in the
second page of the docunent.

l. When typing the sworn declaration, wite the declaration as close
as possible to the margins of the docunent, or wite a |line towards the margin
when t he declaration or sentence does not reach the margin.
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J. At the end of the sentence of the sworn declaration, include the
phrase, "Declaration Finished".
K. In a sworn decl aration that has been typewitten, have the
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interviewee put his initials at the beginning of the first sentence and in the
| ast sentence of each page, as well as putting his initials on the side of any
correction or errors. The sworn declarations made in handwiting do not need
the initials unless there are corrections. Corrections made to the sworn

decl arations nust be done in ink and ball point pen preferably in black ink,
but keep in mnd that the interviewee nust put his initials next to the
corrections.

L. Conpl ete the section under the page including the nunber of the
page and the total of pages (page from page) and then you nmust nake the person
maki ng the declaration put his initials in the upper part of each page in
bl ock F.

M Conpl ete the section of the declaration witing down the name of
the interviewee in blank sections in block H

N. Mbke the intervi ewee read the sworn decl arati on and nake sure that
he understands it.

0. Make the interviewee repeat the oral oath. If the intervi ewe does
not wish to take the oath, you nmust not try to persuade himto change his
m nd. But, you nust explain that a declaration that is not under oath could be
used as evidence as well as you nmust explain that the neaning of the oath, and
the penalties for submtting a fal se declaration

P. Make the interviewee to sign the sworn declaration. |If the
i nterviewee took the oral oath but does not wish to sign the sworn
decl aration, do not try to change his mnd. Explain to himthat the oral oath
and not his signature is what nakes this docunent a sworn declaration and that
such docunent will be sent to the appropriate destination. A low himthe
opportunity of making any changes to his first declaration. But, never destroy
the original declaration.

Q Wite down the place and the date where the oral oath was obtai ned
in block J.
R. Sign the docunent in block K, and typewite the conpl ete nane of

the counter intelligence agent in block L.
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S. Wite down the authority that the counter intelligence agent has
in block M
T. Make the witness (if it applies) sign the sworn declaration. The

wi t ness signs the sworn declaration affirmng that the intervi ewee understands
the content of the sworn declaration and that the interviewee signed such
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decl aration in your presence. THE W TNESS DOES NOT HAVE TO BE PRESENT DURI NG
THE I NTERVI EW ONLY ONE W TNESS | S REQUI RED DURI NG A SWWORN

DECLARATI ON, UNLESS

THE | NTERVI EWVEE W SHES A W TNESS TO BE PRESENT DURI NG THE | NTERVI EW

U. If the interviewee w shes a copy of the sworn declaration provide
himw th a copy under the conditions that the sworn declaration is not
cl assified.

NOTE: If the sworn declaration is classified nake sure that it is classified
according to the SOP

V. Conpl ete the appropriate reports, wite down and add all the
details.

NOTE: When a sworn declaration is taken froma person that does not speak the
nati onal |anguage, copies of the declaration nust be prepared in the | anguage
spoken by the person. If necessary, use an interpreter for this purpose. Both
decl arati ons nust have a statenent indicating that the content of the
declaration is conplete and without errors. The person who transfers the
docunent nust sign the declaration and indicate that he is conpetent. The
counter intelligence agent nust supply the oath to the interpreter before the
i nterpreter signs the declaration.
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CHAPTER XI
UNSCHEDULED | NTERVI EV6
| NTRODUCT! ON:
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Frequently you will find an interview in which the person cones to the
counter intelligence office to give information. This interview is not
prepared beforehand, but it nust be professional at the nonment it takes pl ace.

GENERAL FACTS:

1. Once the person comes into the office you nust:
a. Be courteous and professional.

b. Show your official badge (credentials).

C. bt ai n any personal identification.

NOTE: GAIN THE PERSON S CONFI DENCE AND BE NI CE AND ALERT. THE EFFORT

TO WN
THE PERSON S CONFI DENCE MUST COVE FROM THE MOVENT THE PERSON
ENTERS AND
CONTI NUE THROUGH THE | NTERVI EW
d. Determ ne the purpose of the source's visit.
1. Definition of an unschedul ed interview

An unschedul ed interviewis that in which the person cones voluntarily
to the Counter Intelligence office and offers information that he thinks has
value to the military intelligence. Frequently the person has sone persona
i nterest (nmoney) in giving this information to the Counter Intelligence.

2. Sone persons that fall within this category (unschedul ed
I nterviews) are:

a. Native persons (residents of the sanme area where the incident
occurred).

b. Deserters

C. Ref ugees or displ aced persons

d. Tourists and other persons visiting the area.
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e. Participants in international conferences.

f. Eneny agents under | ow rank, or inportance.

g. Persons who are only a nuisance to mlitary intelligence. That is

t hose who give constant information that is useless to the C

2. Once the person has cone to your office start a Review of Files
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(the review is done normally when a person is busy and this review is done
normal |y by his assistant):

a. Determine if the nane of the person appears in the |ist of persons
that are only nuisances to the Cl

b. Determine if the National Police, MIlitary or Treasury has a file
about this person.

3. If the review of the files indicate that the person is a nui sance
to mlitary intelligence:

a. Thank the person for his information.

b. Close the interview and wal k out the person, be polite when doing
it.

4, If the review of files does not indicate anything negative

regardi ng the person, continue with the interview.

5. Once the assistant gives you the results of the review of files
you may carry on with the interview

a. Ask the person permi ssion to use a tape recorder during the
Interview. Explain to the person that this will help you prepare the report
for this interview, and obtain all the information that he brings w thout
maki ng m st akes.

b. Turn on the tape recorder only if the person allows you to.

C. Take the oath of truth fromthe person (Exanple: You pl edge or
swear to tell the truth, the whole truth and nothing but the truth). The oath
of truth nust be taken standing up (if applicable) and with the right hand
raised (if applicable).
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d. Ask the person to tell you the whole incident, or whatever
i nformati on he has.
1. Encourage the person to give you information in his own words.
2. Listen carefully and take nental notes of the areas of interest

fromthe information given by the person
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3. Don't take witten notes while the person is telling you the
I nci dent .
4, Don't interrupt the person

NOTE: | F THE PERSON GOES OFF THE SUBJECT, TACTFULLY LEAD H M TO THE
MAI N
THEME.

e. Go over the story the person has given you

1. Assure the person that the information he brought will be kept in
strict confidentiality.

2. Go over the story the person has given you covering all the points
of enphasis and to clarify all discrepancies or contradictions.

3. Wite down all |eads that conme up.

f. Qotain information fromperson's history to help in the evaluation
of the information. This information of history nust include:

1. I dentity (conplete nane, rank, and personal identity nunber.)
2. Date and place of birth

3. Citizenship

4, Present and past addresses

5. Qccupati on

6. What notivation he had to cone to report the infornmation

Devel op the secondary information: Frequently the story and
hlstory of the Source indicate that it is possible that he woul d have
additional information of interest to mlitary intelligence.
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NOTE: | F DURI NG THE | NTERVI EW THE SOURCE OF | NFORVATI ON | S NOT

W THI N

JURI SDI CTI ON OF THE M LI TARY | NTELLI GENCE, PUT THE SOURCE | N CONTACT
W TH THE

AGENCI ES OF GOVERNMENT THAT COULD BE | NTERESTED I N SUCH

| NFORMATION. | F THE

SOURCE DOES NOT W SH TO TALK TO ANYONE ELSE, MAKE NOTE OF THE

| NFORMATI ON AND

PASS | T ON TO THE | NTERESTED AGENCY
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h. Obtain a sworn declaration, signed by the source.

i Explain to the person the official nature of the interview and
caution himnot to talk with anyone about what happened during the interview.

6. Close the interview

a. Advi se the Source that it is possible that he may ne intervi ewed
again. Determine if he is willing to participate in another interview

b. Make arrangenents for the new contact.

C. Close the interview in a nice manner.

d. Walk with the Source to exit the office.

7. Prepare the reports/necessary reports.
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CHAPTER XI

W TNESS | NTERVI EW

| NTRCDUCT!| ON:

Interviewi ng the witnesses of an incident offers the Cl agent the
opportunity of verifying information that is provided by another source. It
hel ps us clarify doubts that we nay have about the truth of the information
col | ect ed.
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GENERAL FACTS:
1. DETERM NE THE NEED TO HAVE A W TNESS | NTERVI EW

a. You nmust answer the incidents/activities and interview all the
exi sting witnesses, who were in the area where the incident occurred.

b. You nust answer the tasks that are presented by the prelimnary
sheet .

2. You nust determne if the witness had personal know edge of the
I nci dent .

3. Plan to carry out the interviewin a quiet place, free of
i nterruptions.

4, Identify yourself to the witness and show the O ficial badge.

5. Identify the witness exam ning his badge and any other identity
card that he may have

6. Try to win his trust and make himfeel secure.

7. ASK PERM SSI ON FROM THE W TNESS TO USE A TAPE RECCRDER DURI NG
THE

| NTERVI EW EXPLAI'N THAT THE TAPE RECORDER WLL HELP YOU TO COWPLETE
THE

REPORTS MORE ADEQUATELY.

8. Turn on the tape recorder if the witness allows you.
9. Ask the witness to tell you his story.
107
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a. Take general (nental) notes about the information brought by the
W t ness.
b. Take detail ed notes of the unclear or doubtful areas to devel op

themlater in nore fully.

10. GO OVER THE STORY W TH THE W TNESS:

http://www.soaw.org/Manuals/ci-8-12.htm (20 de 22) [12/02/2001 09:26:18 a.m.]



School of the Americas Watch

a. Di scuss the story with the source in detail, covering all
out st andi ng poi nts.

b. Ask questions in detail (use the basic interrogations) about
specific areas that you noted while the witness told the story.

C. Clarify any doubtful area
d. Take detail ed notes.
e. Use draw ngs, sketches, charts as supplenents if these may help to

clarify any information, or to interpret the incident as it happened.
11. OBTAI N ADDI Tl ONAL LEADS:

a. Determine if the witness knows any other person that m ght have
knowl edge of the sane incident. Obtain nanes, addresses, if possible,
t el ephone nunber of these persons.

b. Determne if the witness know any ot her person or persons that
were present in the area of the incident and get a conplete description of
t hese persons.

12. OBTAI N A SWORN DECLARATI ON, SI GNED BY THE W TNESS.

13. ASSURE THE W TNESS THAT THE | NFORVATI ON THAT HE HAS BROUGHT
W LL
BE KEPT IN STRI CT CONFI DENTI ALI TY AND THAT HE WLL NOT DI SCUSS IT WTH
ANYONE
ELSE

14. MAKE ARRANGEMENTS FOR ANOTHER CONTACT OR I NTERVI EWIN THE
FUTURE
W TH THE W TNESS.

a. Advi se the witness that you may need to contact hi m again.

b. ot ai n address and tel ephone nunber of the wi tness and determ ne
where you may be in contact wwth himif you cannot find himat hone.
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C. Determine if there is any hour in which the witness may not be
avai l able for an interview.
15. CLOSE THE | NTERVI EW
a. Explain to the witness that the interview that was just over is

considered as an official matter of the governnent and that he nust not
di scuss it with anyone.

http://www.soaw.org/Manuals/ci-8-12.htm (21 de 22) [12/02/2001 09:26:18 a.m.]



School of the Americas Watch

b. Bid the wtness goodbye.
16. MAKE THE Revi ew OF FI LES.

17. VRl TE THE NECESSARY REPORTS.
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CHAPTER XI | |
PERSONAL | NTERVI EW W TH THE SUBJECT
| NTRODUCTI ON:

An interview of the SUBJECT takes place after having conpl eted an
history investigation. The office of personal security provides us a
prelimnary sheet (see exanple #1), which indicates the purpose of the
interview, the type of interview or investigation that is taking place, |eads
we nust follow or develop, history information of the SUBJECT (person to be
interviewed), and other special instructions.

GENERAL FACTS:

A The first thing we nust do upon receiving the prelimnary sheet is
toread it and study it carefully.

The following is the order in which we nust carry out the preparation
and how to conduct the interview of the SUBJECT

1. Determine if the information in the prelimnary sheet is a valid
requi renent. To do that, we nust:

a. Verify if the prelimnary sheet has a pardon date.

b. Look up in the sheet, the identification of the unit that sent the
same, the nane of the person who signed it and if such person is authorized.

2. Identify the requirenents of the interview
a. Determ ne what type of intervieww || take place.

[ page m ssing in original docunent]
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e. Use or abuse of drugs.
f. Abnor mal sexual contact.
g. Crim nal behavior.
h. Host age situation.
i Security matters.
C. Subj ect interview, in conplaint style:
1. This type of interview allows the person to deny, tone down or

expl ai n any accusation or allegation against him

2. These interviews take place to respond to the requirenments of the
prelimnary sheet.

3. These interviews are required when information is obtained that
the SUBJECT participates in, or is in a position which he is exposed to
bl ackmai | or coercion to participate in:

a. Sabot age

b. Espi onage

C. Treason

d. I nsurrection

e. Subversive activities

3. Revi ew t he personal file of the SUBJECT to identify areas or
affairs that will devel op during the interview

4. Devel op questions that will be used during the interview

a. EIA/ES [m ssing translation): For these interviews use the

subject's HP [m ssing translation] and obtain the areas (affairs) to be
devel op during the interview

b. I nterviews about specific affairs/and conplaints: Use the
prelimnary sheet and the subject's file to devel op the questions that could
fulfill the requirenents

C. Use the basic interrogative words: who, what, when, why, where,
and how. Make sure that all areas of interest are exploited.
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5. Make arrangenents for the interview

a. Call the SUBJECT to arrange a date.

b. Try to find soneone that could act as witness during the
interview, if necessary.

6. Sel ect and prepare the interview pl ace:

a. Sel ect a roomthat provides privacy and elim nates distractions
during the interview

b. Select a roomthat allows the interviewer to control the physical
envi ronnment .

C. Sel ect a room where you could keep a nice tenperature during the
i ntervi ew.

d. Arrange the furniture in the room The furniture nust be just a
smal | table, and three chairs.

e. Sel ect a roomthat does not have a tel ephone and if it does, lift
t he receiver

f. Install and test recordi ng equi pnent.

7. Geet and ldentify the SUBJECT:

a. G eet the SUBJECT in a professional manner and try to win his
trust.

b. Identify the SUBJECT orally and take himto the interview room

8. During the interview

a. Verify the SUBJECT' S identity exam ning his identification card.

b. Identify yourself and your position as representative of mlitary
intelligence.

C. If the SUBJECT is of the opposite sex, determne if he/she w shes

to have a witness of the same sex present during the interview

NOTE: | F THE SUBJECT IS OF THE OPPCSI TE SEX YOU MAY ADVI SE THAT A
W TNESS OF THE SAME SEX MAY BE PRESENT DURI NG THE | NTERVI EW
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d. If the SUBJECT is of the opposite sex and wi shes to have a w tness
of the same sex present during the interview we nust do the foll ow ng:

1. Call the witness

2. I ntroduce the witness and the SUBJECT and expl ain the
responsibility of the witness to the SUBJECT.

e. If the subject does not wish a witness, wite this in your Agent's
Report.

NOTE: EVEN THOUGH IT IS NOT REALLY A REQUI REMENT TO HAVE A W TNESS OF THE
SAME SEX PRESENT DURI NG THE I NTERVIEW | T IS ADVI SABLE TO USE ONE, SI NCE WE
PROTECT OURSELVES FROM BElI NG ACCUSED BY THE SUBJECT OF USI NG ABUSE, CCERCI ON
AND THREATS.

f. Informthe SUBJECT of the purpose of the interview

g. Ask the SUBJECT if he will allow to use a tape recorder during the
interview. Explain that the tape recorder will help you in preparing the final
report.

h. Turn on the tape recorder only if the SUBJECT has given perm ssion
to use it.

i Advi se the SUBJECT of the civil rights that he has: (See exanple

#2)
1. Advi se the SUBJECT of his civil rights when:
a. A specific matter of conplaint is the subject of the interview
b. At any tinme during the interview, the SUBJECT says incrimnating
t hi ngs.
2. Make sure that the SUBJECT understands all his rights.

NOTE: | F THE SUBJECT DCES NOT UNDERSTAND HI S RI GHTS, DETERM NE WHAT HE DOES
NOT UNDERSTAND AND CLARI FY H S DOUBTS.
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NOTE: YOU MJST NOT | NTERVI EW THE SUBJECT UNDER ANY Cl RCUMSTANCE | F HE DCES
NOT UNDERSTAND HI S RI GHTS.

3. Ask the SUBJECT if he does not wish to contact a | awer

a. If the SUBJECT wishes to talk with a | awer, do not continue the
interview until he has the opportunity to talk with his | awer.

b. If the SUBJECT does not have a | awyer, obtain a sworn declaration
fromthe SUBJECT indicating that he wishes to continue the interview.

NOTE: | F THE SUBJECT DECLARES THAT HE DOES NOT W SH TO HAVE A LAWYER BUT THAT
HE DOES NOT WANT TO SI GN A SWORN DECLARATI ON, CONTI NUE W TH THE | NTERVI EW AND
I NDI CATE THIS I N THE AGENTS REPORT.

C. After establishing if the SUBJECT wi shes or not to have a | awer,
before starting to question, give the SUBJECT the oath to truth. If the
SUBJECT refuses to swear ask himif he is wlling to continue with the
guesti ons.

4. Informthe SUBJECT of the followi ng privacy rights in regards with
the interview

a. The authority you have to carry out the investigation and obtain
the information desired.

b. The mai n purpose of the obtaining such information.

C. How you wi Il use that information.

d. Wiy it is obligatory or voluntary to give that information
5. Have the SUBJECT sign a sworn declaration or docunent that

i ndi cates his understanding of these privacy rights in regards with the
interview and the search for informtion.
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J - Ask the SUBJECT about information concerning history information.
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K. Ask the SUBJECT about the matters under investigation:

a. Use the questions devel oped during the preparatory phase.

p. Use the control questions, non-pertinent, repeated and foll ow up
questi ons.

C. Exam ne carefully all the new areas presented by the SUBJECT.

d. Foll ow a | ogi cal sequence of questions to avoid overl ooki ng

significant thenes.

1. Concentrate in recognizing and interpreting the non-verbal
comuni cati on of the subject.

a. Listen to how the SUBJECT tal ks. Audio | eads include changes in
tone, speed of the voice.

b. Be alert of visual |eads, such as facial expressions, body
position, hand, |egs and head novenent.

C. Interpret the subject's non-verbal |eads with the verbal |eads to
obtain a clear idea of the real nessage.

NOTE: EXPLO T ALL THE DI SCREPANCI ES I N THE SUBJECT' S ANSVWERS UNTI L EVERYTHI NG
| S CLEARED UP

d. Use your own non-verbal conmunications to gain and keep the
control during the entire interview

m Review the entire matter and affairs discussed up to that point
during various intervals of an interview

1. Identify the areas of interest that have not been di scussed.

2. Identify and bring up the inconsistencies and discrepancies in his
answering to the SUBJECT .
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n. htain a sworn decl arati on:

Make the SUBJECT sign a sworn declaration with all the information he
brought during the interview
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0. Close the interview. The interview could end by any of the
foll owi ng reasons:

1. The SUBJECT is sick and requires nedical attention.

2. You need nore interviews to cover all the areas of interest.

3. The SUBJECT refuses to cooperate with you

4 Al the requirenents have been net and the SUBJECT has answered

all the questions.

5. You lost the initiative and decide to postpone the interview
p. Use the closing phase to obtain facts that perhaps were not able
to discuss during the interview. The SUBJECT perhaps will cal mdown nore when

you end the questioning and turn of f the tape recorder or put your notebook
away. It is possible that he could bring additional information if he believes
that you are not going to record or wite down.

8. Say goodbye to the SUBJECT
9. Prepare the reports/correspondi ng reports necessary.
116
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EXAMPLE #1

PRELI M NARY SHEET FOR SUBJECT | NTERVI EW

PRELI M NARY SHEET DATE/ START OF THE | NVESTI GATI ON
1. Subj ect 2. Dat e
Name:
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Rank, personal identity nunber: 3. Control nunber
4. Type and purpose of investigation:
5. Leads to be verified:

6. PAST HI STORY | NFORVATI ON:

7. SPECI AL | NSTRUCTI ONS:

7. Agency
requesting investigation| Agency preparing investigation
OFFI CE OFFI CE
ADDRESS ADDRESS
S| GNATURE ( AUTHORI ZATI ON) S| GNATURE ( AUTHORI ZATI ON)
NAME OF AUTHORI ZED PERSON NAME OF AUTHORI ZED PERSON

ADDI TI ONAL DOCUMENTS ENCLOSEDADDI TI ONAL DOCUMENTS ENCLOSED
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EXAMPLE # 1 CONTI NUED
PRELI M NARY SHEET FOR SUBJECT | NTERVI EW

SHEET DATE/ START OF | NVESTI GATI ON

1. SUBJECT 2. DATE: May 15, 1988
QUI NTANI LLA, Roberto A

CPT, PPP-00-000 3. CONTROL NUVBER
Chal at enango, 10 Dec. 54

4. TYPE AND PURPOSE OF | NVESTI GATI ON

PRELI M NARY

I NVESTI GATI ON TO DETERM NE | F THE PERSON IS STILL SUl TABLE TO HAVE
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ACCESS TO CLASSI FI ED | NFORVATI ON. The SUBJECT at present is assigned to the
4th Infantry Brigade and has access to classified information up to the | evel
SECRET.

5. LEADS TO BE VERI FI ED

Interview M. Quintanilla to give himthe opportunity to deny, mtigate,
or explain the negative information that was obtained during the present
i nvestigation.

6. | NFORMATI ON ABOUT PAST HI STORY
(See the SUBJECT' S personal history)

7. SPECI AL | NSTRUCTI ONS:
a. Determ ne the circunstances of subject's arrest by the National
Police on 9 April 1980, for driving a vehicle while intoxicated.

b. Determ ne the financial stability of the SUBJECT.

C. Det ermi ne how nmuch he participates in extramarital relationships.

d. Determine if the SUBJECT has used, owned, or traffic illegal drugs
i ncl udi ng mari huana and hashi sh.

e. Determ ne his present and past use of al coholic beverages.

f. Determ ne the SUBJECT' S nental and enotional stability.

g. Informthe SUBJECT of his legal rights.

h. Carry out the interview under the SUBJECT S oat h.

. Send a copy of the interview report to our offices not |ater than
30 May 1988.
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7. Agency

requesting investigation| Agency preparing investigation
OFFI CE OFFI CE
ADDRESS ADDRESS
SI GNATURE ( AUTHORI ZATI ON) SI GNATURE ( AUTHORI ZATI ON)
NAME OF AUTHORI ZED PERSON NAME OF AUTHORI ZED PERSON

ADDI TI ONAL DOCUMENTS ENCLOSEDADDI T1 ONAL DOCUMENTS ENCLOSED
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EXAMPLE #2
HOW TO | NFORM THE SUBJECT OF HI S LEGAL RI GHTS

NOTE: THE LEGAL RI GHTS OF A SUBJECT ARE | NFORMVED I N THE FOLLOW NG
MANNER:

1. "BEFORE STARTI NG TO MAKE QUESTI ON, YOU MUST UNDERSTAND HI S LEGAL
Rl GHTS" .

a. "You are not under obligation to answer ny questions or anything
el se".

b. "Anyt hing you say or do could be used against you in a court or

crimnal court of |aw'.

C. "You have the right to talk privately with a | awyer before, during
and after an interview. You also have the right to have a | awyer present
during the interview Although you will have to make your own arrangenents to
obtain a lawer, and this will not be at any cost to the national governnent.

d. “If you decide to discuss the charges under investigation, with or
W thout a | awyer present, you have the right to finish the interview at any
time, or to take privately wth your | awer before continuing to answer,
unl ess you sign a sworn statenent testifying that you do not wish a | awer".
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EXAMPLE #3
SWORN STATEMENT/ LEGAL RI GHTS/ USE OF LAWER
PLACE COF
| NTERVI EW DATE Tl VE FI LE NO
NANVE UNI T OR ADDRESS

| DENTI TY NUMBER RANK

THE | NVESTI GATOR WHOSE NAME APPEARS | N THI S DECLARATI ON | NFORVED ME THAT
HE WORKS | N M LI TARY | NTELLI GENCE OF THE ARMED FORCES OF EL SALVADOR AND
WANTED TO QUESTI ON ME ABOUT THE FOLLOW NG ACCUSATI ONS/ OFFENSES TO VHICH | AM
ACCUSED OR SUSPECT:

BEFORE STARTI NG TO QUESTI ON ME ABOUT THE OFFENSES, HE | NFORVED ME THAT | HAVE
THE FOLLOW NG LEGAL RI GHTS:

1. I DO NOT' HAVE TO ANSVER OR SAY ANYTHI NG
2. EVERYTHI NG | SAY COULD BE USED AGAI NST ME IN A COURT OF LAW
3. | HAVE THE RI GHT TO SPEAK PRI VATELY TO A LAWER BEFORE, DURI NG AND AFTER

THE | NTERVI EW AND TO HAVE A LAWER PRESENT DURI NG THE | NTERVI EW NEVERTHELESS

| UNDERSTAND THAT | F | DESIRE A LAWER PRESENT | HAVE TO PROCURE H M AND PAY
HMON M OAWN. THE GOVERNMENT W LL NOT PAY THE EXPENSES.

4. [F 1 AM NOW W LLI NG TO ANSWER QUESTI ONS UNDER | NVESTI GATI ON, WTH OR

W THOUT A LAWYER PRESENT, | HAVE THE RI GHT TO REFUSE TO ANSWER QUESTI ONS OR TO
SPEAK PRI VATELY WTH A LAWER, EVEN WHEN | HAVE DECI DED NOT' TO USE A LAWER

COMVENTS:

| UNDERSTAND MY RI GHTS MENTI ONED ABOVE. | AM W LLI NG TO DI SCUSS THE OFFENSES
UNDER | NVESTI GATI ON AND TO MAKE A DECLARATI ON W THOUT SPEAKI NG TO A LAWER
BEFORE AND W THOUT THE PRESENCE OF A LAWYER DURI NG THE | NTERVI EW

W TNESSES SI GNATURE OF | NTERVI EVEE ( SUBJECT)
1. NANE:
2. UNI T: SI GNATURE OF AGENT (| NTERVI EVER)
1. NANME:
2. UNI T: SI GNATURE OF | NVESTI GATOR
I NVESTI GATOR' S UNI' T
I DO NOT' WSH TO RELI NQUI SH MY LEGAL RI GHTS:
_______ W SH TO HAVE DO NOI' WTH TO BE | NTERVI EVNED
A LAWER. NOR TO ANSVER ANYTHI NG
121
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CHAPTER XI V

| NTRODUCTI ON TO SUBVERSI ON AND ESPI ONAGE AGAI NST
THE ARMED FORCES ( SEAAF)

I NTRODUCTI ON:

The know edge about subversion and espi onage agai nst the Arned Forces
(SEAAF) has a very inportant role for counter intelligence agents. The counter
intelligence agent nust recognize the weaknesses general ly sought by a hostile
agent and use these weaknesses to get valuable information about the Arned
Forces. Wen the espionage agent of the counter intelligence does not identify
t hese weaknesses he has lost the first battle which is to avoid the collection
of intelligence information. (COUNTER-I NTELLI GENCE)

GENERAL FACTS:

a. The term " SEAAF" neans subversi on and espi onage agai nst the Arned
Forces. A SEAAF incident or a contact is an effort by a foreign intelligence
agent to get information, classified or non-classified, using you as the
source to obtain the information.

b. First we nust have know edge of the two key SEAAF words which are
espi onage and subversi on.

1. Espi onage. Generally, espionage is the act to obtain, give,
transmt, communicate or receive information regarding the national defense
with the intent or purpose to believe that this information will be used to

harm the national governnment and to the benefit or advantage of the foreign
country. Likew se we nust keep in mnd the foll ow ng when we tal k about
espi onage terns:

a. Any person or persons in legal, illegal possession, access or
control over or he is receiving information regarding the national defense
whi ch the person in possession believes such information could be used to harm
the national defense and to the benefit or advantage of a foreign country,
voluntarily comuni cates, transmts, or intents to communi cate or transm:t
such information to any non-authorized person, is guilty of the act of
espi onage.
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b. Any person or persons in charge of having | egal possession and
control over national defense information who by their own negligence all ows
the sane to be | ost, stolen, msplaced, destroyed, or renmoved fromthe
saf ekeepi ng place or gives such information in violation of faith, trust, and
responsibility, is guilty of an espionage act.

2. Subversion. Generally, the elenents of subversion are:

(a) Actively induce the mlitary and civilian personnel of the defense
forces to violate | aws, disobey | egal orders or rules and behavi or regul ations
or tointerrupt mlitary activities.

NOTE: "To actively induce" is defined as advising, alerting or requesting in
any manner that causes or intents to cause the acts nentioned above. This
includes the distribution or intent to distribute the witten material that
alerts, advises, or reguests.

(b) The voluntary intent to intercept, or dimnish the loyalty, nora
or discipline of the defense forces.

(c) The subversion acts occur during war tinme or during peace tinmne.
(d) The subversion includes all the voluntary acts with the intent to
harmthe interest of the national governnent and that do not fit the

categories of treason, insurrection, sabotage or espionage.

C. Havi ng knowl edge of the two SEAAF key words, we nust recognize
al so the inportance of the insurrection acts.

1. Insurrection. There are four types of specific activities which
are taken place with the intention of overthrow ng the governnent through
force or violence are acts of insurrection. These four types are:

(a) Trai ni ng about the need to overthrow the governnent.
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(b) The publication, sale or distribution of witten material plotting
or training to overthrow a governnent.
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(c) Organi zing a society or group with the purpose of plotting or
training to overthrow a governnent.

(d) Menbers or initiation nmenbers or affiliation with this type of
soci ety know ng the purpose of such organi zati on.

d. An agent | ooks for weaknesses to trap, to see if you could be
convi nced, bribed, threatened, or trapped in a difficult or enbarrassing
situation so to make you work for him He nust realize sone general weaknesses
| ooked for by an agent. These are:

(1) Doubts, financial problens and bad credit.

(2) A crimnal file or present crimnal activities.

(3) Honosexual i ty.

(4) | mor al behavi or, past or present.

(5) Abuse of drugs or al cohol

(6) Marriage infidelity.

(7) Routinely boasts and brags.

(8) Mentally or enotionally unstable.

(9) Going with persons of weak character.

(10) Relatives or foreign friends.

e. SEAAF/ SAEDA i nci dents and situations you nust report:
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(1) Intents of non-authorized personnel to obtain classified or non-
classified information about the facilities, activities, personnel or materiel
of the armed forces using questioning techni ques, seduction, threats, bribe or
trapping a person in an enbarrassing or difficult situation by personal
contact, direct or indirect or by correspondence.

(2) Intent of non-authorized personnel to obtain classified or non-
classified informati on by photography, observation, collection of material or
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docunents or any ot her neans.

(3) I ntent by known persons, suspicious persons or with possible
foreign intelligence history or associations. Intent to establish any type of
friendship, association or business relationship.

(4) Every incident where nenbers of the defense forces, his relatives,
travel by or to a foreign area of special consideration (figure 1) who are
exposed to:

(a) Questioning regarding their work.
(b) Provide mlitary information.

(c) Bribe, threats or trapped in a difficult or enbarrassing situation
of any type so as to cooperate with the foreign intelligence services.

(5) I nci dents known, suspicious, or possible acts of espionage that
result or resulted in danger to docunents, information or classified material.

(6) O her acts by nenbers of the arnmed forces to involve, intent or
consi der the comuni cati on of classified informati on, docunents or material to
a non-aut hori zed person.

(7) Non-of ficial contact by nenbers of the defense force with:
a. Personnel they know or suspect are nenbers of a security service
or foreign intelligence.
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b. Foreign political or mlitary organi zation.
C. Any menber of the countries nentioned in figure #1.

(8) Oficial contact wth personnel nentioned in paragraph #7 when
t hese persons:

a. Show knowl edge or curiosity about nenbers of the defense forces.

b. Intent to obtain classified or non-classified information from a
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menber of the defense forces.

C. Intent to establish any type of friendship or business
relationship with nenbers of the defense forces outside the official tasks of
t he defense forces.

(9) Information regarding with international terrorism plans which
present a direct threat to personnel, activities, facilities or nmaterial .

(10) Known acts or suspicious acts to harmor destroy property of the
armed forces by sabotage acts.

f. What you nust do if you suspect to have cone in contact or sonmeone
made contact to obtain information:

(1) Do not deny or accept to cooperate. Ask for sone tine to think
about the proposition.

(2) Renmenber the person's details. Try to renenber things as the
description of the person, the place and circunstances of the neeting,
identification or description of the vehicle.

NOTE: Do not try to ask the suspect for nore information or suggest another
neeting in the future. This, may surprise the agent.

(3) Report the contact to the counter intelligence agency. If you
cannot contact them contact the S2 or an intelligence official and tell them
about the details of the contact. If you are travelling to another country or
abroad, report the contact to the cl osest consul ate of your country or to the
of fice of the Defense (mlitary) Attache.
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(4) Do not investigate the matter by your own efforts. Let the

investigation up to the qualified counter intelligence agents. Do not tell the
contact events to anyone except the departments nentioned above.

Figure 1

CEOGRAPHI C AREAS OF SPECI FI C CONSI DERATI ON
Af ghani st an
Al bani a

Angol a
Bul gari a
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Canbodi a
Republic of China and its adjacent islands
Cuba
Czechosl ovaki a
Et hi opi a
German Denocratic Republic (Conmuni st Germany)

Hungary
I ran
I raqg
Laos

Lebanon

Arab Republic of Libya
North Korea and adjacent demlitarized zones
Ni car agua
Republ i c of Mongolia
Pol and
Denocrati c Republic of Yenen
Romani a
Sovi et Sector of Berlin
Syria
Sovi et Uni on
Vi et nam
Yugosl avi a
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CHAPTER XV
| NSURRECTI ON AND ESPI ONAGE | NTERVI EW8 AGAI NST
THE ARMVED FORCES ( SEAAF)
| NTRODUCTI ON:

In crimnal cases, the identity and the capture of the person is the
mai n obj ective. In espionage cases the identity of the person is only the
first step. The nost inportant thing is the knowl edge of his contacts,
obj ectives, information sources and conmuni cati on net hods. The capture and
public news of the incident nust be the |ast resource used by the counter
intelligence agencies. It is better to identify these persons, what they are
doi ng, and stop the novenent of their efforts than to expose themto the
public and then try to find out who are their successors.

GENERAL FACTS:
A Recei ving the source.

1. The counter intelligence agent nust be professional and courteous
with the source.

2. | dentify yourself and show your badge.
3. Ootain identification facts about the source.
NOTE: Establish harnony, be friendly and alert, this wll help the source to

feel confident. Once the harnony has been established with the source, you
must be able to hold this confidence during the interview
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4. Determ ne the purpose and intention of the source.

a. An unschedul ed source is a person who cones to a counter
intelligence agency to offer information he believes is of interest to
mlitary intelligence.

b. The information the source provides nust fall wthin the
i ntentions of SEAAF.

5. Once you obtain the identify data fromthe source you nust start
the review of files to:
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a. Determne if the source appears in the nuisance files.

b. Deternmine if the Mlitary Police or other agencies have
i nformati on about the source.

6. If the review of files reveal that the source is in the nuisance
files you nust:

a. Thank the source for the information

b. Cl ose the interview and say goodbye to the source.

7. If the files do not have information about the source, continue
the interview.

B. Carry out the interview

1. First ask perm ssion to the source to use a tape recorder to
record the content of the interview. Explain that the tape recorder will help
you to prepare the final report as a verbal transcription which the source
wi Il have the opportunity to review, correct and sign

2. Turn on the tape recorder "only" if the source agrees to let you
use it.

3. G ve the source the oath of truth.

4. Have the source tell you the incident.

a. Encourage the source to tell you the incident in their own words.

b. Be alert and listen to the source and take nental notes of

| nportant points to explore these points during the review of the incident
with the source.
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C. DO NOT wite notes while the story of the incident is told.
d. DO NOT interrupt the source while telling the incident.
NOTE: If the source goes of f the incident thenme he is telling, tactfully

make the source return to the nmain thene.
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NOTE: If during the interview the source tells you information outside your
jurisdiction, ask the source to go to the appropriate agency. |If the source
does not wish to go to that agency, continue the interview and collect the
information and send it to the proper agency.

C. Carrying out the review of the incident.

1. Assure the source that the information will be kept in strict
confidentiality.

2. Revi ew the incident with the source point by point to clarify
di screpanci es, contradictions, and holes in the information.

3. Wite with precision the additional sources.

D. Qbtain history informati on about the source to hel p you eval uate
the informati on of the source. The history information nust include:

1. | dentify

2. Date and place of birth

3. Citizenship

4, Addr esses (past and present)

5. Qccupati on

6. Reasons that notivated the source to provide information

E. Devel op secondary information. Frequently the information and the

source's history could indicate that he could have nore significant
information and it could be of value or interest to mlitary intelligence.

F. Cbtain a sworn decl arati on
G Advi ce the source that the interview has an official nature and

that he nust not tell about the incident or nature of the incident to any
ot her person.
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H. Closing the interview.

1. Notify the source that the investigation could require a
subsequent interview and new contacts with him

2. Make arrangenents to have new contact with the source.
_ 3: Again notify the source about the official nature of the
i ntervi ew

4. Close the interviewin a friendly note.

5. Exit or say goodbye to the source.

| . Start the evaluation of the incident to make sure that it is in
your jurisdiction.

J. Prepare the appropriate reports.

1. Prepare an initial report for SEAAF.
NOTE: Make an effort to send a detailed conplete report. If a detailed report
takes nmuch tine, submt an internediate report with the avail able infornation.

Afterwards submt the conplete report.

2. Classify the SEAAF report according to the Norrmal Operation
Pr ocedures.

NOTE: All SEAAF reports will receive limted distribution

3. Wite down the unit that will receive the SEAAF report.
4. Wite down the unit that sent the report.
5. Wite down the instructions to send the report.

NOTE: All the SEAAF reports require one of the follow ng sending
I nstructions: "Required N ght Actions" or "Hand during the first hours of the
day".
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6. Conpl ete paragraph A and 1-6 of the SEAAF report.
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a. Wite down the references in A
b. Wite down the date of the incident in paragraph 1.
C. Wite down the place of the incident in paragraph 2.
d Wite down the followng information fromall the involved persons

I n parégraph 3:

1. Conpl ete name (father's last name, nother's |ast nane, first nane
and initial)

2. Date of birth

3. Pl ace of birth

4. Identity card

5. Unit assignation

6. Position

7. Day when separated fromthe Armed Forces

8. Type of access to classified information

e. Wite down in the subsequent paragraphs to paragraph 3:

1. Al'l the sources

2. Al'l the w tnesses

3. Al'l persons who have know edge about the SEAAF i ncident.
NOTE: If there is nore than one person witten down in any of the categories

menti oned above, wite down as #1, #2, etc. (Exanple: Source 1, Source 2).

NOTE: If the data identification fromthe w tnesses or suspects are not
known, wite down a physical description avail able.
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4. The description nust include:

Age
Sex
Nationality/citizenship
Conpl exi on
Hei ght
Vi ght
Hai r col or
Eye col or
Appear ance
Physi cal built
Qut st andi ng characteristics.

xX— Qo0 oW

3F

f. Wite down in paragraph 4, a detailed description of the incident
as described by the source(s). Start the paragraph with details in regard to
as how the source cane to the attention of your agency.

g. In paragraph 5, wite down all actions taken, such as revi ew of
files or interviews.

NOTE: You will not carry out nore actions except as directed by a proper
hi gher agency.

h. In paragraph 8, wite down any commentary or pertinent
recomendati on about the source, suspect or the incident.

K. I f applicable prepare the Agent Report with the appropriate
exhi bi ts.

1. Send copy or the original and a copy directly to the appropriate
hi gher agency.

2. Send copy of the information, when instructed by the higher
i nvestigation elenments to the chain of comrand.

3. Do not do anything else, nor spread information unless it is
addressed to the appropriate higher agency.
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CLASSI FI CATI ON
REPORT ABOUT | NCI DENTS
PAGE FROM DATE AND TIME_______ PRECEDENT
FROM
TO
| NFO

| NSTRUCTI ONS FOR SENDI NG
( CLASSI FI CATI ON)
TI TLE OF REPORT:

REFERENCES:
) DATE OF | NCI DENT:

) PLACE OF | NC| DENT:

) PERSON(S) | NVOLVED:
SOURCE( S) :

W TNESS( SES) :

OTHERS WHO HAVE KNOW.EDGE:
SUSPECT( S) :

NARRATI ON:

ACTI ONS TO BE TAKEN:
COVMENTARI ES:

PO NT OF CONTACT:

NokrDOTPWNE
NN NN AN AN NN NN N
N N N N N N N N

ORGANI ZATI ON SPECI AL | NSTRUCTI ONS
AND TI TLE OF ORI G NATOR

NAMVE, ORG , REVIEVER S TI TLE, TELEPHONE NUMBER

SI GNATURE OF REVI EVEER REVI EW DATE

134

NAME,

LN324-91

CLASSI FI CATI ON

http://www.soaw.org/Manuals/c1-15-16.htm (7 de 24) [12/02/2001 09:27:54 a.m.]



School of the Americas Watch

135
LN324- 91
( )
REPORT ABOUT | NCI DENTS
PAGE FROM DATE AND TI ME PRECEDENT
FROM
TO
| NFO
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CHAPTER XVI

ESPI ONAGE | NVESTI GATI ONS
| NTRODUCT1 ON:

As counter intelligence special agent you nust have specific know edge
of the aspects of an espionage investigation to get security information for a
Commander of the Arned Forces responsible for the safety of his comrand. You
as espi onage agent nust always have in mnd that all information nust be
devel oped in detail, even though the information is favorable or unfavorable
for the SUBJECT.

GENERAL FACTS:
A Prelimnary Sheet (Figure 1).
1. Review the prelimnary sheet (PS), found in the control office for

the investigation requirenments. The PS has specific | eads or |eads that nust
be investigated.
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a. A PS has collected informati on during an investigation and coul d:
(1) Require a devel opnment of nore investigative |eads.
(2) Identify a source that will provide additional information about

the case or | eads about additional sources that could have i nformation.
b. Areas of interest in the PS are: (Figure 2)

(1) Bl ock 1, SUBJECT: Contains information about the identity of the
SUBJECT of the investigation.

(2) Bl ock 4, TYPE AND REASON FOR THE | NVESTI GATI ON: Cont ai ns t he
specific | eads or the | eads that nust be devel oped. This block al so contains
i nformati on of history and special instructions that will help the special
agent in the requirenents to devel op the | eads.
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(c) SI GNATURE BLOCK: Make sure that each PS is signed with the
signature of the official in charge of the case or authorized person.

(d) BLOCK 8, CONVI NCI NG DOCUMENTS: ldentify all convincing docunents
that are not consi dered necessary to the devel opnent of the required | eads.

2. Review the initial report prepared by the personnel of the Arned
Forces (AF) involved or who have know edge of the incident or situation.

NOTE: Wth the exception of obtaining the initial details of the incident and
submtting the priority report, only elenents of counter intelligence are
aut hori zed to investigate SEAAF cases w thout the approval of the higher
depart nment.

3. Start the espionage investigation when you have the approval from
t he higher control office, based on the | eads originated from various
i nformati on sources, including:

a. Reports from confidential sources.

b. Reports fromother intelligence agencies, security, or police
agenci es or national guard.

C. OPSEC eval uations, Cl technical inspections or reviews.
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d. The review of refugees, border crossers, displaced persons, PGE
and other simlar groups.

e. Routi ne security personnel investigations.
B. Identify the type of security investigation that you will conduct.
1. I nci dent investigations
a. These are activities or specific actions.
b. I nplications are suspected from acts of espionage.
138
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C. This case will be kept as Type of Incident during the

i nvestigation, although, the identity of the person inplied will be
established at a | ater date.

2. The Personal SUBJECT investigations.

a. | nply one or nore known person.

b. They originate allegations about the specific activities of the
person.

C. This case will be kept as personal SUBJECT investigation, although

i nformati on has devel oped about an act or specific activity.

3. I nvestigative jurisdiction. The jurisdiction for the Cl section
wi Il take place according to the SOP | aws.

C. Revi ew of | egal statutes which applied to the espionage acts.

1. Espionage - |Is the act of obtaining, giving, transmtting,
conmuni cating or receiving information regarding the national defense with the
i ntention or reason to believe that the information is going to be used to
harm a nati onal governnent or for the benefit or advantage of a foreign
country.

a. Any person or persons with legal or illegal possession, access,
control over, has been given confidential information regarding the nationa
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def ense, which the person in possession has reason to believe the information

could be used to harmthe national defense and for the benefit or advantage of
a foreign country, voluntarily conmunicates, transmts, or tries to

comruni cate, or transmt this information, to any person who is not authorized
to receive it, is guilty of an espi onage act.

b. Any person or persons in charge, or in |egal possession and
control over national defense information, who by negligence allows the sane
to be lost, stolen, displaced, destroyed, or renoved fromthe place of
saf ekeeping, or gives this information in violation of faith and trust, is
guilty of a espionage act.
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D. Revi ew t he operative nethods (OM of the hostile intelligence
agents regarding the activities of the espionage acts.

1. Revi ew t he types of hostile operations.

a. Legal Operations. Involve espionage networks which are controlled
by a representative fromthe foreign country who is official charge and is
sanctioned by the host country. Frequently, the person possibly has diplomatic
i mmunity, and is not subject to inspections, detentions, or trials for ilegal
activities conmtted.

b. Il egal Operations. |Involve espionage networks that are not in
direct contact or relations with the foreign country. Mst of these persons
are native of the country or of another country. Ilegal operations are nore

difficult to detect and have the advantage that the operation is continued
during war tinme or in countries that do not have diplomatic rel ations.

2. Revi ew t he control nethods of the hostile intelligence.

a. The centralized control procedures require approval fromthe
central headquarters fromall the espionage activities. Many countries for
security reason regarding the espionage activities have a central control
poi nt .

b. The internal control nethod. Involve operations conducted totally
within the host country. Al hostile agents are controlled by a general
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headquarter or by a residence that has been established in the sane country.
This nmethod is the nost outstanding in the external nethod.

C. The external control nethod. Involve operations conducted within
the host country controlled by another country. This is the safest nethod to
control personnel.

3. Revi ew the type of hostile agents used in a hostile operation.

a. Penetrating Agents have direct access to the information required

by the hostile country.
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b. Recruited agents in massive formare badly trained and belong to
echel on of | ow category; these agents are infiltrated within the country in
great nunbers when there are favorable opportunities within that country.

C. Confusi on agents are used to deceive the intelligence agencies to
waste their efforts in useless investigations.

d. Provoki ng agents are used to provoke the intelligence agencies to
take i nappropriate actions for their disadvantage.

e. Sl eepi ng agents are kept inactive for a long tinme until the
hostile country has a m ssion for them

4, Revi ew t he espi onage network used by the hostile country.

a. The single system of agents involves collective intelligence
efforts froma person. These agents operate only with the support of the
adm ni strative personnel, but only one person is involved in the collective
oper ati ons.

b. The echel on system are networks that provide security when great
nunber of agents are being used in operation. Only the | eader of the network
knows the identities of all the nenbers of the network. Contact is initiated
only by the higher echelon and code nanes are nornmally used. There is no
| at eral contact because the nenbers of the network do not know each ot her.

C. The cell system could be sinple or conplex depending in the nunber
of agents that each cell has. The nenbers of a cell know the identities and
the places of each nenber involved in espionage acts. They have the liberty of
comng in contact with each other and as m ninum a nenber of a cell keeps
contact wwth the supervisor. It may or may not be that they have arrangenents
for unilateral contacts.

d. The echel on network coul d degenerate in enmergencies in a cell type

system Unilateral contact could devel op and a nenber of a segnent could be
i nstructed to establish contact with nenbers of another segnent.
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NOTE: Mbst of the hostile intelligence services use nore than one espi onage
network to cover or operate in the sane area.

5. Revi ew the hostile recruitnent nethods

a. Acqui sition techniques are used to find a person who has been
coerced or nade to accept recruitnent by force.

b. The anal ysis of sources/potential recruits makes a detailed study
of the files and information of past history to identify the potential the
person has as agent and his reactions to contacts or possible nethods of
contact. The notivation of the recruitnent also is determ ned (ideol ogy,
noney, coercion and selfishness).

C. The recruitnment by contact is used to obtain contact with the
person and through himobtain his cooperation and involve himin espionage
acts. The contact could occur in the person's own country or while the person
is traveling in a comruni st country. The customary way of hostile agents is to
al l ow anot her person to nmake the contact and not to involve the agents that
did the consecutive process and the anal ytical steps.

NOTE: The "Smal |l Hook"™ is the favorite nmethod used by the hostile
intelligence service to prepare the potential agent. In this nethod, the
subject is requested to provide innocent information and material of no val ue
to intelligence or classification.

6. Revi ew of the hostil e canoufl age nethod.

a. The natural canouflage is the way of |egal residence or entry to a
country, the use of a real nanme frequently, occupation or |egal ways. The
| ocal persons who are recruited nornmally operate under the natural canoufl age
because they have established in the community and are enployed in the
country.

b. The artificial camouflage involves the fabrication of history and

position of an agent and the falsification of identification docunents in a
way that matches the fabrication of history and canoufl age history.
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7. Revi ew t he hostil e communi cati on net hod.
a. Conferences are nornmally kept to the m ninum but when used, these

conferences take place in public areas so as not to arouse the public
curiosity.

b. O ficial nessengers are used to transport information to the
control official. Diplomatic bags are considered as the safest nethod to carry
mat eri al obtained for espionage acts.

C. The post is used to carry information, using codes, secret witing
and m crofiche.

d. Radi os or communi cations systens are nainly used during operations
in war tinme, but instructions could be transmtted to agents using | ateral
comruni cation systens at any tine such as CB radios or Mdtorola. The
comruni cations through cryptographic systens are used to transmt nessages in
a safe way.

e. "Mai | drops” are hidden secret places used to transmt or safekeep
i nformation and naterial. Most of the services of hostile intelligence put
consi derabl e enphasis in the use of "mail drops".
NOTE: Al ways keep in mnd that mail drops could be done by a m ddl enen and
noved to another mail drop to provide necessary security to the controlling
of ficer.

8. Revi ew t he Financing Method for espionage activities.

a. Limted or unlimted resources are normally avail able for
espi onage operations to the hostile agent.

b. The financial resources will conme fromthe hostile country.

C. The financial resources will be obtained by organi zations or
hi dden busi ness.

d. The financial resources will we obtained by ilegal activities
(bl ack market, drugs, etc).
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e. The financial resources or noney of the target country are
transferred to the country by diplomatic bags, official nessengers, or by
hostil e agents.

f. Bank accounts are established in the target country for the access
of the agent.

E. Prepare an interrogatory plan (Figure 2)

NOTE: Depending on the type of investigation that will be conducted, the
avai l able tine, the investigation plan could require only a nental study, or
could be a witten formal docunent requiring approval previous to the
continuation of the investigation.

1. Plan an investigative agenda detailed for each step of the
operation to:

a. Define the requirenents of the informtion
b. Define the pertinent aspects to be consi dered.
C. Prevent unnecessary investigative efforts.
2. When t he pl an devel ops, consi der:
a. The reason or purpose for the investigation.
b. The assi gned phases of investigation.
C. The investigation type (open, covered).
d. Priority and suspension tine.
e. The restrictions or special instructions.
f. A definition of the problem
g. The nmet hods and sources that could be used (review of files,

I nterviews, etc.)
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NOTE: There is no fixed procedure that could be recommended for treatnent of
an espi onage investigation. One nust determ ne the specific nethod to each

I ndi vi dual case based upon the circunstances of the case.

h. The coordi nation requirenents.

3. Update the investigation plan.

a. Wien new data is di scovered.
b. As a result of continuous anal ysis.
F. Conduct an investigation of the incident based upon the

type, if appropriate.
1. Go to the incident's place.
2. Protect and safeguard the incident place giving appropriate orders

and isolating the place physically. Al non-authorized persons nust be taken
out of the place.

3. Find out the circunstances of the incident by visual observation
to determ ne the investigative approach that will be nost appropriate.

4. I dentify and segregate the w tnesses.

5. ot ai n phot ographs of the place, if required, provide a series of

phot ographs to give the maxi mum anount of useful infornmation and to help the
revi ewer to understand what had happened.

6. Search the place and coll ect evidence, if appropriate. Evidence is
defined as articles or material found in connection with the investigation or
that could help establish the identity of the person or circunstances that
caused the incident, in general, facts that will help uncover the events.

7. Control the evidence obtained.

G Coordi nate and conduct ties with other investigation
agenci es. Coordination is a continuous activity during many of the espi onage
cases.

H. I ntervi ew t he w tnesses.

1. Conduct interviews of witnesses in the place, if appropriate, to
obtain all the pertinent information.
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2. During investigations of the subject, conduct interviews of all
the wi tnesses who coul d have pertinent information or know edge of the case.

NOTE: The nost time-consum ng part of the investigation is the interview,
because through the interview we obtain the greatest part of the information
sour ces.

| . Conduct the review of files.

J. During investigations of incident type, it will be desirable
to make contact with the confidential sources for any information that cones
to your attention.

NOTE: Information regarding the espionage incidents or the present espionage
I nvestigations will be limted only to few persons and only to persons who
need to know the information

K. Conduct the investigative analysis of the facts of the case.
Al t hough, an investigation is basically a collection of facts, the secondary
function is also inportant; the analysis of the facts. The analysis is
established in the review and conpari son of facts fromthe case to develop a
hypot hesi s and conme up with conclusions regarding the identity of the
suspects, circunstances surrounding the incident, and future actions.

NOTE: There are no established procedures to analyze the information fromthe
case to conme up with a solution. One nethod could work as well as anot her

met hod. All nust include the basic function of review, conparison, and

hypot hesi s.

1. Review all information avail able of the case.

a. Pl acenent and correlation of all information.

b. Examine the information to identify the pertinent facts.

C. Determ ne the dependability of the information.

d. Determne the truth of the information.

2. Conpare the information al ready known. (Figure 6)

a. Conpare the available information with the | egal espionage
el enent s.

(1) Identify the information that supports or show the | egal espionage
el ement s.
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(2) ldentify the holes in the information that could be conpleted with
further investigations.
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b. Conpare the informati on obtained fromw tnesses to the infornmation
from other w tnesses or sources.
C. I dentify the possible suspects by conparison of the information.

(1) Identify persons with connection to the incident.

(2) ldentify the "opportunity" forpossible suspects.
("Opportunity”"--the physical possibility that a suspects has of commtting
espi onage acts).

(3) Develop information to prove the notive of each suspect.
(4) Develop information that proves the intent of each suspect.

(5) Develop all the circunstantial evidences and associ ati ons of
each suspect.

NOTE: I n cases of personal subject, the suspect, or possible suspect, is
identified therefore. Therefore all efforts are directed to identify his
connections in espionage acts, his opportunities, notives, and intents. Show
all information and evidence in terns of elenents of required evidences to
support the charges.

3. Show one or nore hypot heses. Hypot heses are theories that explain
the facts and that could be examined in later investigations. The best
hypot heses are selected to resolve the probl em between the infornation
avai |l abl e.

a. Apply inductive or deductive reasoning to show the hypot heses.
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(1) Inductive reasoning involves noving the specific and the
general . Devel op generalities, fromobservations that explain the rel ationship
bet ween events under exam nati on.

(2) Deductive reasoning involves procedures fromgeneral to
specific. Starting with the general theory and applying it to the particul ar
I ncident to determne the truth contained in the theory of the incident.

NOTE: I n both processes, the steps nmust follow a | ogical manner point by
poi nt .

b. If you conme to a point where the deductive reasoning i s not
productive, consider using the intuition. Intuition is the quick, unexpected
act which clarifies a problemwhen the | ogical process and experinentation has
stopped. Intuition nust not be ignored, particularly in difficult cases where
little progress is evident.

C. Put your hypothesis to a test of considerations of probability,
additional information of the wi tnesses and ot her known facts.

d. Elimnate various possibilities systematically considering each
hypot hesi s bet ween:

(1) The opportunity

(2) The notive

(3) Observed activities

(4) Corroboration of the ali bi

e. Sel ect the best hypothesis based in the consistency with the known
facts and the high degree of probability.

f. Exam ne the hypot hesis objectively.

g. Modi fy and refute the hypothesis if contradictions to the evidence
are di scover ed.

4. Determne the direction of the future investigation
activities.
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a. Identify future actions that will exam ne or verify the selection
of the hypot hesis.
b. Ask approval fromthe higher control office to conplete the
identified actions.
L. Conduct vigilance, if appropriate.

M Conduct interviews of the SUBJECT, if appropriate.

N. Conduct interrogations of the SUBJECT, if appropriate.

0. Prepare the appropriate reports.
P. Consi der an investigation successful when:
1. Al information and pertinent material or allegations fromthe

case are discover ed.

2. The physical evidence avail able is conpletely handl ed.
3. All wtnesses were appropriately interviewed.
4. The suspect, if he allows, is interrogated in an effective way.
5. The report of the case was understood, clear and detail ed.
149
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EXAVPLE #1

PRELI M NARY SHEET

PRELI M NARY SHEET DATE/ START OF | NVESTI GATI ON
1. SUBJECT 2. DATE

NAME: RANK, RANK NUMBER
| DENTI TY BADGE: 3. CONTRCL NUMBER:

PLACE/ DATE OF BI RTH:

4. TYPE AND PURPOSE OF | NVESTI GATI ON:

5. LEADS TO BE VERI FI ED:

6. | NFORMATI ON FROM HI STORY:

7. SPECI AL | NSTRUCTI ONS:

7. AGENCY
REQUESTI NG | NFORMATI ON AGENCY PREPARI NG REPORT
OFFI CE OFFI CE
SI GNATURE ( AUTHORI ZATI ON) SI GNATURE ( AUTHORI ZATI ON)
PERSON S NAMVE NAMVE OF AUTHORI ZED PERSON

ADDI TI ONAL DOCUMENTS ENCLOSED ADDI TI ONAL DOCUMENTS ENCLOSED
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EXAVPLE #2
I NVESTI GATI VE PLAN

1. REASON FOR | NVESTI GATI ON:

2. TYPE OF | NVESTI GATI ON: LI M TED
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3. | NVESTI GATI ON W LL BE CONDUCTED: DI SCRETELY (Safety will be t h e
mai n

factor

during

t he

i nvest

igatio

n).
4. PRI ORI TY:

5. SPECI AL | NSTRUCTI ONS
a.
b.

6. | NFORMATI ON G VEN:

7. SEQUENCE OF | NVESTI GATI ON:

a. Conduct review of local files.
b. Exam ne the subject's mlitary and nedical files.
C. Interview the foll ow ng persons:

(1) Carry out the review the nei ghborhoods

(2) Carry out the review of the financial or credit reports.
NOTE: The plan nentioned above nust have flexibility, it is only a guide.
Each case nust be treated individually. Your plan could be simlar, shorter or

| onger, but this will depend upon the requirenents dictated in the Prelimnary
sheet .
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CHAPTER XVI |
SABOTAGE | NVESTI GATI ON
| NTRODUCTI ON:

To understand the inportance of a sabotage investigation you nust al ways
think that the sabotage act is the intent to cause harm intercept, or
obstruct by the desire to cause harmor destroy or intent to destroy material,
installations, or utilities with regards to the national defense.

GENERAL FACTS:

A | DENTI FY THE | NVESTI GATI ON REQUI REMENTS:

1. Use various reports fromother agencies to identify the
requirenents so that the counter intelligence elenments could start an

i nvestigation of the sabotage act. These reports could be found in the
fol |l owi ng agenci es:

a. Mlitary police

b. Crimnal Investigation Divisions

C. Local G vil Authorities

d. The superior authority/supervisor in charge of the facility where
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t he sabotage occurred.

e. Confidential sources that could testify that a particul ar incident
was i ndeed a sabotage act.

2. Review the Prelimnary Sheet (PS), prepared to be distributed by
the Central Intelligence Ofice, to identify the investigative requirenents:

a. The PS has information collected during an investigation that may:

(1) Require further investigation and devel opnent.

152
LN324-91
FI GURE/ EXAMPLE #1
PRELI M NARY SHEET
PRELI M NARY
SHEET DATE | NVESTI GATI ON STARTED
1. SUBJECT/ THEME 2. DATE

3. CONTROL OR FI LE NUMBER

4. TYPE AND

REASON FOR | NVESTI GATI ON

7. AGENCY REQUESTI NG 8.  AGENCY PREPARI NG REPORT
OFFI CE OFFI CE

ADDRESS ADDRESS

FOR & ACTI ON FOR @ ACTION (1M
AUTHORI ZED S| GNATURE AUTHORI ZED S| GNATURE
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NAVE AND RANK NAVE AND RANK
8. CONVI NCI NG DOCUMENTS CONVI NCI NG DOCUMENTS
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4, To condem a person for an act of sabotage during peace tine, you

have to prove that he had tried to cause harm descri bed above. In war tine it
Is sufficient to prove that the person had know edge that his act will affect
the "war effort".

5. I f nore than one person conspires to carry out a sabotage act and
one of themis captured while carrying out the plans of the act, all could be
accused and condemmed for the sabotage act.

C. DETERM NE THE TYPE OF SABOTAGE | NVESTI GATI ON THAT W LL TAKE PLACE

1. PASSI VE SABOTAGE: This type of sabotage involves the passive
resi stance of the population and it could be |local or at national |level. The
passi ve sabotage is not so organized so that persons or groups are assigned
specific m ssions: neverthel ess, the population reaction is the result of
propaganda, well organi zed propaganda by a subversive group that is well
organi zed. In other words, the passive sabotage is when a population locally
or nationally has been convinced by a propaganda group to carry out or to
all ow the acts previously described that could be classified as sabotage acts.

2. ACTI VE SABOTAGE: This type of sabotage is characterized by viol ent
sudden actions with visible results and which commonly turn into conflicts
with mlitary forces. Wthin this category, we found the foll ow ng physi cal
fornms of sabotage:

a. Fire sabotage: |s when conbustible materials are used to cause
fires and destroy governnent properties. This is normally considered as an act
of vandalismor a comon crimnal act.

(1) This act changes from vandalismto sabotage when it is
proven that it took place with the purpose of affecting the national defense,
the war or the war effort.

b. Expl osi ve sabot age:
(1) Inthis type of sabotage explosives are used to destroy or

neutralize targets that are resistant to fires and to obtain the maxi num
quantity of destruction at the m ninmumtine.
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(2) Targets that are sensitive to expl osive sabotage are:
(a) Bri dges
(b) Tunnel s
(c) Railroads
(d) Shi ps/ boat s
(e) Heavy equi pnent
() I ndustrial machinery
C. Mechani cal sabot age:

(1) the mechanical sabotage is easier to maintain since it does
not require instrunents or special tools, and normally is directed agai nst
rail roads, ships or industrial facilities.

(2) The nechanical sabotage is nornmally classified within one of
the foll ow ng categories:

(a) Destroy/break/tear

(b) Inserting materials or abrasive substances such as, sand,
soil, etc., into lubricants and vehicle's fuels.

(c) Omssion acts. This consist of not doing sonmething so that a
mechani cal equi pnent stop working. Not lubricating a notor so as to damage it,
not adjusting a nechanical part so that when the notor is turned on it wl|l
st op wor ki ng.

(d) Substituting real parts for fake parts in apparatus or
vehicles. Ce) Contam nation of lubricants or fuels.

d. Bi ol ogi cal, chem cal and nucl ear sabot age:

(I') The sabotage with biological agents is know as "bi ol ogi cal
warfare", and is considered as the introduction of living organismand its
toxic products in the environment with the purpose of causing death, inpede,
or harm peopl e, animals or crops.

(2) Sabotage using chem cal agents is know as "chem cal warfare:

and is considered as the introduction of chemcals to the environment to cause
deat h, inpede, or harm people, animls or crops.
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(3) Sabotage using nuclear weapons, could just with its

destructive capacity, cause serious damage or destruction to property,
materi al s and persons.
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D. PREPARE AN | NVESTI GATI ON PLAN: (See exanpl e #2)
1. Initial plan:
a. Det erm ne the purpose of the investigation.
b. Determ ne the place of the incident.
C. Det erm ne what official docunents are required to travel to
the place where the incident took place (passport, visa, etc.)
d. Make arrangenents to get these docunents.
e. Determine priorities, if any, that exist in regards to the
case being investi gat ed.
f. Determne if any restrictions or special instructions are
necessary.
2. Modi fy the investigation plan according to how you could obtain

nore information.
F. CARRY OUT THE | NVESTI GATI ON:
1. Go to the place where the incident took place.

2. Wite down the date and tine you arrived to area and the
weat her conditions.

3. Visually search the area to try to find wounded persons and:
a. Coordi nate nedi cal attention
b. Wite down identity of the wounded, so as to possibly
question them |l ater.
C. Coordi nate transportati on of wounded persons to nedica
facilities.
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( FI GURE/ EXAMPLE #2)
| NVESTI GATI ON PLAN

1. PURPOSE OF THE | NVESTI GATI ON:
2. TYPE OF | NVESTI GATION: Limted

3. THE | NVESTI GATI ON W LL TAKE PLACE IN THE FOLLOWN NG MANNER:
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(Di scretely)
4. PRIORITY: 30 days after having received the prelimnary sheet.

5. SPECI AL | NSTRUCTI ONS

a.
b.
6. | NFORVATI ON PROVI DED:
7. | NVESTI GATI ON SEQUENCE:
a. Carry out the review of files.
b. Exam ne the nedical and mlitary files of suspect.
C. Interview the foll ow ng persons:
(1)
(2)
(3)
d. Carry out the investigation of the nei ghborhood.
e. Carry out the review of credit bureaus.

NOTE: THE PLAN DESCRI BED ABOVE MJST BE FLEXI BLE AND I TS INTENTION IS ONLY TO
BE USED AS A GUI DE. EVERY CASE MUST BE TREATED | NDI VI DUALLY. YOUR PLAN COULD
BE SIM LAR, SHORTER OR LONGER ACCORDI NG TO WHAT THEI R OAN REQUI REMENTS.
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4, Coordinate work with other investigation agencies that are present
in the incident area, or if they should arrive later.

5. I dentify and search a road for the nedical personnel to use when
arriving to the place where there are wounded and/ or dead persons.

6. Do not allow the corps to be covered since this could destroy
evi dence.
7. Protect the area of the incident using persons to maintain the

curious passersby away fromthe area and to avoid that w tnesses, suspects and
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victins destroy evidence.

8. Protect all that could possibly be destroyed by fire, rain or any
ot her thing, such as footprints, etc.

9. Find the possible witnesses in the area.

10. Ask and wite down the identity of the w tnesses.

11. Separate the possible witnesses and take them outside the incident
ar ea.

12. Carry out questioning/prelimnary interviews of witnesses to
det er m ne:

a. How rmuch know edge t hey have of the incident.

b. Movenents that the witnesses have done in the incident area.

C. Any tool that the w tnesses or other persons have possibly
t ouched.

12. Wite down all the pertinent facts:

I dentify the persons involved or that were involved in the area.
Initial inpressions or observations.

Take photos of the area in all angles.

Take photos of the persons in the vicinity of the area.

aoow

13. Search the incident area and adjacent areas to collect all evidence
using the search patterns nore useful in the area.

a. Pay particular attention to fragile traces of evidence that could
be destroyed if not collected i mediately.
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b. Carefully exam ne all objects or areas where there nay be | atent
fingerprints and make sure that a follow up is done of this fingerprints.

C. Take photos or prepare inprints that could have val ue as evi dence.
(Exanpl e: shoe prints, or boot prints on the ground could indicate the anmount
of persons involved in the incident).

d. Treat stains or accumulation of liquids as evidence and wite down
its place and take photos of them

e. Treat any tool as evidence until this could be found to the
contrary.
14. Collect, mark for identification and process the evidence.
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F. Transfer the evidence to the crimnal |aboratories and proper
agenci es to eval uate such evi dence.

G Carry out the review of files.

H. Carry out the interviews with "Wtnesses" that are necessary:
1. To obtain nore information about the incident.

2. To devel op new | eads and/ or sources.

l. Prepare Prelimnary Reports, if necessary.

NOTE: THE PRELI M NARY REPORTS ARE PREPARED WHEN THEY ARE REQUI RED BY THE SOP
OR | F AN ORDER | S RECEI VED FROM THE H GH COVIVAND.

J. Cont act your confidential sources of information.

K. Carry out an analysis of the information in the case to identify
t he suspect. Even though an investigation is basically a collection of
i nformation, the analysis of such information is a secondary function. This
analysis is the review and conpari son of infornmation obtained to develop a
hypot hesi s and conme up with conclusions that could be used in identifying the
suspects and determ ning the circunstances of the incident and future actions.

NOTE: THERE IS NO FI XED PROCEDURE | N THE ANALYSI S OF | NFORVATI ON OF A CASE TO
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ARRI VE AT A SOLUTI ON. ONE METHOD COULD WORK AS WELL AS THE NEXT. NEVERTHELESS,
ANY OF THE METHODS USED MUST HAVE THE BASI C FUNCTI ONS OF: ( REVI EW COVPARE,
AND MAKE A HYPOTHESI S) .

1. Review all the information in the case:
a. Arrange in an orderly fashion all the information.
b. Examine the information in detail to identify the pertinent facts.

(1) Determne the dependability of the information.
(2) Determine the truth of the information

2. Conpare the information known:
a. Conpare the available information with the | egal aspects of
sabot age.

(I') Identify facts/evidence that support or prove the | egal
el ements of sabot age.

(2) ldentify vulnerabilities in the information that could
require further investigation.
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b. Conpare the information obtained fromw tnesses with such obtained
by other w tnesses and sources.

C. | dentify possible suspects through the information conparison.

(1) Identify such persons that have connection with the incident.

(2) ldentify information that supports or proves the
"OPPORTUNI TY" that possible suspects may have. (Ask yourself: Is it physically
possi bl e that the suspect could have comritted the act of sabotage?)

(3) ldentify information that supports or prove "MOTI VATI ON' by
each suspect.

(4) Ildentify information that proves "INTENT" by part of the
suspects.

(5) Identify all circunstantial or association information
related with each suspect.

(6) Evaluate all information and evidence in regards to the test
el ements required to support the sabotage accusati on.
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3. Show one or nore hypot heses. The nost possi bl e hypot heses are
sel ected to solve a problemaccording to the information and avail abl e
evi dence.

a. Apply deductive and inductive reasoning to show your hypothesis.

(1) I'nductive reasoning involves noving fromthe specific to the
general . Devel op a generalization of the information being eval uated that
could explain the relationship between events under investigation.

(2) Deducti ve reasoni ng i nvol ves noving fromthe general to the
specific. Start with a general theory and apply it to the particular incident
to determne if the truth of the incident is part of the theory.

NOTE: VHEN USI NG DEDUCTI VE AND | NDUCTI VE REASONI NG THE MOVEMENT FROM ONE
PO NT TO ANOTHER MJUST BE DONE LOG CALLY.

b. During the study of information to show a hypothesis, the concept
of intuition nust be considered. Intuition is an internal and sudden sol ution
towards a problem Intuition frequently clarifies a problemwhen there is no
progress through | ogic.

C. Submt the hypothesis to probability tests, additional information
of other w tnesses, and other data al ready known.

d. Elimnate the possibilities through the systematic conpari son of
the hypothesis with the follow ng consi derati ons:

(1) Opportunity
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(2) Modtivation
(3) Cbserved activities
(4) Corroboration of the suspects' bribes

e. Sel ect the best hypothesis based in the consistency of data
conpared and the high degree of probability.

f. Test the hypot hesis objectively.
g. Modi fy and/or refute the hypothesis if information to the contrary
I's found.

4. Determne the requirenent/direction of the future investigation
activities.
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a. | dentify what could support or prove the hypothesis sel ected.
b. Get the approval of the Control Ofice to initiate actions that
have been identified.
L. Carry out the follow up, if necessary.

M Carry out the personnel interviews if necessary.

N. Carry out a Cl interrogation of suspects, when there is
suspicion in regards to the identity of a person

0. Prepare and distribute the required reports.
P. You may consider that the investigation was successful when:
1 Al the information and material related to the case has been

discovéred and devel oped.

2. The physical evidence avail abl e was handl ed.

3. Al'l the witnesses were intervi ewed.

4. The suspect was properly interrogated.

5. The case has been reported in a clear, exact and intelligible
manner .
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CHAPTER XVI I |
PREPARI NG AGENT' S REPCRTS
| NTRCDUCT! ON:

After the Cl agent finishes an investigation or part of the
I nvestigation, the followng step is to wite dow all the information in a
report, which is known as the Agent's Report. The preparation of this report

requires a great effort and skill fromthe agent. To know how to prepare a
good agent's report is one of the requisites and duties of any counter
intelligence agent. In this chapter we will discuss all the areas and rul es

t hat govern the proper preparation of an agent's report.
GENERAL FACTS:

NOTE: For effects of this chapter we will use as exanple an agent's report,
see the format that appears in EXAVPLE #1.

A COVPLETE BLOCK #1: (NAME OF SUBJECT OR TI TLE OF I NCI DENT)

NOTE: Typewite all the information in this block as close as possible to the
left margin arid bel ow bl ock #1.

1. THE TITLE BLOCK in this report is always the sane that
appears in the prelimnary sheet (refer to previous exanples), or of any
pertinent investigative report, with only two excepti ons:

a. Change the title block to include alias or any other essenti al
i nformati on devel oped during the investigation.

b. Change the title block to change any error in the prelimnary
sheet. Al changes and corrections will be witten down in Section "Agent's
Not es” of the report.

2. When there is no prelimnary sheet, or any other investigative

reports in regards to this case, prepare the title block in the follow ng
manner :
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(2) Wite down the answer to the question "Were" in the second I|ine.

(3) Wite down the answer to the question "Wen" in the third |ine.

B. Wite down the date in which the report was prepared in block #2
(day, nonth, year).
C. Wite the control nunber in block #3 (CONTROL NUMBER OR FI LE
NUVBER)
1. I f you have a prelimnary sheet the nane that appears in

bl ock #3 of the sheet could be used in this report as well.
D. Conpl ete bl ock #4 (Report of Findings): (SEE FI GURE/ EXAMPLE #1)
1. Use this block to wite down the information obtained during
the investigation. This is the nost inportant part of the Agent's Report and

must :

a. Show in detail all the facts that the source brought. Wite down
as facts as facts and opi nions as opi ni ons.

b. It nust be pertinent and directly related to the investigation.

C. Be witten clearly, orderly and clearly understood to avoid wong
interpretations of facts.

d. Be inpartial, and include favorable and unfavorabl e information
devel oped during the investigation.

e. Be concise and to the point. Describe exactly the activities and
attitudes of the SUBJECT. Avoid uncl ear phrases.

f. Be conpl et e.
2. Normally, wite the report:
(1) In narrative style

(2) Using third person (grammatically)
(3) Using the sinple past.
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3. PRI VACY PHRASES: (SEE FlI GURE/ EXAMPLE #2)
a. According to Figure #2 select and wite down the nost appropriate

privacy phrase.
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b. Wite down the phrase in the third |line where block #4 starts.
C. Leave 15 spaces where the left margin of the report.
d. This phrase is witten entirely in capital letters.

4. DESI GNATI ON OF PHRASES: (SEE FI GURE EXAMPLE #3)

a. Sel ect the appropriate phrase on Figure #3 and wite down in
parenthesis according to the description in Figure #1.

b. It is witten two spaces under the Privacy Phrase.

5. Start the Introduction paragraph which has the information
about the SOURCE, including identity, enploynent and address.

a. Thi s paragraph starts in the sane |ine of the Designation Phase.

b. In the right margin of the report, allow a blank area of at |east
five spaces to wite down the word (LEAD) if necessary. (A LEAD is any
information collected during the investigation that requires further
devel opnent. It could be a nane, address, or whereabouts of a person or
or gani zati on.

C. Wite down the specific information in the Introduction Paragraph
according to the type of report. (SEE FI GURE/ EXAMPLE #4, TO SEE WHAT
| NFORVATI ON COULD BE USED ACCORDI NG TO THE REPORT TYPE AND | N WHAT ORDER)

d. Wite the |ast name of the SUBJECT in capital letters in the
report's text always.
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FI GURE/ EXAMPLE #1
AGENT REPORT FRQOM
1. SUBJECT NAME OR Tl TLE OF | NCl DENT2. DATE
RAM REZ. Juan O 15 May 1988
TCC: TORRES, Antonio O 3. CON. NUMBER

CPT, 000-00-000
FLDN: 9 March 1956, San Sal vador, ES

4. REPORT OF FI NDI NGS:
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WRI TE HERE THE PRI VACY PHRASE USI NG CAPI TAL LETTERS.

(PHRASE DESI GNATION) Here starts the introduction paragraph under the
privacy phrase and in the sane |ine of the designation phase. Allow a space in
the right margin to wite the word (LEAD) when one cones up during the
i nvestigation. (LEAD)

If there are nore than one paragraph allow two spaces between the
par agraphs and prepare the first the sanme as the second.

(RUMORS | DENTI FI CATION) Runor information is witten down in a separate
paragraph and is indicated wiwth the phrase RUMORS | NFORVATI ON i n parent hesi s.

AGENT' S NOTES: Here you wite down all the notes or commentaries that
the agent has in reference to the source or the case. The agent's notes are
used only once in the report.

5. NAVE AND CRGANI ZATI ON OF AGENT 6. AGENT' S SI GNATURE
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FI GURE/ EXAMPLE #2

PRI VACY PHRASES

THE SOURCE DI D NOT HAVE AN OBJECTI ON THE | NFORVATI ON CONTAI NED

| DENTI FYI NG HI S | DENTI TY TO THE IN THI S REPORT | S OBTAI NED
SUBJECT. FROM CIVIL FI LES.

THE SOURCE RECEI VED A PROM SE OF THE | NFORMATI ON CONTAI NED I N

CONFI DENTI ALI TY AS A CONDI TI ON TH S REPORT |'S FI NANCI AL

OF H S COOPERATI ON W TH QUR | NFORMATI ON AND W LL NOT BE

I NVESTI GATI ON. REVEALED TO ANY OTHER ACGENCY.

THE | NFORMATI ON CONTAI NED I N
TH S REPORT WAS OBTAI NED | N
OFFI G AL FI LES FROM THE GOVERNMENT.

THE | NFORMATI ON CONTAINED IN THI' S
REPCRT WAS OBTAI NED FROM PUBLI C
FI LES.

THE | NFORMATI ON CONTAI NED IN THI S
REPCORT WAS OBTAI NED FROM M LI TARY
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VEDI CAL FI LES.
THE | NFORMATI ON CONTAINED IN THI' S

REPCRT WAS OBTAINED I N M LI TARY
FI LES FROM THE PERSONNEL OFFI CE.
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FI GURE/ EXAMPLE #3

DESI GNATI ON PHRASES

( SUSPECT' S | NTERROGATI ON)

(FI LE REVI EW OF LOCAL AGENCI ES)
(M LI TARY SERVI CE)

( MEDI CAL FI LES)

(M LI TARY FI LES)

(Cl VI LI AN PERSONNEL FI LES)

(Cl TI ZENSHI P)

( Bl RTH)

(CREDI T REFERENCE/ WRI TTEN DOWN)
( CREDI T REFERENCE/ DEVELOPMENT)
( PERSONNEL REFERENCE/ WRI TTEN DOWN)
( PERSONAL REFERENCE/ DEVEL OPED)
( NEI GHBORHOOD CHECK)

(SUBJECT' S | NTERVI EW

( EMPLOYMENT SUPERVI SOR)
( CO- WORKER)
( EMPLOYMENT FI LES)
( EDUCATI ON FI LES)
( EDUCATI ON | NTERVI EW
( DEVELOPNMENT/ EMPLOYMENT SOURCE)
( DEVELOPVENT/ RESI DENCE SOURCE)
( DEVELOPNVENT/ EDUCATI ON' SOURCE)
(M LI TARY COVRADE)
(M LI TARY FILES REVI EW
(M LI TARY SUPERVI SOR)
( COWWANDER)
(FI RST SERGEANT)

( POLYGRAPH TEST)
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e. Use the conplete nanme of the SUBJECT in the first sentence of the
i nt roducti on paragraph.

6. Conpl ete the rest of the report, witing down all the information
about the SUBJECT obtained during the investigation. The exact report fornat
will be determ ned by the type of report. Below, we list various formats for
the different types of reports:

a. | NVESTI GATI ON REPORT OF PERSONNEL SECURI TY:

1) Enter the associ ation paragraph which has a conpl ete and conci se

descripti on between the Source and the SUBJECT

(a) Thi s paragraph nust be answered with the questions in figure #5 as
a mnimm which will establish the nature, degree and length of its
associ ation. (SEE FI GURE/ EXAMPLE #5)

(b) Wite down the |ast nanme of the SUBJECT the first tinme it comes up
I n the association paragraph. After nmentioning for the first tinme, it could be
referred to it with the word SUBJECT.

2) Bet ween the history paragraph which contains information of the
SUBJECT' S hi story, such as:

(a) Date and birth pl ace

(b) Fam |y situation/ marriage
(c) Mlitary service

(d) Resi dences

(e) Educati on

(1) Enpl oynent

(9) Associ at es

NOTE: Information areas that are not covered during the interview could be

used to include the first sentence |ike: (The source could not provide nore
i nformati on about the education, residence, enploynent of the SUBJECT).
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NOTE: The history information nust be witten down chronologically, that is in
the time franme they occurred.

170

LN324-91

3) Bet ween t he LI DMC paragraph, which contains favorable and
di sfavorable information in regards to loyalty, integrity, discretion, noral
and character of the SUBJECT. (This is known as LIDMC) Areas that enter or are
di scussed in the LIDMC paragraph are:

Sexual noral Non- prescri bed nedi cati ons
Et hi cs Financial stability
Honesty | nproper gai ns

Integrity Pol i ce agenci es

Maturity Gover nnent overt hrow

Di scretion Deny civil rights

Char act er Ot her organi zati ons

Mental stability Foreign travels

Enotional stability Friends/foreign friends
Betting For ei gn busi ness connecti ons
Al cohol i ¢ beverages Loyalty

Dr ugs

NOTE: Answer all the questions on the thenes nentioned above even though the
SUBJECT gi ves you a negative answer such as (I DON T KNON. The negative
answers are included in the report in the |ast sentence, ("THE SOURCE did not
provide information about the SUBJECT' S foreign travels").

4) Bet ween t he RECOMVENDATI ON par agr aph such as the | ast paragraph of
t he personal security investigation report.

(a) Thi s paragraph contains the recomendati on fromthe source in
regards to if he recommends that a position of trust and responsibility is
given to the SUBJECT.

(b) Use the SUBJECT' S conpl ete nanme and not the word SUBJECT in the
first phrase of the reconmendati on paragraph.

(c) A source could be give one of four recommendati ons:
(1) He coul d decline to recommend him "The Source refused to give a

recommendation in regards to Arturo G RIVAS, for a job in a position of trust
and responsibility since he has only known hin for (8) weeks.
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(2) Coul d give a favorabl e recommendati on: "The Source recomended
Arturo G Rivas for a position of trust and responsibility with the nationa
gover nment ".

(3) Coul d give a non-favorable recomendati on: "The Source did not
recommend Arturo G RIVAS for a position of trust and responsibility with the
nati onal governnment due to his dishonesty and | ack of integrity. The Source
made a sworn declaration and was willing to appear before a hearing or tria
in regards to the SUBJECT. "

(4) Coul d give a qualified recommendation: "The Source recommended
that Arturo G RIVAS is considered favorably for a position of trust and
responsibility with the national governnent, under the condition that he
(RIVAS) control his drinking habits. The Source made a sworn decl aration and

was W lling to appear before a hearing or trial in regards to the SUBJECT.
b. Files review
1) The format will depend upon the type of file being revi ewed:
(a) The information obtained fromthe normal files will be presented

in a tabul ated manner (SEE FlI GURE/ EXAMPLE #6) .

(b) The informati on was al so presented in a narrative manner. (SEE
FI GURE/ EXAMPLE #6)

(c) A conbination of narrative and tabul ation could be used. (SEE
FI GURE #6) .

C. Incident, conplaints, or limted investigations:

(1) Wite down one or nore information paragraphs that describe the
cl ear and conplete story.
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(2) Present all information in chronol ogi cal order
(3) Answer the follow ng questions to develop all the information

(a) Wo
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(b) What

(c) Wher e
(d) When
(e) Wy

(f) How

d. When a report is long and there is not enough roomin the first
page:

(1) Al'low at | east half inch of space in the |ower part of the report
and wite down (continued) between parentheses on the | ower part bel ow the
report. (If there is need to include classified information in this report,
allow at | east one inch of space.

(2) The report could be continued using the sane format on the first
page with the same information in blocks 1-3 and from 5-6.

7. Wite down the Runors' Information if applicable: (SEE
FI GURE/ EXAMPLE #1) :

a. Use this paragraph when devel oping runors or information such as
t hat .

b. When the original source of the information could not be
det er m ned.

C. When | eads that could verify or deny this information could not be
I dentifi ed.

NOTE: Put the paragraph (Runors' Information) in the Investigation of Personal
Security reports between the LIDMC paragraph and the Associ ati on paragraph.

8. Enter the agent's notes paragraph:

a. Thi s paragraph helps officials that review the report to eval uate
the information, and call the pertinent discrepancies to attention.

(1) Di scuss the reason why a | ead was not devel oped or why a
particular |ead could not be devel oped.
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(2) Wite down facts of your (Agent) personal know edge that could
help to clarify the incident.

(3) Wite down the pertinent information fromthe Source and do not
di scuss the rest of the report.

(4) From your personal opinion of the SUBJECT, or the information

acquired fromhim if it is necessary to clarify sonme doubts. It nust be
specified that this is only the Agent's opinion.
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(5) Di scuss any existing discrepancies in the Personal Hi story of the
SUBJECT.

(6) Di scuss the condition in which the files reviewed were found, if
this affects its validity or not.

(7) Expl ai n and di scuss any work or phrase that is difficult to
under stand normal | y.

(8) Call attention to conflicts or discrepancies in the different
stories that cone up fromthe investigation in regards to the sane
I nformation. Wite down your personal opinion about which of the stories you
personally think has nore validity.

(9) Indicate if any of the sources have the sane |ast name or are
related. (Only if it applies in the report).

b. Do not use the Agent's notes to:
(1) Provide nmuch information that is not pertinent to the case.

(2) Poi nt out the m nor discrepancies in the Personal History of the
SUBJECT.

(4) Describe the difficulty you had to find a source.
(5) I ndi cat e recommendati ons.

E. COVPLETE BLOCK #5: (NAME AND ADDRESS OF THE ORGANI ZATI ON OF THE
SPECI AL AGENT) (SEE FI GURE/ EXAMPLE #1)
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F. EDI T/ REVI EW YOUR REPORT ACCORDI NG TO THE FOLLOW NG RULES:
1. Structure of the sentences and their contents:
a. The sentences nust be:
1) cl ear
2) conci se
3) sinpl e
4) i nparti al
b. The sentences nust not contain:
1) Local idions
2) Vul gar words (Unl ess you are quoting the SUBJECT' S exact
wor ds) .
2. The correct use of the work SUBJECT, and the nane of the person

who is interview ng:
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a. Always wite the nanme of the person interviewed in capital
letters.
b. The word "SUBJECT" in capital letters could substituted the name

of the interviewe, except:

1) In the first sentence of the introduction and recomendati on
par agr aphs.

2) The first time the interviewee is nentioned in the association
par agr aph.
C. Wite in capital letters all the pronouns that are used to refer

to the SUBJECT. EXAMPLE: (HE, SHE)
3. The appropriate use of the word " SOURCE":

a. Wite down the nanme of the source normally when it its nentioned
in the report, wthout using capital letters.

b. You may substitute the word "Source"” with only the "5" in capita
| etters when nentioning the source in the report.
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C. If you wish to use the pronoun to refer to the Source, wite the
first letter in capital letters, "He", "She".

4. The appropriate use of the nanes of other persons nmentioned in the
report that are not the "SUBJECT or the Source

a. The first time another person is nentioned in the report, you nust
conpletely identify him including the conplete nane, enploynent address,
residential address or any manner in which we could contact him

b. After identifying the other persons for the first time, you could
refer to themin the rest of the report using only their |ast nane, unless
when two persons have the sanme | ast nane, then you nust identify themwth
their conpl ete nane.

C. If only the | ast nanme of the person is known, wite down FNU which
means, FI RST NAME UNKNOWN, EXAMPLE (FNU Gonzal ez).

d. If you only know the first nane of the person, wite down LU
whi ch neans LAST NAME UNKNOWN, EXAMPLE (Raul LU)

e. Never use FNU, LU, together. If you do not know the nane of the
person, indicate it in the follow ng manner.
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"The SUBJECT was nmarried with a wonan, unknown nane. .

f. If a source is not sure as to howto spell a nane, wite down the
word "Phonetics" in parenthesis after the name. This neans that the nane was
spel l ed by sound only.

g. | ndi cate the mai den names of the women in the foll ow ng manner.
(Maria Gonez, N CGonzal es) This means that the nmaiden nane of Maria is
Gonzal es.

h. Do not identify the confidential sources by their proper nanes.

Use the nunmbers or code nanmes only. Do not use phrases in the report that
could identify, or help find a confidential source in your reports.
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5. CAPI TALI ZATI ON: When you are preparing the Agent's report you mnust
follow the following rules in regards to witing words and capital letters.
Capitalize:

a. The first word of each sentence.
b. The first letter of the word "Source".
C The first letter of proper nanes, places, countries, races,

| anguages, nonths, and days of the week.

d. All letters of the SUBJECT' S | ast nane.

e. Al'l the words in the PRI VACY PHRASE

f. The word SUBJECT.

g. Al'l the PHRASES OF DESI GNATI ON.

h. Al the classifications of security (CONFI DENTI AL, SECRET, ULTRA-
SECRET) .

i Pronouns when they are substituted by the SUBJECT' S nane (HE
SHE)

j - Nanmes of all the political parties and organizations (Liberal
Party).

K. Al the titles before the names (Dr., Att., Ml.)

1 Titles of rank, office, or profession if acconpani ed by nanes,

(GONZALES, Raul, JCS, Joint General Staff).
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m Nanmes of regions, |ocations, or geographic structures, (East,
West, North).
n. The names of organi zations formally structured and establi shed.

(Joint Ceneral Staff, Departnent of National |nvestigations, National Police,
etc.)

0. The names of | anguages, (English, Spanish, French, etc.).
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p. The nanes of schools, universities, (Santa Maria School,

University of El Sal vador, etc.)
g. Uni versity degrees, (Master in Medicine, Law, etc.)
6. DO NOT CAPI TALI ZE THE FOLLOW NG

a. Nanes of studies/courses (mathematics, history, biology, chemstry)
except | anguages (English, Spanish, French, etc.).

b. Descriptive terns to show addresses, (over, below, at |eft, at
right).

7. The use quotation marks " " "

a. Do not use quotation marks to show common ni cknanes, unless it is

used with the full nanme of the person. (Herman "Babe" Ruth).

b. Do not use quotation marks with names of newspapers and nagazi nes,
underline them (El Diario).

8. Use of conmmas:
a. Use commas between cities and country, (San Sal vador, E
Sal vador) .
b. Use a conma to separate absol ute phrases, (Juan Jinmenez, the

richest man in the world, was arrested yesterday).
9. Under | i ne:

a. Underline words in another | anguage, followed by the translation
to Spanish in parenthesis, (He worked at the Post O fice (Correo).

b. Underline any information devel oped during the interview that is
different than that which appears in the SUBJECT/ Tl TLE bl ock.
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9. The use of short titles:

a. To use short titles neans to take the first letter in each nane of
an organi zation or theme and to wite themin parenthesis, later, the short
title could be used in the report:

EXAMPLE: "The Source works in the Joint CGeneral Staff of the Arned
Forces (JGSAF), of El Sal vador (ES).

b. As soon as the short title is established it could be used wi thout
the parenthesis. Only use the parenthesis when nentioning the short title for
the prist time. EXAMPLE: The Source said that the SUBJECT al so worked at
JGSAF, ES.

C. The short titles are used for schools, units and mlitary
i nstal | ati ons.

d. Never use short titles for person's nanes.
e. Do not use short titles if the phrase will only be used once in
the report.

10. Abbr evi ati ons:
a. Do not use nmany abbreviations in your reports.

b. If you use abbreviations, spell out the conplete word the first
time nmentioned in the report, and |ater use only the abbreviation.

C. Do not abbreviate mlitary ranks if they are nmentioned al one
W thout a name, (The nan was a captain). You nay abbreviate when it is
acconplished by a nane, (The CPT Ramrez is a good soldier).

d. Never abbreviate the nonths in the year and use the conplete year
in your reports, (the 15 May 1988).

11. The use of nunbers and nuneral s:

a. When using nunbers fromone to nine, spell themout, (one, two,
three, four,...nine).

b. From ni ne on you may use nunerals (10, 11, 12, 13, etc.).

C. Use nunerals to descri be:

(1) Suns of noney. The anobunt does not natter always use nunerals.
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(2) Nunmbers in streets in addresses, (50th Street).
(3) Apartnment and room nunbers.

(4) Tenperature degrees, prices, percentages, etc.
d. Do not use nunerals:

(1) When starting a sentence, spell out the nunber, (Four terrorists
wer e captured yesterday).

e. Use the followng rules for the mlitary reports:
(1) Use the military formof witing the time (According to your SOP)
(2) The units, conpanies, squadrons, reginents, etc., could be

abbrevi ated and are not placed in nunerical order when nentioned in the
report. (He belongs to the 1st Squadron, 2nd Conpany, Cavalry Reginent).

G Conpl ete Bl ock #6 (SI GNATURE)

1. Si gn your nane the sanme way in which it appears witten in block #
5.

2. Al'l reports require an original signature in each page, do not use

carbon paper or stanps when signing the report.

H. Mark all the pages of the report with its appropriate
classification. (The classification will be selected according to the
requi rements of your SOP)

l. Send the conpleted report to the Control Ofice.
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FI GURE/ EXAVPLE #4
EXAMPLES COF | NFORVATI ON FOR THE | NTRODUCTI ON PARAGRAPH

1. SOURCE' S | NTERVI EW (| NVESTI GATI ON OF HI STCRY) :

( DESI GNATI ON PHASE) : Interview date; identity of interviewed person
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(nanme, occupation, residence, rank, serial nunber, position); and the place
where the interview took place. The reason for the interview, and the
associ ation and period of know edge between the SUBJECT and the interviewer.

2. SOURCE' S | NTERVI EW (I NVESTI GATI ON OF THE | NCI DENT) :

Interview s date; conplete identity of the source; interview place, and
i f necessary, the reason for the interview

3. FOLLOW UPS:

Date, length, followup type and any information with respect to persons
under followup (observation); place, and the identity of the persons that are
handling the followup. If the situation requires the protection of the
identity of the persons (wi thout counting the agents), a code reference nust
be used.

4, SUBJECT | NTERVI EV\&:

( DESI GNATI ON OF PHASE); date of the interview, identity of the SUBJECT
(compl ete nane, rank, serial nunmber/identity nunber, position, enploynent
pl ace and residence address and enpl oynent place); sworn declaration of truth;
i nterview place; purpose for the interview, notice of legal rights; notice of
need to have a witten sworn decl aration by the SUBJECT.

5. REVI EW CF FI LES:
( DESI GNATI ON PHASE) ; review date; finding the files, office or any
pl ace, nane and position of the person who brought access to the files,

conplete identity of the file (title, page, or any other information that
hel ps in the identification of the file).
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CONTI NUATI ON OF FI GURE/ EXAMPLE #4
6. SEARCHI NGS, SCRUTI NI ES, SEl ZURES:

Date of activity, identification of persons and/or units carrying out
such activity; and the authority to carry out this authority. In scrutinies
and sei zures you need the nane of the official that serves as w tness.
(Normally this person is the SUBJECT' S conmander).

7. 1 NVESTI GATI VE | NTENTS:

Date of intent, identity of the persons whomthey tried to intervi ewed;

identity of persons to whomthey tal ked; reason for which the person was not

able to be interviewed; and any ot her possible | ead. The expl anation nust show
t hat everything possible was done to find the source or the person but it was
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not possi bl e.

8. CONFI DENTI AL SOURCES:

Sources that have codes for identification purposes will not be
i dentified, neither phrases nor information that could give |leads as far as
identity or location will be included in the report. The confidential sources

will only be nmentioned by its code, or designated synbol. To hel p evaluate the
i nformation, the Agent indicates through a phrase the security |level the
source has. EXAMPLE

"The Source, who has brought confidential information in the past...

"The Source, who has brought information that has been corroborated
partly by ot her sources

"The Source, whose security is unknown, but who has known the SUBJECT
during the last five years....
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FI GURE/ EXAMPLE #5
ASSOCI ATI ON PARAGRAPH
1. The first time they net (were introduced) and the circunstances of
such neeti ng.

2. The last tinme they net and the circunstances.

3. Type of contact (professional or social, or both).

4, Cont act frequency.

5. Cl osest associ ation period, if any.

6. Monents in which they did not have contact for 31 days or nore.

7 Comruni cati on between them during the period in which they did not

have cont act.

8. Conmmuni cation or correspondence fromthe date of |ast contact.
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FI GURE/ EXAMPLE #6
ACGENT REPCRT FROM
1. SUBJECT'S NAME OR TI TLE OF | NCI DENT 2. DATE
RAM REZ, Juan O 15 May 1988
TCC: TORRES, Antonio O 3. CONT. NUMBER

CPT, 000-000-000
9 MARCH 1956, San Sal vador, ES

4. REPORT OF FI NDI NGS:

VWRI TE HERE THE PRI VACY PHRASE USI NG CAPI TAL LETTERS

(MEDI CAL FILES) EI (DATE), Juan O RAMREZ'S military nmedical files
at the Mlitary Hospital, San Sal vador, El Sal vador were reviewed by (rank and
Agent's nane), Special Agent, Joint General Staff, substantially and reveal ed
the follow ng information:

NAME:

RANK:

SERI AL NUVBER:

UNI T:

DATE OF LAST MEDI CAL CHECKUP:

The SUBJECT' S file did not have information that could indicate the il egal use
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of drugs or mari huana; abuse of prescription nedicines or any ot her nedicines;
the chronic use of alcoholic beverages, or nmental or nervous disorders. No
physi cal disorder or nmedicines indicated in the file give any abnor nal

i ndi cati ons.

5. NAVE AND CRGANI ZATI ON OF AGENT 6. SI GNATURE OF AGENT
184
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REPCRT FROM
AGENT

1. NAME OF SUBJECT OR TI TLE OF | NCl DENT2. DATE

3. CONT. NUMBER

4. REPORT OF FI NDI NGS:

5. AGENT'S NAME AND ORGANI ZATI ON 6. AGENT' S SI GNATURE

185
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CHAPTER XI X
I NVESTI GATI ON REPORT
| NTRODUCT1 ON:

As Cl espionage agent you nmust have the know edge of how to prepare an
i nvestigation report. An investigation report is an accunulation of agent's
reports in a concise summary of basic interrogations in which only the facts
are witten down.

GENERAL FACTS:
NOTE: Exanple #1 is the format for the investigation report.
A PREPARE THE REPORT' S HEADI NG

1. Wite down the date in which the report was prepared in the bl ock
"DATE SUBM TTED" in the report.

2. Wite down the "focus" information if it applies in this report.
This block is pertinent if the report deals with an investigation of history.
If this is not an investigation of history, |eave this block bl ank.

3. Wite down the category of the case in block "CASE
CLASSI FI CATI ON'. ( Exanpl e: Espi onage, Sabotage, Subversion, etc).
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B. If this is a Personal investigation of a SUBJECT (that is, in which
the SUBJECT is known) fill out blocks 1 to 10. If the SUBJECT is not know,
enter NV A (Not applicable) in these bl ocks.

1. Wite down the nane (last nanme in capital letters, first nane, and
initial) of SUBJECT in block #1.

2. Wite down the serial nunber, identity nunmber, of the SUBJECT in
bl ock #1.

3. Wite down SUBJECT' S race in bl ock #3.

4, Wite down the rank, that is mlitary or civilian, in block #4.

5. Wite down the branch of the Armed Forces to which the SUBJECT
bel ongs, in bl ock #5.

6. Wite down the position that the SUBJECT occupies in bl ock #6.
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7. Wite down the date of SUBJECT' S date of birth in block #7.

8. Wite down the SUBJECT'S place of birth in bl ock #8.
9. Wite down the unit or the enploynent address of SUBJECT in bl ock #9.
10. Wite down the SUBJECT' S residential address in block #10.

C. If this is an | NCl DENT case (Person or unknown persons), fill out
bl ocks 11 to 15. If this is not an I NCIDENT case, wite down N A in these
bl ocks.

Wite down the incident's title in block #11

Wite down the incident's date in block #12.

Wite down incident's tinme in block #13.

Wite down the place where the incident occurred in block #14.

. Wite down the register nunbers or serial nunbers of any equi pnent
that was involved in the incident in block #15.

OkowbdE

D. Conplete the Control Section:
1. Wite down synbol/control nunber or the file nunber in block #16.

2. Wite down the name of organi zations that are involved in carrying
out the investigation in block #17.

3. Wite down the name of the control office in block #18.
E. Conpl ete "l nvestigation Facts" section:
1 Wite down the nanme of the person or organi zation that requested

the report in block #19.
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2. Wite down the reason for which the investigation is being carried
out in block #20.

3. Wite down the information about the date of investigation in
bl ock #21:

a. Wite the date in which the investigation started.
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b. Wite down the date in which the investigation ended (If it has
not ended yet, wite down VA in this space).

F. Wite down the "Present Situation of the Case" in block #22:

1. CLOSED: An investigation is indicated as "CLOSED' when there is no

need for further investigative activities for the authorities to nake a
deci si on upon the case.

2. FI' NI SHED/ ELI M NATED: An investigation is considered FIN SHED when the
I nvestigation has stopped for any reason that is not the conclusion of the
case.

3. SUSPENDED: An investigation is considered SUSPENDED when the
i nformation obtained is not conplete and all the tangible | eads have been
exhausted, but there is a possibility yet that new information will spring up
in the future.

4. PENDI NG An investigation is considered PENDI NG when t he
i nvestigation is continuous. (or that there are many facts and | eads to be
resol ved and devel oped yet).

F. Conplete the "Synopsis" Section:

NOTE: THE Synopsis IS A SUMVARY, CONCI SE, | N PARAGRAPH FORVAT, WRITTEN IN A
LOG CAL SEQUENCE OF | NVESTI GATI VE ACTI ONS, AND ANSVERI NG TO THE MOST COVPLETE
MANNER TO "WHO', "WHAT", , "WHERE", "WHY", AND "HOW OF THE

| NVESTI GATI ON. RECOVMENDATI ONS, OPI Nl ONS, OR CONCLUSI ONS MJUST NOT BE | NCLUDED
IN THI S REPORT. THESE COMVENTARI ES MUST BE | NCLUDED | N THE TRANSM SSI ON
LETTER OF THE | NVESTI GATI ON REPOCRT.

1. Mar gi ns:

a. Start the report three (3) lines bel ow de black border in the
upper part of the Synopsis bl ock.

b. The bl ack border in this report will serve as the left margin of
the report.
2. Enuner ati on of Paragraphs: The paragraphs in the Synopsis Section
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of this report will not be enunerat ed.
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3. Cl assification of paragraphs: Each paragraph of the Synopsis w !l

have the Specific Classification of that paragraph at the beginning. This is
done by witing the classification of each paragraph in quotes at the start of
t he paragraph. (Exanpl e:

(O THE STUDENTS VERE
4. Convi nci ng docunents to the report:

a. Al convincing docunents (or additional docunments) to the report will
be nanmed in parenthesis within the Synopsis paragraph that these support. For
Exanple if Agent #1's report supports the first paragraph of the Synopsis, you
Wi Il include sonmething like this within the paragraph: (Agent #1's report).

5. Classification of the report: The report wll be classified
according to its content, and what is stipulated in the SOP.

G Continuation pages: If the report could not be finished in the
first page, it is continued in another page in blank, using the normal margins
according to the SOP

1. In the upper part of the continuation page, wite the Title
(Thene), or the name of the SUBJECT in the |ower part and the Date and nunber
of the file in the right portion of the paper. EXAVPLE:

BENI TEZ, W/ fredo D. DATE: 1 May 1988
FI LE NUMBER 50-88-0-1

H. Conpl ete the "Distribution" Section in block #24. The distribution
of the report will be made according to its SOP

I . Conpl ete the "Revi ewed by" section in block #25. The typewitten

name and signature of the authority that reviewed the report is witten down
in this section.
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| NVESTI GATI ON REPORT DATE SUBM TTED
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FOCUS

(HI STCRY) CASE CLASSI FI CATI ON
RAL RAG | AE I Al

| DENTI FI CATI ON DATA
1. LAST NAME FATH. MOTH. NAM, INT. 2.1.D. 3. RACE 4. RANK 5. BRANCH
6 . PCSI TI ON7.

DATE OF BIRTH 8. PLACE OF BI RTH

9. UNI T OR EMPLOYMENT ADDRESS 10. RESI DENTI AL ADDRESS

11. INCI DENT'S TITLE 12. | NCI DENT' S DATE 13. | NCI DENT'S TI ME

14. LOCAL
(BUILD. UNIT) 15. EQUI PMENT, ETC. SERI AL NUN.
CONTROL DATA
16. CONTROL SYMBOL OR FI LE NUMBER
17.

| NVESTI GATI ON DONE BY (ORG ) 18. CONTRCL OFFI CE
| NVESTI GATI ON DATA 19. I NVESTI GATI ON REQUEST BY20.
REASONS FOR | NVESTI GATI ON

21. | NVESTI GATI ON DATE
START COWPLETI ON

22. PRESENT CASE SI TUATI ON

__CLOSED FINISHED __ SUSPENDED PENDI NG

23. SYNOPSI S

24. DI STRI BUTI ON
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25. REVI EWNED BY
NAVE AND TI TLE SI GNATURE
CHAPTER XX
PREPARATI ON OF SUMVARY REPORTS
| NTRODUCT! ON:

A summary report (SR) is the vehicle used to sunmarize certain aspects
of an investigation, or give enphasis to key points of actions in an
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i nvestigation. This report is not as detailed and is not designed to repl ace
the Agent's Report. It is as the title inplies, a sunmary. The (SR) nust
contain certain favorable or derogatory (unfavorable) concise information
declarations, if it applies, this way the perspective of the case or

I nvestigation will not be altered.

GENERAL FACTS:

A Prepari ng the headi ng.

1. Wite down the preparation date in the "Date" section

2. Wite down the identity of the "Preparing Ofice".

3 Wite down the SUBJECT'S information using the sane rules in the

Agent'é Report.
a. Father and nother's last nane in capital letters, nane, initial.
b. I dentification nunber.
C. Date and place of birth (FDLN)

EXAMPLE: PEREZ- Rl VERA, Juan A.

|.D. NUMBER 111-11-1101
PDOB: 1 January 1947, San M guelito, ES

191
LN324-91
B. Wite down the information to be reported in the "Sunmary Report”
section. The text starts in the third Iine of the black line in the upper part
of the block titled "Sunmary Report", leaving two lines in the upper part. The

| ine or black border to the left of the docunment is used as a margin for all
i temns.

1. Wite down the nunbers in sequence. For exanpl e:

1.

2.

3.

2. Wite down the classification contained in each paragraph. For
exanpl e:

1. (O
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2. (S)
3. (NC)
3. Wite down the eval uation code (key word) of the information

content of each paragraph using the evaluation systemshown in the SR The
eval uation code nmust be witten down in the last line of the paragraph in the
right edge (Figure 1).

NOTE: If there is not enough space to wite down the evaluation code in the
| ast Iine of the paragraph, the evaluation code will be witten down in a |line
bel ow the last |line of the paragraph and in the extreme right of the docunent.

Exanpl e:

he left in a Toyota with Cuban |icense pl ates.

(F-6)
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C. | nfornmati on Sour ces.

| nformati on sources normally are not revealed in the SR If the report
is kept within mlitary intelligence, the source could be identified if the
identification is necessary to establish the truth of the information. Wen
the source is not identified, for security purpose, an indication of the
access to the information could be included while the information about the
source is not as explicit that it identifies the source. Wien the SR does not
reveal the source's identity the copy of the office files should wite down
the source(s) identity. A code nunber nust be used when the source's identity
requires protection. Bibliographies of the sources could be added in the files
when using nore than one source for the same report.

D. I nformation from ot her governnent agencies. |Information obtained
form ot her government agencies, except fromthe Arned Forces, will not be
included in the SR |If other agencies outside the Arned Forces solicit the
i nforrmation obtained in the SR the originator or the source nust give
perm ssion for the information to be divulged. If the SR contains information
t hat has been authorized to be divulged to other agencies, this infornmation
wll be witten in capital letters and underli ned.

Exanpl e: THE SOURCE WHO | S CONSI DERED TRUSTWORTHY | NFORVED THE

(Figure 1, Paragraph 4).
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Wien this type of information appears in the SR, the follow ng declaration
nmust be included and nust appear as a non-nunbered paragraph and at the end,
witten in capital letters. (Figure 1, Paragraph 4).

Exanpl e: | NFORMATI ON FROM OTHER SOURCES QUTSI DE THE SOURCES FROM THE ARMED
SOURCES ARE I NCLUDED IN THIS SR TH S | NFORVATI ON W LL NOT BE DI VULGED TO ANY
OrHER AGENCY QUTSI DE THE ARVED FORCES.

E. Addi tional space. If you need additional space, two lines in the
| oner part of the docunent will be left blank and the text will continue in
bl ank paper with normal margins. In the upper part of the white paper, the
SUBJECT' S block will be placed at left with the date and reference files.
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Exanpl e: 1 August 86
PEREZ- RI VERA, Juan A

|.D. NUMBER 111-11-1101

PDOB: 1 January 1947, San Mguelito, ES

he cane into the restaurant and sat down at the corner table where was
acconpani ed

F. SR distribution. The last itemof the SRis the distribution. The
distribution will be indicated according to the SOP. (Exanple in figure 1).

G Cosing the SR The SR is not signed. The file copy will have the person s
name who prepared the SR typewitten in the upper part at the docunment's right
cor ner.

H. The SR will be classified according to its content.
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SUMVARY

REPORT DATE
PREPARI NG OFFI CE
SUBJECT SOURCE' S EVALUATI ON CODE ABOUT THE | NFORVATI ON
COVPLETELY TRUSTWORTHYA CONFI RVED BY OTHER
NCRVALLY TRUSTWORTHY B SOURCES 1
COMFORTABLY TRUSTWORTHY C PROBABLE TRUTH 2
NCORVALLY NON- TRUSTWORTHY D PCSSI BLE TRUTH 3
NON- TRUSTWORTHY E DOUBTFUL TRUTH 4
TRUST NOT KNOMW F | MPROBABLE 5

TRUTH CANNOT

BE JUDGED 6

SUMVARY REPORT

DI STRI BUTI ON
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CHAPTER XXI
SCRUTI NY OF CI | NFORMATI ON
| NTRODUCT1 ON:

The scrutiny process and Cl interrogation allows us to identify and
explore the persons/targets of interest to Cl. This process allows us to
detect these persons or targets, it helps us in the inposition of the sane in
an effective nmanner.

GENERAL FACTS:

A DETERM NE THE PURPOSE OF THE SCRUTI NY AND ClI | NTERROGATI ON

1. The CI scrutiny operations, submt, in a systematic way, the
civilians in the conbat area to a series of
questioning/interviews/interrogations with the purpose of:

a. Find and segregate suspi ci ous persons.

b. I dentify persons of interest to the Cl. (See Exanple #1).
NOTE: THE CI SCRUTI NY OPERATI ONS ARE CARRI ED QUT TO | NTERCEPT ENEMY
| NTELLI GENCE AGENTS, SABOTAGE AGAI NST, | NSURRECTI ON TRYI NG TO | NFI LTRATE OUR
AREA OF OPERATI ONS.

C. Qotain information of imrediate value to the intelligence.

d. Obtain information that normally will not be available to the
intelligence units.

2. The Cl interrogation operations are carried out to obtain the
maxi mum anount of information about the eneny's intelligence operations in the
| east possible tine.

B. Determine the types of scrutiny operations necessary to satisfy
search requirenents and Cl operations.
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EXAVPLE #1

VARl ED CATEGORI ES OF PERSONS THAT ARE OF | NTEREST TO Cl

1. REFUGEES AND DI SPLACED PERSONS

2. BORDER CROSSERS

3. ENEMY UNI TS DESERTERS

4. ClVILI AN PRI SONERS AND WAR PRI SONERS

5. CONCENTRATI ON CAMP CAPTI VES

6. RESI STANCE ORGANI ZATI ONS MEMBERS WHO ARE | NTERESTED I N JO NI NG OUR
LI NES

7. ENEMY COLLABORATORS

8. Cl TARGETS, SUCH AS THOSE APPEARI NG | N BLACK, GREY AND WHI TE LI STS

9. VOLUNTARY | NFORVANTS
10. PERSONS WHO HAVE TO BE | NTERVI EWED BECAUSE THEY ARE UNDER

CONSI DERATI ON FOR EMPLOYMENT W TH THE DEFENSE FORCES OR W TH THE Cl VI LI AN
AFFAI RS OFFI CE.
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1. You nust establish operations with a central scrutiny focus
normal ly in the area of collection of war prisoners. This central scrutiny
poi nt :

a. Has as purpose to receive, segregate, investigate and classify war
pri soners, border crossers, refugees, etc.

b. Recei ve persons captured by conbat troops, support and | ogistics

http://www.soaw.org/Manuals/ci-19-22.htm (11 de 27) [12/02/2001 09:29:33 a.m.]



School of the Americas Watch

wi thin the operations area.

2. Fi xed checking points, are permanently occupi ed by conbat troops
or mlitary police with the support of interrogation agents or Cl personnel,
in the entrance to towns, crossing of rivers, and in other simlarly strategic
areas.

3. Mobi | e checking points, (in vehicle, or on foot) are used as a
nobi |l e system for choosi ng persons of interest at random This point nust be
| ocated in various places and should not be fixed in the sane place for |onger
t han a day.

4, Wall in and search operations are used to segregate the town, area
or valley, investigate the inhabitants and search residences and public areas.

D. Det ermi ne the personnel requirenents: The normal investigation
equi pnent are Mlitary Police, conbat troops, civilian affairs personnel,
I nterrogation agents and Cl agents.

E. Determ ne the specific nethod of identifying persons of interest
to Cl:

1. Carry out initials interrogations of chosen civilian and mlitary
personnel .

2. Use the black, grey and white |ists.

3. Use an informant/source who is infiltrated in prison cells or

detention centers/war prisoners.

4, Pl ace recordi ng or sound equi pnent in the detention areas of
refuges or war prisoners.

5. Distribute a list of C indicators of interest anong the mlitary

police, interrogation agents, civilian affairs personnel and any ot her
personnel involved in investigations. (SEE EXAMPLE #2).
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EXAVPLE #2

Cl I NDI CATORS OF | NTEREST

1. PERSONS I N M LI TARY AGE

2. PERSONS WHO TRAVEL ALONE OR AS A COUPLE

3. PERSONS W THOUT PERSONAL | DENTI FI CATI ON

4. PERSONS W TH STRANGE DOCUMENTS
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5. PERSONS WHO HAVE GREAT AMOUNTS OF MONEY, JEWELS I N THEI R POSSESSI ON.
6. PERSONS WHO SHOW UNUSUAL ACTI ONS
7. PERSONS WHO TRY TO AVO D DETENTI ON OR | NTERROGATI ON
8. PERSONS WHO USE ENEMY' S METHODS OF OPERATI ON
9. PERSONS KNOAN AS ENEMY SYMPATHI ZERS
10. PERSONS W TH A SUSPI Cl QUS H STORY BACKGROUND
11. PERSONS W TH RELATI VES I N THE ENEMY' S AREA
12. PERSONS WHO HAVE TECHNI CAL SKI LLS OR SPECI AL KNOW.EDGE
13. PERSONS WHO HAVE COLLABCRATED
14. PERSONS WHO DI SOBEY THE LAWS | N THE ENEMYS AREA
199
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E. Exam ne the files of the data base fromthe infrastructure of the
eneny's intelligence so as to becone famliar with:

1. Oper ati on net hods

2. Procedures/rul es

3. oj ecti ves

4. O fices and sub-offices

5. Known agents

F. Study the areas under the eneny's control so as to becone famliar
Wi t h:

1. The geography

2. Poi nts/ historical or tourist areas

3. D stances and road conditions

4. Political situation
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5. Soci al and econom c traditions

6. Tradi tions and custons

7. Raci al probl ens

G Anal yze the operations area to determ ne

1. Cur f ews

2. Movenent restrictions

3. Rat i oni ng

4, ol igatory service for arny

5. Labor civilian prograns

6. Requi site to becone a nenber in political organizations

7. O her restrictions that have been inposed by the popul ation
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8. Acqui ring knowl edge of all the restrictions that have been inposed

to the popul ation could help you to:

a. Det ect di screpanci es

b. Recogni ze changes in eneny activities

cC. Mai ntain contro

H We nust study the situation and the files of the order of battle

to becone famliar wth:

1. Eneny units in the area of operations

2. Eneny units adjacent to area of operations
3. Di spositions

4, Capacities

5. Weaknesses/vul nerabilities

6. Conposi tion

7. Tr ai ni ng

8. Equi pnent

http://www.soaw.org/Manuals/ci-19-22.htm (14 de 27) [12/02/2001 09:29:33 a.m.]



School of the Americas Watch

9. Activities or recent operations
10. Hi story
11. Personalities and commanders

l. Anal yze the intelligence priority requirenents of the commander to
recogni ze, detect, explore and report the facts of the Order of Battle (OB).

NOTE: THE CI ACGENT DOES NOT QUESTI ON THE SUSPECTS W TH THE PURPOSE OF
OBTAI NI NG | NFORVATI ON FROM OB; NEVERTHELESS, EACH CI AGENT MJUST FAM LI ARl ZE

H MSELF WTH THE COMVANDER S RPI/ Rl TO RECOGNI ZE PERSONS WHO PGOSSI BLY HAVE THE
OB | NFORMATI ON.

J. Prepare a list of indicators to help the investigations personnel
in identifying the hostile infiltrators/enem es.
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L. Coordi nate W TH:

1. The commander in regards to the segregation of refugees and war
prisoners in your area of operation.

2. The mlitary police for the control of evacuation of refugees and
war prisoners.

3. WTH the Go for the support of civilian affairs and psychol ogi cal
oper ati ons.

4. The civilian authorities if the control of the area has been
returned to them

5. WTH the interrogati on agents to:

a. Agree on the categories of persons that will be transferred to C
control for further questioning.

b. Deci de where to place the Cl interrogation agents and the nethods
use to transfer the detained fromone place to another.

M To carry out the initial investigation of the persons:

1. You nust segregate the detained, if they are nore than one,
according to the foll ow ng manner:

a. CGvilians frommlitary nmen

b. Oficers fromtroop soldiers
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C. You nust segregate them even nore if necessary according to:
1. Nationality

2. Sex

3. Rank

4, Branch of mlitary service

NOTE: YOU SHOULD SEGREGATE PERSONS | F THERE | S ENCUGH PERSONNEL AVAI LABLE TO
CARRY OQUT THI S OPERATI ON.
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2. Determ ne the apparent |evel of know edge of the person eval uating
the foll ow ng:

a. H s physical appearance.

b. Al'l docunents, arns and equi pnent held that was captured WTH t he
per son.

3 Sel ect personnel of Cl interest, conparing the person WTH t he

I ndi cators in Exanple #2 and the type of persons in Exanple #1.

N. Carry out the interrogations of specific persons
O Make a di sposition of the persons:
. 1. Expl oit persons who have access and are settled in areas of
I nt erest.
2. Transfer these persons to the central point of investigation to be

reintroduced to the flow group of war prisoners and refugees.

P. Conpl ete the required reports.
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CHAPTER XXI |
Cl | NTERROGATI ON OF SUSPECTS
| NTRODUCT! ON:

The CI (espionage) agent in conbat could only have a m ni mrum anount of
i nformation with which to conduct the work or have m ni mum knowl edge of the
situation and the area. In spite of his conclusions been based in that m ni nrum
anount of information, he nust be inpartial in the search for facts. As a Cl
espi onage agent you rnust have two things in mnd in wrking as an
interrogator, the detection and prevention of a threat and the security of the
armed forces and the collection of information of interest for the departnents
of intelligence.

GENERAL FACTS:

A Carry out an exhaustive study of all the naterial available in the
case under investigation:

1. The interrogation is the art of questioning and exam ning a source
to obtain the maxi mum quantity of useful information. The goat of
Interrogation is to obtain true and useful information in a | egal manner and
in the m nimum anount of tinme possible.

2. To do effective work and carry out a |ogical sequence of
questions, you nust always have in mnd all that you know to that nonent about
the case under investigation

a. Identify yourself to all persons involved in the incident,
i ncl udi ng wi tnesses, victins, and investigations.

b. Identify the exact circunstances of the incident occurred.
C. Det erm ne where each incident happened or activity.

d. I dentify how it happened.

e. I dentify why it happened.

2. Pay particular attention to all the details of the case,

especially those details that are not of public know edge as yet.
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d. Becone famliar WTH the | egal aspects and procedures that apply
to the case.
a. ldentify the elenents of the crine that could hel p you determ ne

t he objectives of the interrogation.

b. Identify the ilegal or prohibited nethods. Do not use force,
mental torture, threats, insults or exposition to cruel or inhuman treatnent
of any sort.

NOTE: | N CASE THAT THERE | S DOUBT | N REGARDS TO THE LEGALITY OF A METHOD,
CONSULT WTH AN AUTHORITY I N A H GHER ECHELON TO CLARI FY THE DOUBTS.

B. | dentify possible suspects for interrogation:

1. Beconme famliar conpletely WTH the history of the suspects.
Hi story data of particular interest during the interrogation include:

a. Age, place of birth, nationality and race.
b. Rank, or position in the comunity.

C. Level of education.

d. Present and past occupati ons.

e. Habi ts.

f. Associ at es (busi ness partners)

g. Crimnal history.

NOTE: IF IT IS POSSI BLE TO OBTAIN THI S | NFORVATI ON BEFORE THE | NTERROGATI ON
OBTAIN | T FROM THE SUSPECT DURI NG THE I NI TI AL PHASE OF THE | NTERROGATI ON

3. Use the history of the suspect information to:
a. Devel op the best nethod of questioning
b. Prove the truthful intention of the suspect
205
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C. | mpress the fact to the suspect that the detailed fact is the
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i nvestigati on of the case.

3. Determne the available information, what type of attitude is
expected fromthe suspect.

a. Cooperative and friendly: Ofers little resistance and he w |
talk freely about al nost any thene.

b. Neutral and non-sharing: WII| cooperate up to a certain point.
Direct questions and to the grain of the matter will have to be used to obtain
t he answers.

C. Hostil e and antagonistic: Frequently, will refuse to talk and w ||
of fer much resistance.

4, Cl assify the suspects according to the foll ow ng:

a. Persons W TH previ ous offenses and whose guilt is al nost certain
according to information already avail abl e.

b. Persons whose guilt is doubtful or uncertain due to the weak
evi dence available or the lack of essential facts.

5. I f possible, carry out a visual observation of the suspect before
the interrogation takes place to identify weaknesses that could be exploited
during the interrogation.

C. Prepare an interrogation plan
1. Identify the objective of the interrogation:
Al interrogation nust have a defined purpose. This purpose nust be kept

in mnd during the entire preparation process and when the interrogation is
carried out. But, it nust not be concentrated so nmuch in the objective as to
al  ow anot her val uable information to be overl ooked during the interrogation.

2. ldentify the type of interrogation:
a. Direct interrogation: The suspect knows that he is been

I nterrogated. Neverthel ess perhaps he does not know the true objective of the
interrogation. This nethod takes less tinme than the other one.
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b. Indirect interrogation: Cbtain information through deception. The
suspect does not have any idea that he is been interrogated. This nethod
requi res a careful planning, extrenme discretion, and nust be applied WTH nuch
skill.
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3. I dentify and obtain the hel pful things required for interrogation:
a. Files

b. Docunent s

C. Maps/ charts

d. Penci |, notebooks, tape recorder, etc.

e. Any ot her equi pnent that could facilitate the process of

I nterrogation.

4. | dentify the approximtion methods that will be used during the
i nterrogation:

NOTE: SELECTI NG AN I NI TI AL APPROXI MATI ON | S NECESSARY, BUT YOU MJUST KEEP THE
FLEXI BI LITY OF MOVI NG FROM ONE APPROXI MATI ON METHOD TO ANOTHER

5. APPROXI MATI ON METHODS

a. DI RECT APPROXI MATI ON: Do not try to hide the purpose of the
interrogation. It works better when it is used WTH persons whose guilt is
al nost certain and WTH those persons that have little know edge of what
security is. It is a good nethod to interrogate persons of |ow |level or rank
I n organi zations. This nmethod takes little tine and is sinple. This nethod
offers the best opportunity to denonstrate enpathy and understanding to the
suspect. Act as if the offense is sonmething that the suspect will not comonly
do. Treat the suspect as a rational person who was only exposed to the
ci rcunstances of the case.
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b. FILE AND DCSSI ER: Prepare a file that contains all the information
col |l ected about the suspect. A careful arrangenent of the information in the
file could give the appearance of having nmuch nore information than it really
has. Put additional papers, although they do not contain information to just
gi ve the appearance of an enornous file. Mark the file WTH different
sections/areas of interest about the history of the suspect. Confront the
suspect WTH the file and warn himthat it contains detailed information of
hi s background history and activities and that it is useless for himto refuse
to cooperate in the interrogation. The triunph of this method depends upon the
imuaturity of the suspect, the anmbunt of information available, and the skills
used by the interrogati on agent to convince the suspect.
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C. VWE KNOW I T ALL: Make questions based upon information that is
al ready known to us. When the suspect refuses to answer, hesitates, or
provi des incorrect information, you yourself provide the infornmation or
correct answer. If it is used correctly, you may convince the suspect that we
know it all and that his answers are not of real inportance. Wen the suspect
starts to answer truthfully, weave other questions, of which we do not have
t he answers. Always verify the truthful ness of the suspect starting to nmake
t he questions of which we know the information. This nethod could be used WTH
or without the files and dossier nethod.

d. FUTI LI TY/ USELESSNESS: You must convi nce the suspect that resisting
to answer to the interrogation is useless. Present true information to the
suspect in a persuasive and | ogical manner to exploit the psychol ogi cal and
noral weaknesses of the persons.

e. QUI CK SHOT: Make a series of questions to the suspect in a way
that he will not have tinme to answer one before the next one is nade. Since
t he suspect does not have tinme to fornmulate his answers he will get confused
and coul d contradict hinself. Confront himWTH the inconsistence of his
answers, so that perhaps he may reveal nore information than he wi shes. This
provides |leads to further questions. Prepare all questions beforehand. Use a
conpetent experienced interrogator. Use this nmethod i mediately after his
arrest to take advantage of his state of confusion.
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f. | NCENTI VE: To reward the suspect's cooperation and the fact of
telling the truth, this is attained nornmally by providing himWTH sone
physi cal commodity, (cigarettes, sweet, coffee, etc.) that normally is not
given to him Do not nmake prom ses or commtnents that are beyond your ability
to fulfill. Use caution to avoid that the suspect gives false information WTH
the intention of getting the article he wi shes. Never deny the basic articles
of human needs. Do not use the threat of taking food so as to obtain his
cooper ation.

g. REPETI TI ON: Make a question, wait for the answer, and repeat the
gquestion and the answer several tines. This is done WTH all questions unti
the suspect is totally bored and starts to give unexpected answers so as to
break the boredom This nmethod works better WTH a hostile person. Cenerally
it does not work WTH an introverted or timd person.
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h. MATT AND JEFF: You nust use two experienced interrogators that
coul d develop two different personalities towards the suspect. The first
i nterrogator acts very formal, little synpathetic, and at tinmes rude, noisy
and aroused. The second interrogator appears when the suspect feels | ost and
al one. The second scolds the first interrogator for his poor professional
conduct and orders that he | eaves the interrogation room The second
i nterrogator apol ogi zes WTH the suspect and tries to calmhim He shows
enpat hy WTH the suspect and tries to establish sone conmon ground between the
two, for exanple: both are intelligent and sensitive, while the first
I nterrogator was not. The idea is that the first interrogator could return to
the interrogation and help if the suspect stops to cooperate.

i PRI DE: This nethod could be used in two ways. Attack the pride of
t he suspect accusing himof being weak or insinuating his poor ability to do
anyt hing. The suspect who is proud will hurry to defend his abilities.
Frequently this will explain why he did or did not do sonething just to defend
his honor. You may obtain inportant information fromhis answers. The other
way to use this nethod is to praise the suspect until you get himto admt
certain information as a way of reclaimng responsibility/credit. This brings
t he suspect an opportunity to boast what the has done.
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J . SI LENCE METHOD: Do not say anything to the suspect, but | ook at
himfixedly in the eyes. Do not nove your gaze, but make him break the eye
contact. As the suspect gets nervous, he will start to nake questions, but do
not break the silence until you are prepared to do so. Keep this nethod for
some tinme and the suspect will get nervous. Wien breaking the silence you nust
guestion the suspect WTH questions that indicate his guilt.

k. CHANGE | N SCENARI O Take the suspect out of the interrogation room
environnent. Take the suspect to a nore peaceful but controlled area that
could give the opportunity to have a peaceful and nice conversation during
whi ch you may pull the necessary information fromthe suspect.

1. ESTABLISH HIS IDENTITY: It is alleged that the suspect is not the
person he clains to be, but that he is a person who the police authorities are
searching for political assassinations and acts of terrorismand treason, or
any serious accusation. In his intent to establish his identity, the suspect
coul d give valuable information and | eads for further investigations.

m EMOTI ONAL: Determ ne what enotion notivates the suspect (hate,
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| ove, vengeance, desire to make noney) and exploit that enotion. This nethod
is very effective when you use immture and tim d persons.

5. Devel op detail ed questions to use during the interrogation:

a. Devel op questions that guarantee that the area of interest is
expl oi t ed.

b. Devel op questions that establish all facts (who, what, when,
where, why and how).

C. Devel op control questions of which the answers are already known.

d. Devel op non-pertinent questions if the true objective of the

interrogation is been hidden fromthe suspect. Use non-pertinent questions to
break the suspect's concentration.
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e. Devel op repeat ed questions naking the sane questions but in a
different way.
f. Devel op direct questions that require a narrative answer.
g. Devel op foll ow up questions that allow the expansi on of

t henmes/ areas as they becone necessary.

D. Sel ect the interrogati on personnel based in the sel ected
approxi mation, type of suspect, and the ability of the interrogation agents.

1. Sel ect an interrogation agent that has personality characteristics
that are adequate and an interest in human nature. Personal qualities desired
in an interrogation agent are:

1) Mot i vati on
2) Be alert
3) Pati ence and tact

4) oj ectivity

5) Credibility
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6) Adaptability

7) Per sever ance
8) Li nguistic skills
2. Sel ect an interrogation group, if possible. It is necessary to

have a group to successfully use nuch of the approximation nmethods already

di scussed. Additionally, an interrogation agent could notice that he cannot
obtain the necessary information after having used various approximtions and
techniques, or is tired in the mddle of a long interrogation. This could
cause the loss of control of the interrogation and another interrogation agent
must replace the first.

E. Quide the interrogation group in the approxinmation nmethods already

selected and the role that each one will play in the interrogation
211
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F. Make all the arrangenents in regards to the suspect:

1. Coordi nate the arrest of the suspect.

a. Make arrangenents WTH the police to detain the suspect.
2. Make the arrangenents to | ocate the suspect and give hi mboard

after the arrest.

3. Coordinate the use of facilities to give food to the suspect.
4, Coordinate the services of an interpreter if necessary.
5. If the suspect is of the opposite sex coordinate the presence of a

W tness of the sanme sex if necessary. It is also good to coordinate the
presence of a witness to observe how the information is obtained; and so as to
avoi d that the suspect accuses us of using ilegal tactics such as torture,
coercion and nmental abuse.

a. htain the authorization of the commander to use a w tness
in the interrogation.

NOTE: | F THE SUSPECT IS OF THE OPPCSI TE SEX, | NFORM HHM OR HER CF H S OR HER
RI GAT TO HAVE A W TNESS OF THE SAME SEX PRESENT DURI NG THE | NTERROGATI ON. | F
THE SUSPECT DOES NOT W SH TO HAVE A W TNESS OF THE SAME SEX PRESENT, OBTAIN A
SI GNED SWORN DECLARATI ON, | NDI CATING THIS W SH. ( ALTHOUGH THE SUSPECT REFUSES
TO USE A WTNESS, PLACE A WTNESS OF THE SAME SEX AT A DI STANCE THAT COULD

LI STEN TO WHAT GOES ON DURI NG THE | NTERROGATI ON W THOUT BEEN SEEN BY THE
SUSPECT.

G Sel ect and prepare the interrogation room
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1. Sel ect a roomthat gives privacy during the interrogation.
Elimnate all distraction possible.

2. Select a roomthat allows you to control the physical environnent.
212
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3. Sel ect a roomthat has a nice constant tenperature.
4. Arrange the furniture in the interrogation room The furniture

nmust be only a snall table to wite, but that does not give an area in which
t he suspect could hide under, and three chairs.

5. Place all material necessary during the interrogation in the room
Materials such as paper, pencil, reference manual s and other interrogation
ai ds.

NOTE: DO NOT HAVE A TELEPHONE OR ANY ARTI CLE THAT COULD BE USED AS AN ARM I N
THE | NTERROGATI ON ROOM

H. Install and test the recordi ng equi pnent. Use the recording
equi pnent so that you could keep your concentration during the interrogation.
Taking notes during the interrogation could break the rhythm of the
questioning and it could cause you to | oose the sequence of the questions and
t he concentrati on.

1. Install the recording equi prent so that it is looks as if it is
part of the furniture of the office.

NOTE: TO USE THE RECORDI NG EQUI PMENT, FI RST CONSULT W TH THE SUSPECT AND GET
H S PERM SSI ON.

2. Test the equipnment to make sure that it is functioning correctly.
l. Recei ve and identify the suspect:

1. During the initial contact keep a professional posture and try to
gain the trust of the suspect.

2. Verify the identity of the suspect and exam ne his personal
docunents.
J. I dentify yourself and the other nenbers of the interrogation

equi prent. Use your official badge to nmake sure that the suspect knows your
identity as a nenber of the mlitary intelligence.

K. Explain to the suspect that the nature of the accusation is
agai nst his behal f.
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[ page m ssi ng]
b. Try to identify contradictions and weaknesses in the history of
t he suspect.
5. Change interrogation agents if the first interrogation agent

cannot obtain true information or a confession after having used various
appr oxi mation techni ques.

6. If all the approximations fail with the suspect, confront himwth
crime witnesses if possible.

7. I f necessary, make a final convincing appeal agai nst the suspect's
conti nuous resistance.

a. I nsist in appealing the existence of all evidence agai nst
hi m

b. Confront the suspect with the contradictions and weaknesses
in his history.

Q If the suspect admts culpability, obtain a sworn decl aration
signed by him

R. CLOSI NG PHASE OF THE | NTERROGATI ON

1. Close the interrogation for any of the follow ng reasons:

a. If the suspect is sick, wounded, or advanced age and needs nedi cal
attention.

b. Various interrogations are necessary to obtain all the necessary

I nformati on.
C. The suspect is bored and denies to cooperate.

d. Al'l the questions have been answered and the requirenents of the
i nterrogati on have been satisfied.

e. The initiative has been |lost and you as interrogation agent decide
to close the interrogation.

2. Wien the interrogation is closed, always consider the
possibility of interrogating the suspect again.
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a. Finish the interrogation in a nice manner.
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b. Re- enphasi ze t he approxi nmations used to gain confidence fromthe
suspect.
C. G ve opportunity to the suspect to add additional information to

t he one al ready given

3. Use the tinme dedicated to the Cosing to try to obtain informtion
that may have not been discussed during the interrogation. A suspect could
relax a little nore after knowi ng that the interrogati on has been fini shed and
he coul d reveal additional information.

S. Di sposi ng of the suspect:
1. Have the police put hi munder custody.
2. G ve the suspect to pertinent civil authorities.
3. G ve the suspect to the commander's custody.
T. PREPARE THE REQUI RED REPORTS
215
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CHAPTER XXI | |
EXTRACTI NG CI | NFORVATI ON

| NTRODUCTI ON:

Wheedling is applied always with a specific purpose in mnd. The
obj ective, or the information desired, is the SUBJECT'S determ ning factor, of
t he wheedl er, and the environnent.
GENERAL FACTS:

A Definition of WHEEDLI NG Wheedling is the techni que of obtaining
the greatest amount of information/useful intelligence, froma person or

source, so that the person does not know our purpose.

1. Before starting the wheedling there are requirenents of Cl
collection to be revi ewed:

a. I dentify the required specific information.
b. I dentify the wheedling objective.
2. Sel ect the SUBJECT of the wheedling according to his access to, or

know edge of, the information desired.

3. otain and evaluate all information available in regards to the
SUBJECT in the wheedling:

a. Carry out the review of files and try to obtain the foll ow ng
i nformati on about the SUBJECT:
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1) Hi story

2) Mot i vati ons

3) Enot i ons

4) Psychol ogi cal nature

5) Habits or patterns

6) Favorite visiting places. (bars, restaurants, discos, etc.)

7) Favorite hobbies
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8) What | evel of know edge he has about security that person has.

9) | f he has been previously used in other wheedling intents by other
Cl agents.

4, Determ ne in what place/specific environnent the wheedling wll
t ake pl ace.

a. Sel ect the place where the approximation to the SUBJECT/ Sour ce

will take place.

NOTE: A SUBJECT nust be approached in a natural environment to avoid raising
hi s suspi ci on.

b. Obtain al the information about the place sel ected:
1) Identify all the place's irregular traces or facts.
2) I dentify what type of clothes will be required to enter that

pl ace. (Formal: shirt and tie; Informal: shorts, jeans, etc).

3) | dentify the noney requirenents. (It is a place where food or
products are expensive or cheap).

4) | dentify possible security problens

5) Identify if the place has been used previously as a wheedling
pl ace.

C. Sel ect the date and tine nore desirable for the approxi mation.

5. Sel ect for yourself a |logical story (cover), one that could be

credible and is according WTH the situation. The history nust explain:

a. The reason you have to be in the chosen place for the
appr oxi mati on.
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b. The agent's actions during the conversation.
6. Carry out the approxi mati on using one of two approxinmation

techni ques: Flattery and Provocation, or any variation of these two techni ques
as nentioned bel ow.
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a. Use the flattery nethod:

1) Appeal to the ego, pride of the SUBJECT. G ve hi m ( SUBJECT)
the opportunity to show pride or so that he flatters hinmself about his
triunphs and gai ns.

2) Insinuate that the SUBJECT is an expert in a specific area,
topic or thenme. In this manner you will give himthe opportunity to feel as if
he is the teacher and you are the pupil.

3) O fer him (SUBJECT) valid and honest assi stance.

4) Di scuss areas of nutual interest. (Hobbies, work, sports,
etc.)

NOTE: The agent nust have a good know edge of the thenme he thinks he wll
choose to show nutual interest (that is to be able to foll ow the conversation
pr of essi onal | y)

b. Use the approach net hod of provocation to open the conversation
W TH t he SUBJECT

1) Adopt an attitude as if you do not believe what the SUBJECT
says:

"What you say, is very difficult to believe, you have to explain it to
me in nore detail to see if it is true”

2) I nsinuate that the SUBJECT really does not know anythi ng of
what he is tal ki ng about.

7. Once the approach has taken place, take the conversation to the
area of interest:

a. Try to obtain nore information give himanswers that the SUBJECT
finds obscure and that require nore information to clarify them

b. Ask the SUBJECT for nore. informati on when his answers are not
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cl ear enough: ("l agree WTH you, although, what does it nean....").

NOTE: Be persistent w thout being abusive, bored or insolent.
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C. Present a hypothetical situation that could be associated WTH an
i dea or thought expressed by the SUBJECT.

NOTE: Many persons that normally do not make conments about a real situation,
wi Il give his opinion about hypothetical situations.

d. Use your imagination and initiative to keep conplete control of
t he conversation at all tines.

8. Finish the (unclear]a. Use the flattery nethod:

1) Appeal to the ego, pride of the SUBJECT. G ve him (SUBJECT)
the opportunity to show pride or so that he flatters hinself about his
triunphs and gai ns.

2) I nsinuate that the SUBJECT is an expert in a specific area,
topic or thenme. In this manner you will give himthe opportunity to feel as if
he is the teacher and you are the pupil.

3) O fer him (SUBJECT) valid and honest assi stance.

4) Di scuss areas of nutual interest. (Hobbies, work, sports,
etc.)

NOTE: The agent nust have a good know edge of the thene he thinks he wll
choose to show nutual interest (that is to be able to follow the conversation
prof essi onal | y).

b. Use t he approach nmethod of provocation to open the conversation
W TH t he SUBJECT

1) Adopt an attitude as if you do not believe what the SUBJECT
says:

"What you say, is very difficult to believe, you have to explainit to
me in nore detail to see if it is true”

2) I nsinuate that the SUBJECT really does not know anythi ng of
what he is tal king about.

7. Once the approach has taken place, take the conversation to the
area of interest:
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a. Try to obtain nore information give himanswers that the SUBJECT
finds obscure and that require nore information to clarify them

b. Ask the SUBJECT for nore informati on when his answers are not
cl ear enough: ("l agree WTH you, although, what does it nean....").

NOTE: Be persistent w thout being abusive, bored or insolent.
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C. Present a hypothetical situation that could be associated WTH an
i dea or thought expressed by the SUBJECT.

NOTE: Many persons that normally do not make comments about a real situation,
wi Il give his opinion about hypothetical situations.

d. Use your imagination and initiative to keep conplete control of
the conversation at all tines.

8. Fi ni sh the wheedling as soon as you obtain all the
i nformati on desired:

a. Change the conversation thene to others before | eaving and bi ddi ng
goodbye to the SUBJECT.

b. Present various non-pertinent thenmes to avoid that the SUBJECT
di scovers its true purpose. (Wueedle intelligence information).

C. Fini sh the conversation in a nornmal manner
9. Take notes of all the official funds expenses.
B. Prepare the required reports.
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CHAPTER XXI V
DETECTI NG Cl TARGETS
| NTRODUCT! ON:

The identification of Cl targets are done through the intelligence
rules. A data base WTH a |line and bl ock box, used in connection WTH existing
bl ack, grey and white lists, intelligence reports and additional information
fromthe police agencies, arnmy and ot her agencies, provides us WTH basic
information required to identify the potential CI targets.

GENERAL FACTS:

A Review the Cl estimate to determne the hostile threat:
1. Identify those threats to security that are of an i medi ate
nat ure.
2. I dentify anticipated future threats.

NOTE: The selection of Cl targets nust be based in an evaluation of a
conpl ete hostile threat.

B. Identify the specific Cl targets of the |ocal area:

a. The Cl targets are of interest due to the threat that they
present, or the usefulness to the Arned Forces. Cl targets include:

a. PERSONALI TI ES (SEE FI GURES #2, 3 and 4): that could or not be
friendly or hostile.

b. | NSTALLATI ONS (SEE FI GURE #5): that represent a threat to the
nati onal security.

C. ORGANI ZATI ONS AND Teant (SEE FI GURE #6): that represent a threat
to the national security. Its threat perhaps is not openly detectable due to
t heir undercover operation nethods.

d. DOCUMENTS AND MATERI ALS (SEE FI GURE #7): WTH value to the
intelligence or the counter intelligence.

NOTE: Use the CI Wrk Sheet (SEE FI GURE #1) as the principal paper to assi st
in the devel opnent of the targets:
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3. Qotain informati on about the potential Cl targets in the |ocal
area:
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a. Extract the local targets fromthe Cl target lists at
national |evel.

b. Extract information fromthe existing Black lists (SEE
FI GURE #2), Wiite (SEE FI GURE #3), and G ey (SEE FlI GURE #4).

C. Extract information fromthe intelligence files, Cl data
base, and simlar files.

d. Gotain information from
1) Cvilian Affairs and Psychol ogi cal Operations (G5)
2) Local intelligence units

3) Police el enents

C. Categorize the Cl targets identified by the specialty or function.
Exanpl es:

1) Espi onage agents

2) Sabot age specialists

3) Messenger s

4) Canps or bases

5) Communi cations and |ink routes

NOTE: To categorize the targets in this manner, it is essential that the
history detailed information is obtained fromthe sanme source that was used to
i dentify them

D. Assign priorities to the targets:
1. Determne the priority of each Target based on:
a. The threat to the national security that the target

represents.

b. The urgency or the need to neutralize or exploit the target.
C. The future capacities that await the target.
d. The capacities of the units responsible to neutralize or

exploit the targets.
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2. Assign a nunerical priority to each target:
a. The nunerical designations are always expressed in ronman
nunmerals (I, IV, X).
b. The nunerical designation enphasizes the relative inportance

or the value of the Cl targets.
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C. The nunerical designation expresses the |evel of interest of
t he target.

NOTE: If a target has been assigned a priority at a |l evel higher than the
Command, you at your |level cannot alter this priority designation. The | ocal
Cl elements will assign priorities to targets |ocally devel oped.

E. Assign the responsibilities of the units to neutralization or
exploitation of each target:

1. Determ ne the capacities of the units to carry out
neutralization or exploitation m ssions based on:

a. Anmount of personnel
b. Equi prent avai |l abl e
C. Speci fic experience
2. ldentify the need, if any, to request support fromthe

mlitary police, infantry, national police, etc.

NOTE: The tactical effort, except in special cases, takes precedence over the
neutralization and exploitation of the targets.

F. Notify the units of their m ssion(s).
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FI GURE #1
Cl TARGETS WORK SHEET

REFERENCES TO CHARTS, MAPS DATE

KEYS TO CHART:

1 Tar get

2. Target classification

3. Priority

4 Local i zati on

5 Team t ask

6 Team nmi ssi on (Comrent s)

7 An admini strative nunber that is witten down in chronol ogi cal order.
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8. The classification identifies the target by type, nane and provi des
specific data for identification about the target.

9. The priority is designated WTH roman nunerals and is assigned based
upon the target classification.

10. The localization will identify the place where you may find the target
or if this is not known, it is identified where the target was found the | ast
tinme.

11. The team s task of identifying the CI team whose nmission is to
neutralize the target is based in the nunber of persons avail able and coul d

i nclude tactical forces, mlitary police and para-mlitary forces.

12. This colum is used to make a |ist of the coordination requirenents,
comruni cations, specific details of the m ssion or other specific information

required so that the teamcould fulfill its m ssion.
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FI GURE #2
BLACK LI STS

THESE CONTAI N THE | DENTI TI ES AND LOCALI ZATI ONS OF PERSONS WHOSE CAPTURE
AND DETENTI ON ARE OF FOREMOST | MPORTANCE TO THE ARMED FORCES:

EXAMPLES

a. Eneny agents known or suspects, persons involved in espionage,
sabot age, politics, and subversive persons.

b. Hostile para-mlitary guerilla team | eaders, known or suspects.

C. Political |eaders known or suspected as hostile toward the Arned
Forces or the political interests of the National Governnent.

d. Known or suspected | eaders of eneny governnments whose presence in
the area of operations represent a threat the national security.

e. Col | aborators and synpat hi zers of the eneny, known or suspects
whose presence in the area of operations represent a threat to the nationa
security.

f. Mlitary and civilian enem es, known or suspected of having
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participated in intelligence activities, counter-intelligence, security,
police or political indoctrination between the troops or anong civilians.

g. O her personalities identified by the G as of imedi ate

detention. This could include | ocal political personalities, chiefs of police,
and nuni ci pal | eaders or |eaders of the eneny's governnent departnents.
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FI GURE #3
GREY LI STS

CONTAI'NS THE | DENTI TI ES AND LOCALI ZATI ON OF THOSE PERSONALI TI ES WHOSE

I NCLI NATI ONS AND ACTI VI TIES TOMRD THE POLI TI CAL AND M LI TARY OBJECTI VES OF

THE GOVERNMENT ARE OBSCURE (THAT |S, NOTH NG | S KNOWN ABOUT THEM . THEIR

| NCLI NATI ONS OR ATTI TUDES DCES NOT MATTER, |F THEY HAVE SOVE | NFORMATI ON OR
SKI'LLS THAT ARE OF | NTEREST TO THE NATI ONAL GOVERNMENT. THOSE PERSONS WHOSE

I NCLI NATI ONS OR POLI TI CAL MOTI VATI ONS REQUI RE MORE EXPLORATI ON OR EVALUATI ON
BEFORE THEY COULD BE USED EFFECTI VELY BY THE GOVERNVENT CANNOT BE | NCLUDED

EXAMPLES

a. Defectors or potential defectors of the eneny cause whose
notivation or loyalty has not been yet established.

b. Persons that have resisted or are believed to have resisted the
eneny governnent and that perhaps are willing to cooperate WTH the Arned
Forces of the National Governnent, but their notivation or |oyalty has not yet
been establ i shed.

C. Nucl ear scientists, physicists and technical personnel suspected

of having participated in devel opnent of nuclear projects for the eneny, or
nucl ear m ssile prograns, against their wll.
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FI GURE #4
VH TE LI STS

CONTAI'N THE | DENTI TI ES AND LOCALI ZATI ON OF PERSONS | N AREAS CONTROLLED BY THE
ENEMY WHO HAVE BEEN | DENTI FI ED AS OF | NTEREST TO THE | NTELLI GENCE OR TO THE
COUNTER | NTELLI GENCE, AND I T IS EXPECTED THAT THEY COULD PROVI DE | NFORVATI ON
OR ASSI STANCE | N THE ACCUMULATI ON OF | NTELLI GENCE OR I N THE EXPLO TATI ON OF
AREAS OF | NTEREST. NORVALLY THESE PERSONS AGREE W TH, OR FAVORABLY BEND
TOMRDS THE BELI EFS OF THE NATI ONAL GOVERNMENT. THElI R CONTRI BUTI ONS ARE BASED
N A VOLUNTARY AND COOPERATI VE ATTI TUDE. THE DECI SI ON TO PLACE A PERSON I N A
VH TE LI ST COULD BE AFFECTED BY THE COVBAT SI TUATI ON, THE CRI TI CAL NEED FOR
SPECI ALI STS I N THE SCI ENTI FI C FI ELDS AND OTHER | NTELLI GENCE NEEDS.

a. Ex-political |eaders of a hostile governnent that were deposed by
the hostile political |eaders.

b. Intelligence agents enpl oyed by the National Governnent.

C. Key civilians in the scientific devel opnent areas could include
menbers of university faculties, whose |loyalty has been established.

d. Rel i gi ous team | eaders and other humanitarian team | eaders.
e O her persons who could give significant material support to

political objectives, scientists and mlitary personnel of the Nationa
Gover nnent and whose | oyalty has been established.
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FI GURE #5
| NSTALLATI ONS

1. COMVAND POSTS.

2. COMMUNI CATI ON CENTERS

http://www.soaw.org/Manuals/ci-23-26.htm (11 de 22) [12/02/2001 09:30:20 a.m.]



School of the Americas Watch

3. | NVESTI GATI ON AND DEVELOPMENT CENTERS, LABORATORI ES.

4, | NSTALLATI ONS THAT FORVERLY OR AT PRESENT ARE OCCUPI ED BY ENEMY

ESPI ONAGE ACGENCI ES, SABOTAGE, AND | NSURRECTI ON, OR ENEMY PCLI CE ORGANI ZATI ONS
| NCLUDI NG PRI SONS

5. | NSTALLATI ONS OCCUPI ED BY ENEMY | NTELLI GENCE ORGANI ZATI ONS OR SECURI TY.
6. BELLI GERENT DEPOTS.

7. EMBASSI ES OR HOSTI LE GOVERNMENT CONSULATES.

8. M LI TARY | NSTALLATI ONS.

9. PARA- M LI TARY Team CAMPS

FI GURE #6
ORGANI ZATI ONS AND Teant

1. Local or national political party teans, or parties that have
goal s, beliefs or ideologies contrary or in opposition to the Nati onal
Gover nnent .

2. Para-mlitary organi zati ons including student teans, police,
mlitary and veterans, or ex-fighter teans that are hostile towards the
Nat i onal Gover nnent.

3. Teans or hostile organi zati ons whose objective is to create
di ssention or cause restlessness anong the civilian population in the area of
oper ati ons.

4, The central offices of these hostile organi zati ons according to
what the Commander of the Arned Forces says will be immedi ately neutralized.
Personalities related WTH these offices will be arrested and det ai ned.

5. Teans that operate undercover or clandestinely and their
I nfrastructure.

6. Intelligence networks.
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FI GURE #7
DOCUMENTS AND MATERI ALS
1. Files at bases, training centers and eneny intelligence schools.
2. Court files (Judicial), prisons, police, and the political

adm ni strative executives.

3. National intelligence agencies' files, para-mlitary
organi zations, and the eneny's secret police agencies.
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4. Products or other materials that, if |left unguarded coul d provide
support to the eneny guerrilla in the area.

5. Speci al war material s:

a. Chem cal war products

b. Harnful materials

C. New conbat products

d. Rockets and rocket control centers

e. Ai r shi ps

f. Charts and nmaps war ehouses

CE Communi cati on equi pnent, including radios, radars and el ectronic
equi pnent .
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CHAPTER XXV]

NEUTRALI ZI NG CI TARGETS
| NTRODUCT| ON:

When identifying the potential CI target, those are categorized by their
corresponding types. It is inperative to know not only the identity of the
target or the team but also all the possible history information and
functions of the target. Experiences have shown us that a followup of a
specific target, the best nethods are traps and intercept tactics.

GENERAL FACTS:

A Det erm ne what Target is going to be neutralized.
B. Anal yze the Cl target work sheet (SEE FIGURE #1) to be able to
i dentify:
1. The target that has been assigned to your Cl team (colums 2 and

5)
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2. The target localization (colum 4).

3. The necessary requirenents for this coordination (colum 6).
C. Determ ne the nethod for neutralization of personalities:

1. Sel ect the method to neutralize personalities:

a. Place the identity of the target in the black grey and white
lists (REFER TO CHAPTER XXI I 1).

NOTE: Placing the target identity in the above-nentioned lists do not
neutralizes himif the target is "undercover" or "clandestine", but it
constitutes the first phase of this type of neutralization and allows the
friendly forces to detain the target if they find himin the area of
oper ati ons.

b. Carry out the investigation operations and or approach and search
and review to segregate, identify and detain the target personalities.

[ REFER TO CHAPTER XXl 'V, DETECTING CI TARGETS, FIGURE #1--Cl TARCET WORK SHEET)
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C. Carry out the psychol ogi cal operations against the personalities:
1) Carry out the propaganda operations to discredit the target.

NOTE: (Operations of this type nust be prepared in detail and coordi nated
through the G (Gvilian Affairs).

2) Carry out operations so as to nake the target supervisors
| oose trust in him

3) Carry out operations so that the eneny believes that his
agent (s) has been uncovered or conmtted.

d. Carry out Deceit/conceal operations. Neutralization through
deception could work WTH the use of false information to confuse the target.

e. Neutralize the personality target through the capture, detention
or the exile.

f. Use t he popul ation control and other resources:

1) Use controls to | ocate and capture the target, such as:

a) Search all persons in the target's area.
b) G ve identity badges to the popul ation.
C) | npose rationing of resources, such as, provisions,
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the food, etc., and give the popul ation rationing cards.

NOTE: The targets that are of Cl interest will try to avoid all these
controls so as to avoid been captured or identified. Persons that do not have
the badge in their possession or the rationing card, automatically will becone
suspi ci ous.

2) Use controls to Iimt or slow down the novenents of the
target, such as:

a) Requiring official passes to access specific areas.
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b) | npl enent a curfew which wll restrict all novenent

during specific hours of the day.

c) Use restricted areas to deny the target to have access
to certain activities.

2. Sel ect nethods to neutralize the teans. The sane net hods
that are used to neutralize the personalities could be used for the teans. An
additional nethod is to infiltrate an agent within the infrastructure a team
to spread runors and fal se i nformation.

3. Sel ect a nethod to neutralize the installations:

a. Carry out approach, search and revi ew operations to:

1) Segregate and contain the persons or teans in the particular
installation or area.

2) I nvestigation, identification, and detention of a Cl target.
b. Carry out conbat operations to:
1) Segregate and contain the installations.
2) Detai n the occupants.
3) Destroy the installation.
C. Carry out deception and conceal operations that cause
the Cl target to change the direction of his intelligence collection and to
prevent himto concentrate WTH his main m ssion.

3) Sel ect nmethods to neutralize docunents:

a. The two basic nethods to neutralize docunents are:
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1) Capture
2) Destruction

b. Any of the two nethods could be carried out using the
operations of review, investigation and conbat nenti oned above to effectively
neutralize the docunents and so prevent the eneny from using them
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D. Determ ne the operational requirenents:

1. Det erm ne the personal requirenents (How many persons you
need for the operation):

a. Det erm ne the nunber of persons

b. Determ ne what qualifications and skills will be needed to
fulfill the mssion (interrogation agents, interpreters, etc.)

C. Det ermi ne what speci al support you need for the m ssion:

1) Support fromthe conbat troops to close the area where

the search and review operations wll take place.

2) Mlitary police to give support during the review
oper ati ons.

3) Determne (if possible) if the installation area is
mned or if it has traps (booby traps).

4) Det ermi ne what ot her additional support you may need.
2. Determ ne the teamrequirenents:
a. Identify the arns that the teans wll need to carry out the

revi ew and detention.

b. I dentify what type of conmunications you will use.

C. Determine if you will need any codes or special key words.
d. | dentify what transport support you wll need.

e. | dentify how you will transport the targets, or how you wll

evacuate the area.
3. Determne the tine frame:

a. Det erm ne how nmuch tinme you will need to carry out the
neutralization.
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b. Identify the ideal time to carry out the attack against the
target.
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C. Determne if vigilance is needed and if there is enough tine

to carry out the sane.

d. Det erm ne on what date should the m ssion be conpl et ed.

E. Prepare the operational plan

1. Coordinate WTH the appropriate commanders to get the support
personnel .

2. Arrange the procurenent of the specialized team

3. Procure the official funds for the operation

4, Procure the conmmuni cati on equi pnent.

5 Coordinate WTH the conbat conmanders in the area the whereabouts

of the target.

a. | nf orm t he commander when, where, what and how t he operation
will take place to avoid conflicts in your responsibility area.

b. Make arrangenents for any assistance you may need while in
t hat area

C. Coordi nate the support of (short and long arns) in case it

woul d be necessary.

6. Qui de the team over the concept of the operation. Make sure that
all the nenbers of the teamare aware of their responsibilities.

7. Qui de the support troops:
a. Explain in detail the role they will play in the operation
b. Indicate if they need arns or specialized equi pnent.
C. Enphasi ze the need to fulfill the time frame requirenents.
F. Carry out the operation
1. Move towards the target.
a. Carry out a final check to nmake sure that all the

partici pants understand their responsibilities.
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b. Carry out a final coordination if necessary.
1. Saf equard the target:
a. Make sure that the troops are in their assigned positions.
b. Carry out the review and detention.
2. Di spose of the target:
a. Arrange the transfer of the target personnel and or the
docunent s.
b. Destroy the target installations.
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CHAPTER XXV
OBSERVATI ON AND DESCRI PTI ON
| NTRODUCT| ON:

Qur ability to perceive depends upon our innate ability, experience and
the training in regards to our surroundings and the environnent. You nust keep
in mnd that the word perceive neans to see and under st and.

GENERAL FACTS:

a. Definition: OBSERVATION: |Is the ability to recognize what is
happeni ng around us and the environnent. This is attained through the naxi num
use of the five senses. Carrying out a detailed observation allows a person to
remenber any object, or situation in a conplete, clear and exact manner.

b. Observation requires a mental effort to identify, analyze and
rel ate what as happenang an our surroundi ngs and the environnent.

C. It is a normal thing that a person perceives or understands only
that which interests himor what does not require nuch effort. Exanple:

(1) Wnen, in general, are nore interested in colors, since
t heir physical appearance depends on the exact conbination of colors,
t herefore, a wonan, may have nore know edge i n describing sonething she saw,
al though only for a few seconds. She knows the different colors better and
could bring an exact description of what she saw.
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(2) In contrast, nmen normally do not know colors well, or do not
pay nmuch attenti on when they observe them Men normally renmenber the basic
colors. If a man observes an autonobile involved in an incident and wi shes to

describe it he will probably say "it was a blue autonobile", but if a woman
makes the sanme description about the same autonobile, maybe she will do it in
this manner: "it was a |ight blue autonobile, WTH black and white trins".

This does not nmean that all nmean and wonen are the sane, but it is sonething
t hat happens often and coul d be considered as a patter in regards to
observati on.

d. To train in observing WTH exactness the CI Special Agent (SA)
must :

(1) Practice continually and in detail to recogni ze what happens
I n his surroundi ngs and environnent and in that manner try to observe and
understand the personalities, situations, objects and incidents.

(2) Replace the casual observations wit the studies and detail ed
observati ons.

(3) Train yourself and practice estimting:

a. The tinme (hours)
b. The speed of an object that is noving
C. The di st ance

(4) The SA nust be famliar WTH colors, the variety of colors,
and the intensity of the Iight.

(5) The SA nust have the ability to observe objects and
i ncidents in such manner that it will become potential evidence in an
i nvesti gati on.

e. The SA nust keep in mnd that his senses could fail, and he shoul d
know that not all persons will give a detailed description of what was
observed, although they are telling about the sane incident. The SA nust know
that the witnesses are telling the truth, but that each person sees things in
their own way.
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f. To becone an expert observer the SA nust learn to pay attention
and concentrate in particular details in the face and characteristics of an
obj ect or scene.
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g. When the SA questions a w tness about an incident, his questions
coul d be addressed only about what the person renenbers and not make
suggestions that could influence the description the w tness gives.

h. The power to listen well is also required in training. The SA
could train his "ear nenory" practicing to listen the conversations intently
W TH t he purpose of obtaining the greatest anopunt of information possible. One
particular way is to have the ability to listen to sernons in church, school,
political neetings, or any speech in a way that after listening to these
speeches the SA could later wite down in a paper what he |istened to.

i The vi sual observation training does not require that the SA
intently observes all and renenber each face or each scene, but, he nust
concentrate in such details that could be useful in his investigations.

J . Functions of the senses during the observation:

The exactness of an observation will depend upon the senses used to neke
t he observation. You could trust some senses nore that others, and the SA nust
take this into considerati on when evaluating their observations. The senses
that are used during the observations are:

(1) VISUAL: It is considered as the nost precise sense. WTH just
observing sone characteristics of a person the SA could conplete the inage
W TH known facts.

(2) HEARI NG This is the npost objective sense. Wen naking and
observation based in the sound there is not always precision. Frequently, you
do not know the origin of the sound or the distance fromwhere it cane. The
variety of sounds also are difficult to describe. Wien |istening to a sound,
the witness nornally tries to associate it WTH sone other known sound so as
to make a conparison |ater on

(3) TACT: In nost people, the sense of tact is not well devel oped and
it nmust be considered as a |imted neans of perception. Wthout the help of a
vi sual perception the sense of tact could confuse us, in such way that an
observation in the dark using the sense of tact could be very doubtful.
Nevert hel ess, the sense of tact of the blind persons is well devel oped.
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(4) SMELL: The sense of snell is not to be trusted nmuch. Many things
have the sane snmell and for that reason an observati on based on this sense
must not be taken very seriously.

(5) TASTE: The sense of taste is not very trustworthy since this sense
is very personal and the objective observation of taste is easily replaced by
the persons s individual sensation.

k. Psychol ogi sts indicate that:
(1) 85%of what we learn is through the visual sense.
(2) 13%is learned through the sense of hearing.
(3) 2%is through the sense of tact, snell and taste.
l. Psychol ogi cal el enments of observation
The SA nmust know both el ements of observation and the
observation's psychol ogi cal obstacles so as to properly eval uate an
observati on.
m The observation process in order of occurrence is:
(1) The SA nust have the ability to obtain a conplete physica
description of a person in a few seconds. This ability could be acquired

t hr ough:

a) Knowl edge of the nmeaning of words used to describe the
characteristics.

b) Practice the description of one or two
characteristics, such as the eyes and the nose, of different persons and
continue this until all the characteristics have been conpletely studied.

c) Train to define the descriptions in a precise order.
Exanple: fromthe head to the feet (hair, forehead, ears, eyes, etc.)
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n. The SA does not always have tinme to obtain a conplete description
of a person, in this case he nust concentrate in the foll ow ng:

(1) CQutstanding characteristics, such as noles, scars, |ack of
an arm |leg or other |inbs.

(2) Height
(3) Built
(4) Weight
(5) Age
(6) Race
(7) Sex
(8) Eyes
(9) Hair

(10) Conpl exi on
(11) Nationality or citizenship
(12) d othes

240
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CHAPTER XXVI
PLANNI NG AND CONDUCTI NG A MOBI LE (ON FOOT) VI G LANCE
FI XED VI G LANCE AND PATROL CAR VI G LANCE
I NTRODUCTI ON:

As a counter intelligence (Cl) Special Agent (SA) you nust know how to
pl an and conduct a vigilance. It is probable that during your career as a SA
you will be assigned to missions to conduct a vigilance. It is your duty to
establish the personnel, tinme and equi pnment that will be needed to carry out
this m ssion.

GENERAL FACTS:
1. Determ ne the vigilance objectives:

a. The vigilance is an investigative tool that consists of
keepi ng a person, place or target under physical or technical observation to
obtain evidence or information pertaining to an investigation or C
oper ati ons.

b. When nore sinple nmethods and financial expenditures have not
been successful, the vigilance is used to fulfill the specific objectives of
the investigation. The objectives of vigilance include:

(1) Establish the identity of the person involved in activities of
interest to Cl

(2) Detecting ilegal activities that fall under the jurisdiction of C
section.

(3) Qotain information to use in an interrogation.

(4) Devel op |l eads for future investigations.

(5) Confirmor refute information.

(6) bt ai n admi ssi ble evidence in a | egal manner.
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d. Det ai | ed description of the nane and addresses of associ ates,
contacts and rel atives of the SUBJECT.

e. Prof essional training of the SUBJECT in the countervigilance
techni ques (Figure 1).
FI GURE 1
COUNTERSURVEI LLANCE
SUBJECT ACTI ONS COUNTER MOVES
Usi ng convoy techni ques Usi ng reserve personnel so they be

aware of the convoy techni ques

Changi ng direction many tines Constant change of watch persons
in a short tine

Re-traci ng a course Constant change of watch persons

Using the reflection on windows Allow quite a distance and take up
i nnocent actions, such as passing
the SUBJECT and entering a store

Using baits (throw ng paper or Use reserve personnel to extract the
simlar objects) and observe if articles an hour later
any person picks it up

Changi ng the pace as you wal k Mai ntain harnmony with the area and
act in a natural way

Using public transportation Mai ntain at | east one watch person
and i nmedi ately getting off wi t hout clinbing on public
transportation

Getting off public transportationMaintain the vehicle or get off and

in a deserted area wal k in the opposite direction
of

t he SUBJECT
Clinmbing up various public Usi ng support vehicles

transportation in succession
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4. Conduct a study of the area to obtain and anal yze detail ed
i nformation of the place where the vigilance took place. Consider the area
where the SUBJECT |ives, works or spends tine.

a. Qotain a map and take notes of:

1) Road constructions

2) Police control points

3) One-way streets

4) No outlet streets

5) O her articles of potential interest (Shopping centers,
mar kets, etc.)

b. Identify the nature, place, structure and type of buil ding
that is nost frequently found. Put enphasis in

1) The residence of the SUBJECT.
2) The wor ki ng place of the SUBJECT.

C. Study the popul ation of the area to identify particular or
potenti al problens.

1) Race

2) Custom and cul tural habits

3) Rel i gi on

4) Language

5) Reaction of the people to strangers

d. Identify the traffic pattern

1) Change of workers
2) Movenent of vehicles

a) One-way streets

b) Changi ng directional |ines

c) Congest ed areas

d) Zone considerations (commercial, residential or industrial)

e. Identify the public transportation systens including:
(1) Type (bus, taxi, railroad)
(2) Tolls (cash or special coupons)
(3) Ti net abl e
(4) Loadi ng and unl oadi ng pl aces
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f. Revi ew the | ocal |aws
(1) Identify the local laws and their inpact in the
personnel and nethod regardi ng vigilance.
(2) Identify the application methods.
(3) Identify the | ocal police agencies, including their
appear ance.
g. obtain the weat her reports during your vigilance.
h. | f possible, conduct a search of the area.

5. Prepare a vigilance plan that includes all the operational
consi derations and instructions to make sure that the objective of the watch
is achieved. The plan nust be detailed to avoid wong interpretations, but it
must not be so restricted that it elimnates flexibility and the initiative of
t he i ndi vidual watch person

NOTE: The vigilance plan could be formal or informal, oral or witten,
dependi ng upon the circunstances and tinme availability.

a. Identify the personnel requirenents.
(D Identify the nunber and type of persons that would be required.

(2) Sel ect qualified personnel to participate in the vigilance. Min
qual i fications include:

(a) Previ ous experience in conducting a vigilance.
NOTE: It is essential that a maxi mum nunber of personnel have previous
experience in conducting a vigilance, because operational and technical
met hods cannot be | earned conpletely froma book. A person w thout
qualification could harmthe vigilance.

(b) Physi cal appearance that does not attract curiosity.

(c) Ability to stay without being recognized and ability to mx WTH
hi s surroundi ngs or environment.

244

LN324- 91
NOTE: Sel ect persons fromthe area to be used in the area where other persons
will attract attention. These other persons nust be used to control and
supervi se the vigilance of a place froma safe distance.

(d) Expedients (ability to adapt quickly to any situation)

(e) Physical vital strength and patience

(f) Detailed perception
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(g) Retentive nenory

b. Determine the requirenents of the logistics and admi nistrative
supports.

(1) Relief vigilance personnel from other duties
(2) Obtain special docunents, if required

(3) Provide financing to cover the project and for contingent
fi nanci al expenses

(4) Arrange to obtain the vehicles
(5) Obtain and exam ne the support equi pnent

(6) Arrange for food and other commodities, if appropriate, for
the vigilance personnel

(7) Prepare one or nore cover stories to explain each presence
and activities of the watch persons in a particul ar place

(8 Plan the relief for the watch crew
(9) Gve themarns, if necessary

C. Determ ne the control and comruni cati on procedures
(1) Establish the control procedures

(a) Establish a central control point to direct the vigilance
oper ati ons

(b) Cdearly tell the watch personnel what is the chain of
command fromthe watch man to the control point.

(2) Establish the procedures for comrunicati on.

(a) Est abl i sh radi o conmuni cati ons, when possible, as the
forenost method of comruni cati on between the operative el enents and the
control
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poi nt .
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NOTE: The use of the safe conmunication systenms could be necessary in some
ci rcumnst ances.

EQUI PMENT AND PROVI SI ONS

Radi os
Caneras and accessori es
Bi nocul ars

Tape recorders

Books and penci |

Maps

Smal |l transmtter in SUBJECT' S car
Receiver for the transmtter
Change of cl ot hes

(b) Establ i sh visual signals when the radi os do not work or there are
no radi os avail abl e.

1 Limt the nunber of signals and keep them sinple.
2 Vi sual signals nmust be natural gestures that do not attract
attention to the watch person (Exanple: taking a paper from your pocket,

lighting a cigarette, etc.)

(c) Establi sh the procedures for energency comrunication
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d. Determ ne the specific mssion that will be assigned to each
group or individual watch person

NOTE: The planning and preparation nust consider all the possible
contingencies that could devel op during the vigilance.

6. To direct the nenbers of the team about vigilance.

NOTE: The watch team nmust know as nmuch as possi bl e about the case so that in
such way they could interpret the SUBJECT' S acti ons.

a. Informthe participants of the vigilance objectives.
b. Informthe participants of the type, nethods and techni ques
that will be used in the vigilance (Figures 3 and 4).
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C. Informthe participants of the role they will play in the
vi gi | ance.
d. Provide the participants WTH the target information and the area.

Use phot ographs, maps, sketches to famliarize the participants conpletely
WTH the target aspects and WTH the area that will be watched.

e. Provide additional training and prelimnary training in the
vi gi | ance and counter vigilance nethods.

VI G LANCE METHODS

a. A fixed vigilance is when a watch person(s) is kept in a place or
fixed position to observe the activities of an specific place.

b. A vigilance in action is when the watch person(s) follow the
SUBJECT from one place to another to keep the continuous observation of his
activities. The vigilance in action could be:

(D A nobile vigilance (feet)

(2) A car patrol vigilance

C. A technical vigilance is when technical visual equipnent,
el ectroni ¢ buggi ng equi prent, and phot ographs are used.

d. A mxed vigilance is when there is a conbinati on of methods

menti oned above. This nmethod is nore expensive in noney terns and personnel,
but will give us the best result.
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FI GURE 4

VI G LANCE TECHNI QUES
DI STANCE: The di stance between the watch person and the SUBJECT w |l depend
upon the circunstances and the watch person's judgenent and must vary during
the course of the vigilance. Normally, the nore people there are in the street
the closer the watch person will be fromthe SUBJECT

TURNI NG ON CORNERS: Do not nmke inmmediate turns after a SUBJECT in corners. A
suspi ci ous SUBJECT coul d "exam ne and observe" a watch person by just standing
in the corner and observing attentively these persons that turn around the
same corner. Making a wider turn will help keep our pose and will allow us to
review t he area.

CONVOY: Val uabl e SUBJECT(s) to a vigilance could use convoys whil e conducti ng
i mportant activities. The convoys will keep a position in the back of the
SUBJECT, keeping himon view, and is alerted about watch persons. Be attentive
and al ert about the utilization of convoys and take appropriate action to
prevent the comm tnent of the vigilance.

DECOYS: The SUBJECT uses a substitute of simlar physical appearance so as
to act as a decoy and to confuse the watch person. This is an efficient nethod
when it is used in the residence or work place of the SUBJECT.

CLI MBI NG BUSES AND TAXIS: If the SUBJECT clinbs a bus or taxi, the watch
person "A" nmust try to clinb the bus or taxi, but always keeping a distance
behi nd the SUBJECT if possible.

RESTAURANT: Gbtai n a chair out of the direct SUBJECT' S view range, but so as
you can see the SUBJECT, if possible, in a place where you could listen to the
SUBJECT. Order according to the type of service ordered by the SUBJECT to be
sure that you can pay the bill and | eave the restaurant w thout |ooking track
of the SUBJECT.

RADI CS: The use of conmmuni cation equi prent nust be without attracting
attention to the public's curiosity. Do not bend to approach the m crophone.

RECOGNI ZI NG THE SUBJECT: The SUBJECT nust be physically shown to the

wat ch person, if possible. Study and be prepared to recogni ze the appearance
and the SUBJECT' S mannerisnms. Do not depend in the SUBJECT' S dress manner.
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VI G LANCE TECHNI QUES
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COM NG I NTO A BUI LDI NG The si ze, nature and surroundi ngs are significant
considerations to determne future actions. Small buildings, if any, could be
kept under vigilance, it is not necessary to follow the SUBJECT to this
bui | di ng unl ess the SUBJECT nade a contact W TH other persons there in the
past. In large buildings, follow the SUBJECT and use the inside of the

buil ding to your advantage. Keep in mind that |azy persons attract attention.

ELEVATORS: Foll ow the SUBJECT to the elevator only if there are other persons
and if the SUBJECT does not suspect he is been observed. Stop in the floor
above or bel ow the SUBJECT and use the stairs to get to the sanme floor as the
SUBJECT'S. I n departnment stores or simlar buildings, the watch person could

| eave the el evator on the sane floor as the SUBJECT. If the SUBJECT enters an
el evator alone, stay in the | obby and determ ne the direction the SUBJECT went
to by observing the floor indicator of the elevator. Use the stairs and

anot her elevator to reach the sane floor as the SUBJECT S.

Figure 4 (cont.)
7. Conduct the vigilance using one of the nethods nentioned bel ow
a. The nmet hod of a wat chnan

NOTE: Avoid this nethod in a noving vigilance, if possible, because it does
not allow flexibility.

(1) Operate in behind the SUBJECT and in the sane street.

(2) Operate in the street adjacent to the SUBJECT when it is
operationally necessary to avoid the conmtnment of the vigilance. The
circunstance will dictate if we nust operate in front, behind or next to the

SUBJECT. (EXAMPLE: Operate next to the SUBJECT when he turns around the corner
to observe if he nakes contact or enters into a building).

(3) Keep close to the SUBJECT to observe his actions.
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(4) If the SUBJECT turns around in a corner and the area is not too
crowded continue crossing the street in the intersection. Cbserve the street in
the direction of the SUBJECT, wite down the position and action of the person and
act according to the situation.

(5) If the SUBJECT turns around in a corner that is crowded, stop in
the corner, in a casual nmanner and observe the SUBJECT'S actions. Unless the
SUBJECT is stopped in a corner, continue the vigilance in the sane street.

b. The two wat chnmen net hod ("AB" net hod)
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(1) A watchman is kept in position "A" directly behind the SUBJECT.

(2) A second watchman is kept in position "B" behind "A" or in the street
next to the SUBJECT and next to him

(3) The distance is kept according to the situation.

(4) If both watchnmen are in the sanme street and the SUBJECT turns around
in the corner, watchman "A" continues to walk in the original direction and
crosses the street at the intersection. Fromthe adjacent street, watchman "A"
poi nts out the appropriate procedures of follow ng the SUBJECT to watchman "B".

(5 If watchman "B" is operating in the adjacent street and the SUBJECT
turns around in the sane corner that he is at, watchman "B" nust cross the street
behi nd the SUBJECT and take watchman "A's position. It is not necessary to use
signal s because this arrangenent nust be established beforehand.

(6) If watchman "B" is operating in the adjacent street and the SUBJECT
crosses the street in the direction of watchman "B", watchman "B" nust limt his
step to avoid contact WTH the SUBJECT. Watchnman "B" nust enter in a store or
conti nue wal ki ng strai ght ahead, keeping visual contact WTH watchman "A" to | ook
for a signal indicating his next nove.
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C. The three nmen nmethod (The "ABC' net hod).

(1) A nenber of a group is placed in position "A" at a short distance from
t he SUBJECT. Watchman "A" observes WTH detail and wites down the SUBJECT' S
actions.

(2) The second watchman is placed in position "B" behind watchman "A"
Wat chman "B" keeps the constant observation of actions of both watchman "A" and
the SUBJECT and prepares to assunme the position of watchman "A" when it is
requi red. Watchman "B" al so observes to see if there are any convoys and takes
appropriate action agai nst these convoys.

(3) The third watchman is placed in position "C'" in the street adjacent
and next tQ the SUBJECT. Watchman "C' directs the actions of watchman "A" and "B"
W TH si gnal s arranged bef orehand and prepares to assune the watchman "A's position
i f the SUBJECT crosses the street and | eaves watchnmen "A" and "B" al one.

NOTE: |If the group of watchnmen have nore persons, they will follow behind
wat chnmen "B" and "C".

(4) |If the subject turns around the corner directly on the side he is
wal ki ng (out of watchman "C'), watchman "A" crosses the street in the intersection
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and assunes the position of watchman "C' and wat chman "B" places hinself in
position "A" and watchman "C' crosses the street and places hinself in position
11} Bll .

(5) |If the SUBJECT turns around the corner and crosses the street in the
direction of watchman "C', it is not necessary to change positions.

(6) |If the SUBJECT sinply crosses the street in which he is walking,
wi t hout turning around any place, then watchman "C' is placed in position "A", and
wat chman " A" assunes the position of watchman "C' and watchman "B" crosses the
street and places hinself in position "B".

NOTE: All position changes nust be directed dependi ng upon the circunstances and
t he wat chnen judgenent and they will be done in a way so as not to attract the
attention of the population or the SUBJECT' S attention.
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d. The progressive vigilance is used when the SUBJECT has counter-
vi gi |l ance experience and it is expected that he will use any technique to avoid

the vigilance.
(1) Locate the SUBJECT'S place to start (residence, office, etc).

(2) After locating this point, start to pick up the SUBJECT from any pl ace
outside out of his sight.

(3) Continue and observe the SUBJECT only at short distances on the first
day.

(4) In the follow ng days, pick the SUBJECT at the tinme and place where
you left himthe last tinme, and again follow himat a short distance to a new
poi nt .

NOTE: This nmethod will be painful and slow if the SUBJECT changes his daily
routi ne occasionally, but will eventually take the watch persons to the places and
contacts that the SUBJECT wants to keep secret.

8. Wite down all the observations regarding the SUBJECT and his
activities. Wite down in a manner that does not attract attention. The small tape
recorders are a valuable tool during vigilance. Witing notes in nmaps or
newspapers al so worKks.

9. Carry out the fixed vigilance.
a. Establish an stationary position to avoid the SUBJECT' S

detection or the curiosity of other persons. Conduct the vigilance in one of these
positions:
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(1) A fixed place could be used during a short termor during a stop in a
nobi | e vigil ance.

(2) WTH a parked vehicle in the vicinity of the target.
a) Do not park in the sanme place for a long tine.

b) Warn the police agency if the vigilance involves parking a
vehicle for a long tine.
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c) Do not keep the vehicle's notor running while parked. It is very
danger ous (carbon nonoxide could enter inside the car) and will attract attention.

d) Unplug the Iight inside the vehicle.

e) After parking the vehicle, you nust open the door and close it,
many persons unconsciously listen to determne if they open and cl osed the
vehicle's doors right after parking.

(3) In aroomor an apartnment |ocated next to the SUBJECT.

(a) This place nust be one or two floors above the SUBJECT' S pl ace.

(b) This place nust be accessible to entrances that are not visible by the
SUBJECT.

(c) This place nust be occupied all day to avoid the entrance of non-
aut hori zed persons.

(d) The observer nust seat in a dark roomaway fromdirect view of the
wi ndow to get the best advantage that the shade in the roomoffers.

(e) Limt the nunber of watch persons to two or three in a position,
because a | arger nunber could attract attention.

(f) Frequently relieve the personnel to avoid fatigue.
10. Carrying out the vehicle's vigilance nethod:
a. The vehicle's net hod.

NOTE: Avoid this nethod in the nobile vigilance, if possible, because it does not
allow flexibility.

(1) Prepare the vehicle.

(2) Operate in the back side of the SUBJECT' S vehicle.
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(3) Mintain close to the SUBJECT to observe his actions.

(4) If the SUBJECT'S vehicle turns around in a corner follow himor
continue crossing the intersection and make a "U"' turn and continue follow ng him
bserve the street and the direction of the SUBJECT, wite down the position and
persons's action, and act according to the situation.

b. The two vehicle nmethod ("AB" nethod)

(1) Prepare the vehicle.

(2) The first vehicle is kept in position "A" directly behind the
SUBJECT, while this vehicle nust be kept at |least two or three vehicles behind the
SUBJECT' S vehi cl e.

(3) The second vehicle is kept in position "B" directly behind "A"
or in the street parallel the SUBJECT'S vehicle and at his side, while receiving
directions, by radio fromvehicle "A".

(4) The di stance is kept according to the situation.

NOTE: It is possible to keep the vigilance through the back mrror of the watch
person's vehicle when traveling in front of the SUBJECT' S vehicle.

(5) Change positions of watch person's vehicles frequently to avoid
that the SUBJECT recogni zes these vehicles.

C. The three vehicle nmethod ("ABC' net hod)
(1) Prepare the vehicle
(2) In a vigilance through vehicles using the "ABC' nethod, the
wat ch person's vehicles are lined in the same manner that in "ABC' techni ques for
nobil e vigilance (on foot). Vehicle "C' operates in a known parallel route.
(3) If the circunstances dictate it both vehicles "B" and "C' coul d

operate in the SUBJECT' S parallel route. Change vehicles "B" and "C' frequently
W TH vehicle "A"
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(4) A wat chman's vehicle could be placed in a position in front of
the SUBJECT' S vehicle to avoid that the SUBJECT coul d recogni ze the watchnen's
vehi cl es.

11. End the vigilance when:

a. The vigil ance objectives have been attai ned.

b. The SUBJECT of a discreet vigilance knows that he is under
vigilance and takes actions that indicate that he recogni zes that he has been
wat ched.

12. Prepare the vigilance reports using the Agent's Report. The report
must have the follow ng information:

a. I nt roducti on paragraph
(1) Date and tinme when the vigilance started and ended.

(2) Identify the person under vigilance, if he is not the SUBJECT of
the investigation.

(3) Conpl ete identification of other agencies or person(s) that
provi ded assi stance during the vigilance.

(4) Type of vigilance
(5) Specific place or general area invol ved.

b. Det ai | ed description of the SUBJECT, including his mannerisns, and
defined habits.

C. Chronol ogi cal details of events or activities in a narrative form or
tabul ation, identifying each contact and buil ding by nunber (For exanple, Contact
1); a summary of all the conversations that were heard about the SUBJECT.

I ncludi ng an exact transcript, if possible.

d. Descri ption of each contact.

e. Description of each building inplied.
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f. If there is a formal report, include the date, tine and reasons for
whi ch the vigilance was di sconti nued.

g. The SA in charge of the vigilance team signs the report.
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CHAPTER XXVI I |
TERRORI SM
| NTRODUCTI ON:

In this chapter you may describe terrorism the phases of the conflict under
low intensity, who were the terrorists, the characteristics of the terrorist
operations, the terrorist organization, the arns used by the terrorists, the
security methods of the terrorist's groups.

GENERAL FACTS:

QUESTI ONS TO BE COVERED IN THI S CHAPTER:

1. What are the phases of the lowintensity conflict?
2. How is terrorismdefined?
3. Who are the terrorists?
4. What are the characteristics of the terrorist's or rebel's operations?
5. How is the organization of a terrorist's novenent?
6. What are the nethods to provide security to a terrorist organization?
7. What arns are used by the terrorists?
8. What are sone of the targets that are nost attacked by terrorists?
9. What are sone of the nbst common terrorist activities ?
10. What is the terrorist's goal ?
258
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BASI C DATA ABOUT TERRORI SM AND REBELLI ON
THE REBELLI ON OR CONFLI CT PHASES OF LOW I NTENSI TY:

1. PHASE |: (Latent or Incipient Insurrection) This phase rotates between
the circunstances of the subversive activities is only a potential, latent or
incipient threat, and situations in which the subversive incidents and activities
occur frequently and in an organi zed way. This does not include a violent burst of
activity or chaotic activity.
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a. EXAVMPLES OF ACTI VI TI ES THAT COULD BE CARRI ED OQUT I N PHASE | :

1) The rebels starting froma relatively weak position, plan and organi ze
t heir canpai gn and sel ect urban or rural areas of objectivity.

2) The open or clandestine organi zations are established. If the
insurrection party is ilegal, the organizations will be cl andestine.

3) Psychol ogi cal operations are carried out WTH the purpose of
expl oi ting conplaints and people's w shes.

4) Then the organization starts WTH a ghost government.

5) Once the party is established, they concentrate in gaining the
i nfluence of the population and infiltrating in the governnent, econom c and
soci al organizations, and in presenting a threat to the admnistrative ability of
t he governnent.

6) During the | ast stage of Phase | the inportance of recruiting,
organi zing and training the arned el enents i s enphasi zed.

7) The police forces are attacked, other activities terrorist (groups)
and sone other mlitary operations of |less inportance to try to influence
additionally over the population, or to provide arns for the novenent and
confronting the governnment's ability to keep peace and order.

2. PHASE I11: (Guerrilla warfare) This phase is reached once the
subversive novenent has gai ned sufficient |ocal and external support and starts to
conduct an organi zed guerrilla warfare, or forns of violence against the
establ i shed authority.
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a. EXAMPLES OF ACTI VI TI ES THAT COULD BE CARRI ED QUT DURI NG PHASE
Il

1) Phase | is continued and expanded. The rebel's political and mlitary
control is intensified over the territory and the popul ati on.

2) Guerrilla warfare is used in a great scale and in sone areas a limted
defense i s nount ed.

3) According to what the situation allows a rebel's governnment is
organi zed in areas they dom nate, and in areas that have yet to be under their
control

4) The nost inportant mlitary goal is the control of the greatest area.
The rebels try to understand the governnment troops in static defense and
interdiction operations and they try to destroy the conmunications |ines and take
or destroy the governnent's supplies and resources.

http://www.soaw.org/Manuals/ci-27-28.htm (16 de 22) [12/02/2001 09:30:48 a.m.]



School of the Americas Watch

3. PHASE 111: (Mwvenent war) The situation advances from Phase Il to
Phase 111 when the insurrection has mainly changed to a novenent war between the
organi zed rebel's forces and the governnent forces.

a. EXAMPLES OF ACTI VI TI ES THAT COULD BE CARRI ED OUT DURI NG PHASE
(I

1) The activities that were initiated in Phases | and Il, are continued
and i ncreased.

2) The largest units in size are used to conbat the governnment forces and
gai n key geographic and political objectives that will help overthrow the
governnent forces.

3) If the rebels try to win the mlitary sector over and the governnent
Is overthrown, inmmediately they will initiate their consolidation activities. This
i ncl udes renoving the potential enem es, establishing additional control
mechani snms and the re-structuring of society.
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(4) Additional information and sunmmary of the terrorist's personality: In
general, a terrorist is a determ ned person who thinks that he or she is
participating in a dynamc political process but that cannot distinguish the
difference between the actions and noral principles; to themthe objectives
justify the tactics. The true terrorist is not a crazy fanatic as is commonly
t hought. They are hard-working persons that are prepared to give their lives for
the cause. Mpst terrorists desire to live to see that their goals are fulfilled or
carried out; to attain that objective they use persons WTH nmental problens (crazy
peopl e) or comon crimnals to carry out risky m ssions such as nurders.

b. AGE: In general the age of a terrorist is between twenty and thirty
years of age. For the local groups is even adol escents. The | eaders of any type of
organi zation is commonly ol der (58, 40, 35).

C. SEX: For the nobst part in the terrorists' history, they have been
predom nantly nmales. During a period of a decade (1966 to 1976), 80% of the
operati ons were addressed and executed by nen. The role of a woman in those tines
was to recount (collect) intelligence, such as nessengers, nurses, and the
operation of safe houses. Fromthat era on there was a dramatic change in the
femnine participation in the terrorist acts. At present, the greatest part of the
terrorists are still nen, but WTH a great wonmen participation. The participation
of wonmen in terrorist novenents is due in part, to social changes, female
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| i beration and youth's rebelliousness.

d. CIVIL STATUS: The greatest part of the terrorist organizations have a
majority of single nmenbers. The accepted general figure is between 75-80% singl e.
This reflects that nmarriage is considered as an operational problemfor the group.
Frequently the nmenbers of a terrorist group that are married break up WTH their
fam ly once they find thensel ves convinced in their group's beliefs and they
foll ow them

e. ORIG@ N. The urban netropolitan areas constitute the source of the
greatest part of the terrorist nunbers.
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f. SOCI O ECONOM C HI STORY: Normal |y they conme fromliberal party nenber
parents. There is a preponderance of professionals, such as | awers and doctors,
but the other occupations include clergy, business executives, diplomts,
gover nnent enpl oyees, police and nenbers of the arnmed forces. The terrorist groups
usual ly come from m ddl e and hi gh cl asses.

g. EDUCATI ON AND OCCUPATI ON: There is a vast mgjority of students and
intellectuals within the revolutionary novenents and their directors. The mgjority
of the | eaders have received sonme university education or have taken hi gher
education courses and then some. The social and humanity degrees seemto attract
many; the students rarely come up as |leaders, but the universities are a field for
t he revol uti onary novenents.

h. RECRUI TMENT: The universities play an promnent role in the
recruitnment of terrorists. They introduce anarchi st and marxists doctrines and
many of the student federations are controlled by radicals. The jail adds another
el enent, although it does not play such an inportant role as the university's.

i RELIGA ON: The terrorist tend to be atheists, devoted to violence. This
does not nean that all terrorist are atheists. In Latin Anerica's case, the
catholic priest's and the nuns have carried out active roles in the terrorist
operations of both sectors.
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COVPARI SON BETWEEN THE TWD CATEGORI ES OF TERRORI STS:

NATI ONALI ST | DECLOG CAL [mi || enni um ori ent ed]
Personal ity: Educat ed | eader Sane, preponderance of

| deal i st soci al | y unadj usted youth

Acti vi st
Age: From adol escence In their twenties, thirties

to the 30's (| eaders
in their 40's)
Sex: Mascul i ne (a few activeDi vided al nost 50%
ones fromthe fem ni ne sex)wonen have very active roles.

Cvil Status: Single Single
Oigin: Met ropol i tan area Met ropol i tan areas
Soci o- econom ¢ Low and m ddl e cl ass M ddl e and hi gher cl asses
hi story: (l eaders mddle to high
cl asses)
Educati on and Varies greatly Uni versity and Professional

Qccupation (Leaders are professionals)
Recruitnent Varies greatly in cities City, University, Prisons

Rel i gi on Varies greatly None
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TWO MAI N TERRORI ST CATEGORI ES: W TH t he consi derabl e changes that have taken
pl ace during the last twenty years, there has cone into play two nain terrori st
cat egori es:

a. Nationalist: They take power or cause a national revolution. The
control of specific territory is their conmon denom nator. These groups have as
principal goal to take a territory as a sovereign entity. They have objectives
defined in a short termand frequently nake do in a practical nmanner to attain
t hem

b. | deol ogi cal : Revol utionaries and anarchists of an indefinite ideol ogy
that try to destroy the existing system As a general rule they try to avoid to
arouse any definite substitute governnent because this tends to divide the
organi zati on through di ssenti on.

METHODS OF OPERATI ON: Terrorist operations are being carried out in a

prof essi onal manner and are executed by well-trained specialized clandestine

el ements, particularly by international groups. The terrorist organizations are
becom ng bureaucratic institutions and their nenbers are specializing in diverse
areas. There is evidence of one transnational affiliation and assistance between
the groups. The terrorist groups generally operate as clandestine organi zati ons.

a. To avoid penetration and information | oss about the organizati on,
operations, techniques and plans, groups practice strict security neasures. A
| eader is designated and gui ded about the m ssion and the support requirenents.

b. Procuring even nore security, frequently the nenbers of the team do
not nmeet but until the |ast rehearsal and shortly before | eaving towards the place
where the mission will take place. In such manner, the nenbers of the team and the
support personnel will not know the |ocation of the target until it is necessary
to carry out the mssion. The identity of each nenber of the teamw || be kept in
secret, even fromthe nenber thensel ves, by using nanmes and fal se identification.
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C. To increase security, a special intelligence teamw | carry out a
detail ed search of the area or the target. To increase the security even nore,
many targets that have been recognized will not be attacked by a reason or other,

so the fact that a search has taken place does not nean that the target will be
attacked. Additionally, to nmake the hanper or prevent the detection, they plan a
greater nunber of attacks than they will actually carry out.

d. Urban | ocal groups carry out their operations as an initiative of

their local cells or their novenent's central command.

e. Terrorists normally look to exploit the vulnerabilities, attacking
targets that have a weak security stand. Terrorist operations are characterized
by: "THE VI OLENCE", "SPEED', AND "SURPRI SE". Terrorists reduce their own
vul nerabilities to reduce the risk of the operation. If the original target is
wel | protected, they take into consideration the degree of risk and vulnerability
of the group, select another target. This does not nean that terrorist groups wll
not attack a high security target and risk a suicide mssion if they think that
could be the | ast resource.

TERRORI STS TARCGETS: The terrorists targets are generally of two types:

Synmbolic or pragmatic. Targets that could serve both purposes are selected if they
are avail able. Targets are nore synbolic when terrorists are weak and vul nerabl e.
As the novenment grows, targets are nore pragmatic. The definition of the two types
of targets is as follows:

a. SYMBOLI C TARCGETS: Synbolic targets are normally prom nent menbers of a
regime or an institution. The terrorist's acts against the target are conmtted in
highly visible places to attract the greatest degree of attention possible and
they serve as principal instrunment to reduce the trust, inflict fear and provoke
the repression of the latter psychol ogi cal use by the novenent.

b. PRAGVATI C TARGETS: Pragmatic targets include nultinational corporation
executives, key menbers of the opposition, whose selection has the purpose of
coercing the group's objective so as to support the novenent; to obtain resources,
such as, noney, supplies and arns.
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TERRORI ST ACTIVITIES: The activities of the terrorist groups include:

a. Mur der s
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b. Bonbs (including the use of letters and expl osi ve packages, and fire
bonbs)
Ki dnappi ng and t aki ng host ages
Pre-neditated fires
Anbushes
Armed attacks
Street tactics
Robberi es

SQ@mean

ADDI TI ONAL | NFORVATI ON ABOUT TERRORI SM
a. Terrorist goals:

1) Qui de the masses not to support the governnent and support their
novenent .

2) Terrorismw |l give the urban insurgent a nethod to devel op the
potential for mass uprising and give the rural insurgent a nethod to oblige them
to reduce the control of the governnent and to force theminto the desired
behavi or.

3) These goals constitute the fundanental terrorist threat for
gover nment s.

LOCAL LEVEL ORGANI ZATI ONAL CHART
COMVAND

| NTELLI GENCE SUPPORT COVBAT
SECTI ON SECTI ON ELEMENTS

NATI ONAL LEVEL ORGANI ZATI ONAL CHART

COMVAND
SUB- COVMVAND SUB- COVVAND SUB- COVIVAND
I NTELLI GENCE SUPPORT COVBAT
SECTI ON SECTI ON SECTI ON
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CHAPTER XXI X
COUNTER TERRCRI SM
| NTRODUCTI ON:

In the previous chapter "Terrorisnl was discussed in the nost inportant
points in regards with the matter of terrorism Now |l et us see what nust be the
governnent's and the Security Forces answer to the threat of terrorism

GENERAL FACTS:

There is no country in the world that does not have or could have the threat
of terrorism The act of terrorismis very sinple to carry out, but the operations
of counter terrorismare not so sinple. Counter terrorismrequires preparation,
training and a special execution: A failure will result in the |oss of innocent
lives and possibly a victory for the terrorists. Above all, the counter terrorist
operations demand good military intelligence cooperation.

THE FI VE COMPONENTS OF A COUNTER TERRORI ST PROGRAM
a. In this space we w Il discuss the governnment actions against the
terrorist activities. Before we start to discuss the conponents of a counter

terrorist programwe must nention the terrorists' goal and the fundanmental threat
of terrorismto governnents.
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1) Question: What is the terrorists' goal? And what is the governnment's
goal ?

Answer : Terrorists wish to obtain the popul ar support for their
novenent. The governnment wi shes to keep the popul ar support on their side.

2) Question: Taking this terrorists' and governnent's goal into
consi deration, Wo could renenber what is the fundanental threat of terrorismto
gover nnment s?

Answer: Terrorismw || give the urban insurgent a nmethod to devel op the
potential for mass uprising and give the rural insurgent a nethod to oblige them
to reduce the control of the governnment and to force theminto the desired
behavi or .

b. A government's answer to the acts of terrorismcould cause even nore
problens if the governnment does not follow the procedures of a good program of
counter terrorism For that reason it nust analyze carefully the needs of a good
program of counter terrorismto avoid making exactly what the terrorists w sh

C. Basically, there are five conponents of the counter terrorism program

1) PREDI CTION: It includes the intelligence operations, and the work of
anal yzing the threat, the terrorists' power, and the npost vul nerable targets. CQur
know edge of the characteristics of terrorismand terrorisms strategy will be key
parts in this job. EXAMPLE

"From our study of terrorismwe know that there are many possible targets.
W al so know that it is not possible to know WTH certainty what will be the next
terrorist's targets, but using our intelligence about the terrorists and their
goals, we could make a prediction about the nost probable targets and this wll
give us nore possibility to protect these targets or react quickly against the
terrorists.

2)  PREVENTI ON:
a. Elimnate the causes: It will not be possible to elimnate all the
terrorismcauses, but at |east a governnent that could show the popul ation that

they are trying to better the society's condition will create an environnent in
which it will be difficult for the terrorists to gain nuch popul ar support.
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b. DI PLOVACY: This will have nuch val ue because it will elimnate the
foreign support of terrorists and their sanctuary---but it is very difficult to
i mgi ne that all governnents will like to elimnate terrori smbecause sone

governnents are the biggest sponsors of terrorism (Wat could give exanpl es of
some countries that sponsor terrorisn®)

3) DI SSUASI ON: Bl ock the target. Renenber that terrorists like to attack
targets that are not protected. As we have discussed there are so nmany possible
targets for terrorists that we cannot get conplete protection. But the anal ysis of
terrorists could show the nost vul nerable targets and then we coul d give our
priority to those targets. Also, frequently, only in few security actions could
di ssuade the terrorists.

a. Physi cal security

b. Personal security

C. Security Operations (OPSEQ

d. It is very possible that the best way to dissuade terrorists is to
find a high proportion of their detection, conviction and puni shnent.

4) PREPARATI ON: Preparing the government forces to react. | NCLUDES:

a. Determ ning authority and jurisdiction
b. Pl anning the counter terrorismoperations
C. Trai ning the counter terrorism personnel

5) REACTI ON: The appropriate answer to the incident.
4. M LI TARY | NTELLI GENCE | N COUNTER TERRORI SM

a. We al ready know the five conponents of a counter terrorlsn1progran1 In
each one of the conmponents the mlitary intelligence actions are essentia
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b. FUNCTI ONS OF M LI TARY | NTELLI GENCE I N THE COUNTER TERRORI SM
COVPONENTS:

1) Intelligence collection
2) Intelligence anal ysis
3) Intelligence dissem nation

C. THE M LI TARY | NTELLI GENCE RESPONSI BI LI Tl ES:
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1) Initiate investigations

2) Confirminformation

3) btain i nformati on sources

4) G ve advice to the Conmander

d. M LI TARY | NTELLI GENCE JURI SDI CTI ON:

1) Each country is different and you nust study the |aws of the
country in which you work.

e. M LI TARY | NTELLI GENCE NEEDS

1) The mlitary intelligence needs in regards to terrorismare infinite.
You need to obtain all the information possible about the terrorists, their
targets and the surroundings in which they operate.

f. The | egal aspects in regards to the terrorismacts and terrorists have
to be considered taking into account that the terrorist is a crimnal and that he
wi shes that the authorities initiate repressive actions. This is one of the
tactics used by themto obtain a reaction to the government and therefore
strengthen their novenent.

5. TAKI NG HOSTAGES AND THE RESCUE OPERATI ON
Since hostage taking is the nost difficult type of situation, we wll

di scuss a rescue operation in a hostage taking situation to show sone details of
the governnent's reaction to the acts of terrorism
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In this situation it is very inportant that the governnent have an
appropriate reaction. The use of too nuch force could be worst than any reaction.
Remenber that often the terrorist's goal is to provoke the governnent to use
I nappropriate force. This is especially inportant in hostage taking cases. In such
a situation the government will have to react very carefully to prevent that the
terrorists could attain their goals.

There are four rules for a rescue operation:

a. The objective is a rescue mssion to save the lives of the hostages--
wi thout giving into the inpossible demands of the terrorists. In any action taken
by the security forces, this objective has inportance, even when one has to escape
fromsone terrorists.

b. The rescue team nmust be of an adequate size and nust only use adequate
arnms to conbat the situation. Having too nany people in the rescue group will only
difficult the operation and give nore targets to the terrorists. Always try to use
arnms that are not lethal, if possible, to avoid killing the hostages.

C. It is inportant to obtain and use all the intelligence possible from
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the terrorists, the hostages, the area, etc.

d. The rescue team nust have a high degree of professionalism It nust be
well prepared to fulfill its mssion

NEGOTI ATI ON W TH THE TERRORI STS:

a. In entering in negotiations or considering entering in negotiations
WTH the terrorists, the follow ng are sone options the governnent has:

1) Gve into all the terrorists' demands
2) Deny all the terrorists' demands

3) Controll ed negotiation so as to get additional tine to take
appropriate actions.
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b. There are varied opinions and phil osophies in regards to negotiations
with terrorists; the follow ng are anong them

1) Not to negotiate under any conditions
2) To negotiate to obtain the freedom of the hostages

3) Negotiate WTH the purpose of gaining additional tinme to take
appropriate action.

CONCLUSI ON:

The counter terrorismoperations are sonme of the nost difficult and
frustrating to mlitary personnel. But they are also sonme of the nbst comon types
of operations today and could have great inpact in the national life. It is
i nportant for you, as nmenbers of mlitary intelligence corps, to understand the
terrorist's operations their possible effects in the insurrection's war and the
counter terrorismprogranms that the governments could carry out to effectively
control the terrorist's threat.
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CHAPTER XXX
PHYSI CAL SECURI TY
| NTRODUCTI ON:

Security, as we apply it to our classified information and defense materi al,
is a very conplex thene. In order to better understand the conplete thene of
security, we have subdivided the thene in three parts: PHYSI CAL SECURI TY, PERSONAL
SECURI TY, and DOCUMENT AND | NFORMATI ON SECURI TY.

None of these three parts could exist by thensel ves. During the |ast
chapters we introduced the other two securities; personal and docunents. In this
chapter we will discuss what is physical security in itself, but we wish that you
al ways keep in mind the other two securities so that you may be aware of the
rel ati onship that exists between the three.

So that you may fulfill your security function, you may have to be better
prepared for the eneny.

GENERAL FACTS:
1. EXAMPLES OF SECURI TY:

Physi cal

Personal and anti-terrorism
I nformation security
Operations security
Communi cati ons security
Transm ssi ons security

TeoeooTp

2. DEFI NI TI ON OF PHYSI CAL SECURI TY:
Physi cal security is defined as "The barrier systemthat is placed between

the potential intruder and what you wi sh to protect. These barriers could be of
five types: (NATURAL, STRUCTURAL, HUMAN, AN MAL, ENERGY)."
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a. NATURAL BARRI ERS: Are those natural topographical characteristics such
as rivers, nountains, seas, ravines, cliffs, etc., that by thensel ves sl ow down or
difficult the entry or access of an intruder to an installation

b. STRUCTURAL BARRI ERS: Are those barriers constructed by man, without
consideration to its original intention, that could delay the intruder. Some
exanpl es of structural barriers are: walls, floors, doors, w ndows, |ocks, fences,
etc.

C. HUVMAN BARRI ERS: The guards, managers in charge of |odging, office
wor kers and wor kshops workers who intercept the intruder and what he wi shes to
pr ot ect .

d. ANl MAL BARRI ERS: General | y dogs such as the German Shepherd, are
trai ned and used as guards.

e. ENERGY BARRI ERS: Al arns, protective illum nation, any electronic
devi se that serves to protect an installation.

3. PRI NCI PLES I N WH CH THE APPLI CATI ON OF PHYSI CAL SECURI TY | S BASED

a. The eneny's agent nust have access to the information or material that
interests him The type of access depends in a nunber of factors, and could be
done in different ways:

1) When you are considering protecting information, you should not only
consi der protecting the physical access, but the access to discussions about these
materi al through the use of clandestine devices to listen [bugs]. If the eneny
tries to tape a conversation about an specific thene, this is so useful to himas
the original docunent in paper.

2) You nust be careful also WTH the use of |ong-range photographic
equi pnent to get access through openings in structures.

3) The thenes di scussed above coul d be considered also for sabotage. The
sabot age agent does not have to place the device or destructive material in the
pl ace he wi shes to cause danage. He could, in many ways, throw an expl osive device
against its target, (riffle, grenade | aunchers, rocket |aunchers, canoufl aged
expl osi ves sent through the mail or WTH supplies), or could contam nate the fue
or oil deposits to cause damage to nachi nery, although they keep away from him
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4) You may consider all available resources that the eneny could access,
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and all these nust be evaluated to determ ne how we could be able to counter
arrest it.

b. I'S THERE ANY | MPENETRABLE BARRI ER?

1) ANSVEER: There is no barrier that is inpenetrable. If a hostile
governnent is set to dedicate sufficient tine, noney, personnel, materials and
I magi nation to cross a barrier, they may succeed.

C. SECURI TY W TH DELAY DEFENSE SYSTEM

1) Al t hough no barrier could totally exclude an intruder, it could give a
determ nate delay tinme. It all depends upon the intruder's ability.

2) Instead of trying the exclusion through the use of just one barrier,
the security could be based in a security in-depth system or accunul ated del ay.

3) To get optimumresults it is necessary to add barrier over barrier,
del ay over delay, until sufficient delay tine is accunmulated that will allow us to
control any possible penetration. This delay should be enough so that the
avai | abl e personnel could neutralize the intruder.

4) A fence wi thout guards allows a short delay. If that fence is
patrolled by trustworthy guards that keep it under observation within the del ay
time, the total delay tine increases significantly.

5) In sone cases it is necessary to differentiate between the need of
denyi ng access and the need to have know edge that access has been gained. This
refers to the neutralization, if a material is commtted, you may take action to
void its value for the eneny.

6) Physi cal security nust be applied not just as a dissuasive neans
agai nst the stealing property but also as a di ssuasive neans agai nst espi onage.

7) The spy only partially satisfies his purpose when he acquires

information. Information | ooses value if the persons responsible for its custody
know about the | eak. Espionage does not have any value if it is reveal ed.
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8) These consi derati ons nmake the surreptitious entry the greatest danger
fromthe Cl's point of view. This makes the creation of two types of barriers
necessary. One to protect those things that could be stolen and could not be
neutralized and another to protect those things that could be neutralized.

9) To protect those things that could be neutralized a barrier that shows
evi dence of having penetrated is created. Exanple: (Broken wi ndow, etc.).

d. Each installation nust be treated as an individual entity when

pl anni ng security. The location of an installation alone will bring problens that
differ fromthose aspects of other installations. Each one nust be considered as a
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separate problem
4. PHYSI CAL SECURI TY ASPECTS:
DI SCUSSI ON OF DI FFERENT BARRI ERS
a. NATURAL BARRI ERS
1) ADVANTAGES OF NATURAL BARRI ERS

a) They provide a protection systemw thout additional cost to the
i nstal |l ati on.

b) The difficulty to penetrate an installation increases according to the
barrier.

2) DI SADVANTAGES OF NATURAL BARRI ERS:

a) Trees, ravines, vegetation, could serve as a hiding place to any
possi bl e intruder.

b) Installations that have as barrier a body of water could be subject to
penetration through a team of divers.

3) BODI ES OF WATER AS BARRI ERS
a) ADVANTAGES:

(1) Wien the surface of the water is calm it offers the guards or
security personnel a very extensive field view range.

(2) Water offers much resistance to a vehicle used by intruders by
making it al nost inpossible to have rapid access to the installation.
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(3) To gain access, the task of hiding a vehicle or boat w thout
been detected by the guards or security personnel will be an obstacle to the
I ntruder.

b) DI SADVANTAGES:

(1) When the water is agitated it reduces the field of vision of the
guards or security personnel.

(2) It is possible to control the novenent of a vehicle or boat to
keep it hidden between waves.

(3) The surface of the water reflects the |ight given by the
illum nation system An intruder may use this situation in their favor when trying
to penetrate an installation.
4) THE LAND AS BARRI ER

a) The | and where the installation sits nust be eval uated and consi dered
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as much fromthe surface access point of view as from bel ow the surface.
b) Poi nts to consider when evaluating the |land as barrier:

(1) The | ooser the ground the nore noise it will cause when the
i ntruder wal ks.

(2) Muddy soil w thout vegetation is very difficult to cross and at
the sane tine the intruder |eaves their footprints.

(3) Li ght col ored soil provides reflection and contrast so as to
all ow the nost efficient use of natural and artificial illum nation.

(4) Land that is uneven such as cliffs and ravines are difficult to
cross and limt the anount of equi pnment and material that the intruder could
introduce in the exterior perineter area.

b. STRUCTURAL BARRI ERS:
1) As expl ained earlier, structural barriers are man-made constructions.

To renove the vegetation around an installation is also considered as an
structural barrier.
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2) FENCES: Fences are independent structures, generally in a vertica
pl ane, designed for the physical and or visual control of access to externa
ar eas.

a) Ceneral facts about fences:

(1) Define the area they protect

(2) Reduce the nunmber of guards required and facilitate the tasks of
t he patrol corps.

(3) Cause delay in case of an intent to penetrate

(4) Al though they don't deny the access in thenselves, they are a
psychol ogi cal obstacle to a possible intruder

(5) They deny accidental access to innocent persons to the protected
area

(6) They help control the flow of vehicles towards those entrances
controll ed by guards

3) TWO TYPES OF FENCES:
a) SOLID: They are used to deny visual and physical access to non-
aut hori zed persons. The materials normally used are bricks, concrete, wooden
boards, stone, etc.
(1) ADVANTAGES OF SOLI D FENCES:
(a) They are useful when you wish to hide certain activities within the

i nstal |l ati on.
(b) They avoid the possibility of passing small itens through the fence.
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(c) They could be built in such manner that it would be difficult to cross
them wi t hout bei ng det ect ed.

(d) For the nost part, fences are built of stone, brick and concrete and
t hey extend bel ow the ground and nmake it difficult to the intruder to penetrate
bel ow.

(2) DI SADVANTAGES OF SCLI D FENCES:

(a) It is difficult to illumnate the zone around the installation because
of the shadow caused by the fence.

(b) They do not allow patrols within the installation to observe the
activities in the external perineter.

(c) The installations that use solid fences have guards in towers. Tower
guards are a disadvantage in itself. The towers confine the guard in a very
limted area. Since the guard cannot nove for a long tine in the tower he does not
stay alert.
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b) COVPLETE VI SI ON FENCES: Are built in such manner that they al]ow
vi sual observation through the entire fence. It is designed only for the contro
of physical access between two areas.

(1) ADVANTAGES OF COVPLETE VI SI ON FENCES:

(a) They allow the effective use of illum nation since
they do not cast a shadow.

(b) They allow the effective use of guard patrol, since
they could keep the installation's surrounding area in watch.

(2) DI SADVANTAGES: They allow a possible intruder to carry out a
reconnai ssance of the canp and coul d establish the installation's pattern of
i nternal security guards.
3) PENETRATION: It is the main objective of all eneny or terrorist to
attain access to the internal perinmeter of an installation to carry out his
m ssi on.
4) THREE WAYS OF PASSI NG THE FENCES:
a) ON TOP: Mbst fences are not high and are easy to clinb.
b) THROUGH THE MATERI AL: (If it is not a solid fence).
Many fences are built in such manner that it is easy to break or

separate themin such manner that it will allow the eneny's access w thout | eaving
evi dence that there was a penetration.

C) BELOW If the fence is solid and very high, digging and
penetrating below is possible.

5) CHARACTERI STI CS OF FENCES:
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a) The m ni num height of a fence is eight (8) feet. This is due to
the consideration that an average man could junp or clinb that height.

b) It nust be extended bel ow the ground | evel.

c) If it does not extend below the ground | evel, the m ni mum space
bet ween fences and the ground nust not be over two inches.
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d) Support posts:

(1) Wod: Must be the best wood quality and neasure at |east 4
i nches wi de.

(2) Metal: Must be at least 2 inches in dianeter. They mnust be
pl aced over concrete or firmground at a depth of three feet.

e) Protection - Upper part of the fence:

(1) Al fences nust have in the upper part, additional
obstacles that could prevent or delay the eneny's penetration.

(2) Conplete vision fences:

(a) Barbed wires are placed in netal arns that extend
outward, at a 45 degree angl e.

(b) Place barbed wires in netal arnms in "V' shape.

(c) The arns nmust be two feet long WTH three rows of
bar bed wire over them

(d) You may al so use folding wring.
(3) Solid Fences:

(a) You nay use the sane system as conplete vision.
(b) You may add glass in the upper part.
(c) You may place sharp netal bars.

(4) DI SADVANTACGES: You nust understand that the barbed wire
systemin the upper part of a fence does not conpletely prevent an intruder s
entry. What this systemprovides is delay to the intruder and is another obstacle
that he shoul d pass through.

f) GATES I N THE FENCES: The nunber of gates in a fence nust be limted to
the m ni mum necessary for the efficient and safe operation of an installation.
Al t hough all the gates nust have the ability to be | ocked, when | ocked they nust
provi de the sane | evel of security that the fence itself provides. Wien there is
consi derable traffic on foot and vehicles it is preferable to provide separate
gates for each type.
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0) OPENI NG IN THE FENCES: All the openings within or bel ow the fence
(gqully, sewage) that neasures over 96 square inches nust be sealed in such manner
that they could only be penetrated fromwithin. In the case of rivers or ravines
that flow in the surroundings of the fence do not allowed this to extend over the
water and it nust be built parallel to the ditch. In case that fences are built
through rivers or ravines, these nust be dug to the river bed so as to avoid
penetrations bel ow the water.

h) MULTI PLE FENCES: Multiple fences are formed by two or nore paralle
fences used in conjunction to forma perinmeter barrier. In addition to increasing
the delay tinme, they tend to trap the intruder and prevents our personnel from
accidentally comng in contact WTH the alarns or security neasures inposed around
t he fence.

(D) The mninumrules for a fence also apply to each multiple fence

unit.

(2) The nmultiple fences nust be at |east 10 feet away.

(3) The maxi num di stance al |l owed between two fences is determ ned by
the ground, the illum nnation, and the guard's abilities, but it nmust not exceed
150 feet.

(4) A greater distance than this, prevents the fences from being
conpl eted and could be attacked by the intruder as they treat it as a separate
obst acl e.

6) CLEAR ZONES: The clear zones is the area of the external or interna
perinmeter of the installation which is free of obstacles, structures and
veget ati on.

CHARACTERI STI CS OF THE CLEARED ZONE

a) Must extend throughout a m ninumof 20 feet in the external perineter
of the installation.

b) Must extend throughout a m ninumof 50 feet in the internal perineter
of the installation.

c) Must remain free of vegetation, structures, trash or any other
material that could allow the enemy to use it as hiding place.

d) There should be no trees next to a fence. The eneny could use a tree
to reconnoiter the installation and to try the access over the fence.
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e) It is inportant to keep the grass nowed around the cleared zone so
that there will be no possible hiding place for the eneny.

f) Do not use the cleared zone as a storage area.
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g) If you do not have an adequate cl eared zone, you nust increase the
hei ght of the fence.
h) If a fence is used to protect a large area, if possible, build a

perinmeter road that allows the car patrols and the quick delivery of
rei nforcenents to any point of the fence.

C. HUMAN BARRI ERS: (THE GUARDS AND THE GUARD SYSTEMS)
1) The physical security depends upon the use of guard systens in such a
way that natural and structural barriers could be used to control and avoid the

access of non-authorized personnel.

2) The guard systemis the nost inportant el enent of the security program
of an installation.

3) FOUR BASI C FUNCTI ONS OF THE GUARD SYSTEM

a) Det ect the intruders

b) Sound an al arm

C) Capt ure non-aut hori zed personnel
d) I dentify authorized personnel

4) TWO GUARD CATEGORI ES:

a) Those whose only nmission is to serve as guards in the
installation. These nen are trained specifically to carry out this task.

b) Those who carry out this task as a punishnment or as additiona
task of their normal work, or it is the job that they have been properly trained
for.

5) RECRUI TI NG THE GUARDS: Due to the inmportant role that they play,
security guards must be very carefully chosen.

ELEMENTS TO BE CONSI DERED WHEN SELECTI NG GUARDS

a) Experi ence

b) Trai ni ng

C) Must be strong

d) Must be in good physical health
e) Must be trustworthy
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6) TRAI' NI NG THE GUARDS
THEMES TO | NCLUDE | N TRAI NI NG

a) A general orientation that includes the orders and the authority
b) I nstructions about the traffic control

c) Ri ot control

d) Personal defense

e) Arms handl i ng i ncluding mai ntenance and security

f) First aid

0) Communi cat i ons
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h) Use of special arns

i) Pl ans and energency procedures
1) Count er espi onage

k) Count er sabot age

NOTE: The responsibility of the training generally falls upon one of the
menbers of greater seniority of the guard' s forces.

7) THE USE OF GUARDS

a) The guards' barracks nmust be | ocated where they coul d enforce maxi num
control over the guard' s posts and the sensitive areas. They nust use the
foll owi ng rul es:

(1) In small installations WTH one only entrance, the barrack nust
be near the entrance.
(2) In large installations a centrally |ocated barrack is preferable

to facilitate the quick depl oynent to any dangerous point.

b) For the perineter's security, the nost effective use of guards is in
fixed points that support thenselves nutually. These require that each guard be
visible to the one next to him sharing therefore the responsibility of the area
they protect. These posts nust also be protected by the el enents; such as: w nd,
rain, cold weather and the sun.

c) It is less costly to use the guards on foot or nounted guards. The

guards could verify the barriers at irregular intervals and will make it nore
difficult for the intruder to penetrate the barrier.
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d) No matter what method you use for the guard' s service you nust prepare
orders for each post and patrol. These nust:

(1) Must be brief and easy to understand
(2) Include instructions about all the possible contingencies in
regards to actions during energency situations

e) A guard nmust have sufficient tinme to rest if the job nust be done
effectively. Must, at least, be relieved every eight (8) hours. The guards in
fi xed posts nmust be relieved each four (4) hours.

8) SUPERVI SI ON CF THE GUARDS

a) The continuous supervision is necessary to make sure that the guards
are in their posts and carrying out their security tasks. The supervisors must
keep in contact WTH each post, at |least four (4) tines a day.

b) A characteristic guard force nust consist of:
(1) A conmander
(2) H s assi st ant
(3) Adm ni strative personne

http://www.soaw.org/Manuals/ci-29-30.htm (15 de 23) [12/02/2001 09:31:13 a.m.]



School of the Americas Watch

c)
Each shift

d)
before the

If guard services are given 24 hours, three shifts nust be needed.
has a simlar organization.

The supervision starts WTH a personal inspection of all the guards
start of their shift. Each inspection includes:

(1) Personal appearance
(2) The equi prent
(3) Know edge of special orders

9) THE GUARDS EQUI PMENT:
a) Di stinctive uniform
b) Credentials and or appropriate identification as a guard.
c) Appropriate arm
d) Addi ti onal equi pment: notebook, whistles, flashlights
286
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10) COVMUNI CATI ONS AMONG GUARDS
a) Fi xed posts and patrols joined by a conmunications network.
b) Direct tel ephone may be used.
c) Portabl e radio.
d) Emer gency comuni cati ons depend on nessengers.
e) The vehi cl es nust be equi pped WTH radi o-transnm tters,
receivers.
f) The central station nust be in charge of a supervisor
g) The patrols on foot could use radios.
d. ANI MAL BARRI ERS
1) An animal barrier consists of an animal that is used as guard system
2) In theory, you may use many types of aninmals but we have limted the

use to a dog, al nost exclusively a German Shepherd.

1)
humans.

2)
3)

4)

ADVANTAGES OF USI NG DOGS AS BARRI ERS

Their sense of snell and hearing are nmuch nore devel oped than in

They have an incorruptible character.

They are | oyal .

They are plunderers by instinct, their qualities as guards are natural

in him and take precedence over their own welfare.

5)
guar ds.

The man-dog teamis the nost effective nmethod in the use of dogs as
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6) You may pl ace dogs in open areas where it is necessary to limt
novenent .

DI SADVANTAGES:

1) They |l ose their effectiveness if they work where there are nany
peopl e.
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2) You could not use it near a road, since the traffic noise wll
di stract himand cause himto | ose concentrati on and effectiveness.

3) They nmust work at least 75 to 100 yards froma road, or from areas
with frequent traffic.

e. ENERGY BARRI ERS

1) An energy barrier is the use of nmechanical, electric, or
el ectronic energy to prevent or alert about an intruder-s entry.

2) Two i nmportant energy barriers are:
a) Protective illumnation systens
b) Protective al arm systens
3) PROTECTI VE | LLUM NATI ON

a) It is used to increase the guards- field of vision, providing a visua
field during the night in areas of poor or any natural I|ight.

b) DI STI NCTI ON OF SI LHOUETTES:

(1) Wen the possible intruder uses dark clothes, he may hide behind the
structure-s shadows. To aid the guard in distinguishing these silhouettes you nay:

(a) Direct additional illumnation to the structure-s grounds and
wal | s.
(b) You may paint stripes or angles on the walls, fences and
structures, that will allow the guard to detect novenent.
C) | LLUM NATI ON OF ENTRANCES: This is a special task since:
(1) Provides illumnation to:

(a) Inspection of passes
(b) Inspection of ldentification cards or badges
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(c) I nspection of vehicles
(d) I nspections of trucks and | oads
(e) [1'lum nation of the area surrounding the sentry box
(2) There nust be illum nation in an area approxi mately 50 feet around the

sentry box, 25 feet as a m ni num
(3) The area inside the sentry box nust be kept as dark as possible. In
that manner the guard could see the persons, and the persons could not see who is
the guard, nor how many guards there are inside the sentry box.
d) SENTRY TOWERS
(1) The sentry towers nust not be over 1,000 feet of distance
fromone another. The reason for this is that a person WTH normal vision only has
a field of vision of 500 feet in which he could distinguish silhouettes.
(2) The sentry towers nust have flood |lights, in addition of
providing illumnation, they nust also blind and surprise the intruder,
di sorgani zing therefore the possible attack plan.
e) | LLUM NATI ON OF VI TAL AREAS
(1) Exanples of vital areas:
(a) Conmuni cations
(b) Warfare equi pnment
(c) Water tanks
(d) Energy plant

(2) The vital areas that are considered vul nerable froma
| arge di stance nust be kept dark.

(3) Vital areas that are vulnerable at short distance nust be
kept well illum nated.

(4) Oher areas that nmust be kept well illum nated are:
(a) Inactive areas: where there is no night work, areas
that provide hiding places to intruders.
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(b) Buildings: Illumnation around the buildings is
necessary to avoid that intruders cone in through | ow wi ndows on the first floor.

(c) Parking area: In addition to providing a good
hiding place to the intruder, is a good area for assault to enpl oyees of the
installation.

f) EMERGENCY | LLUM NATI ON

(1) There nust be an independent-backup system of illum nation
when the normal energy source is interrupted. This may be:

(a) A systemof floodlights that operate on batteries.
(b) A generator

(c) A central battery system
5. PERSONNEL CONTROL AND | DENTI FI CATI ON
a. | DENTI FI CATI ON:

1) The nost effective manner will be if the guards could
personal |y recogni ze all the persons authorized to enter the installation.

2) A nodified identification systemcould be used only at the
mlitary installations where only mlitary personnel work. A conmander coul d take
his unit to the door and becone responsible for them

3) The artificial identification is the nost w dely used at
present. The authorized personnel receives passes or cards where access to a
determned installation or activity is authorized. These could be falsified and
therefore they nust be |am nated and prepared WTH a conpl ex background so as to
make falsifying difficult.

4) They nust have t he photograph of the person, nane, and
date of birth, height, weight, hair color, color of eyes, sex, nanme of the
installation, rank, title, and signature of the authorizing official.

5) When artificial identification is used, this nust execute
a rigid control over the devices used.
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b. USI NG THE ARTI FI Cl AL | DENTI FI CATI ON SYSTEM
1) The enpl oyee receives a card or identification that they keep.
When they enter the installation they show the card and cone in. This systemis

used widely but it has its flaws. These are the | oss of cards and possible
fal sifications.
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2) In another system two cards WTH the sane information is
pr epar ed.

a) When the person cones to the installation, they give the
card that he keeps and he receives another one to be used inside the installation.
If one of the two has been altered, the guard could detect the change when he has
the two cards in his hands.

6. CONTRCL OF VI SI TI NG PERSONS:

a. The control over the visitors depends in how sensitive the
installation is.

b. Possible visitor's control s:

1) Escorts

2) Programed visits
3) Visitor's registry
4) Passes for visitors

7. CONTRCL OF PACKAGES:

a. You nust provide for the search of packages that cone in or that
are taken out of an installation.

b. If necessary, you may prohibit carrying packages to the
installation all together.

8. PHOT OGRAPHS

a. You nust be careful in the areas where classified material is
kept to avoid the taking of non-authorized photographs.

b. General ly, only photographers authorized by the information
office, or by the commander of the installation could carry caneras to the
sensitive areas.

9. VEHI CLE | DENTI FI CATI ON CONTROL:

a. Jointly WTH the personnel control, there nust be a control of
vehi cl es.
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b. An identification systemwhich identifies the vehicles WTH

aut hori zed access to the install ation.

C. It is required that the entire personnel registers their
vehicles WTH the guard's general headquarters.

d. When the registry is done, you nay give the vehicle' s ower a
decal that nust be placed in the vehicle' s w ndshield.

e. The decl ass nust be renewed annually and nmust be rigidly
control | ed.

10. FI RE-FI GHTI NG | NSTALLATI ONS:
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a. Fire is one of the nost effective tools used by the sabotage
t eans.

b. Wt hout knowi ng the cause, a fire could neutralize an
installation conpletely.

C. The security program nmust include the adequate installations to
fight fires and a programfor the prevention of fires.

d. COVPONENTS OF A Fl RE- FI GHTI NG | NSTALLATI ON:

1) PERSONNEL: They may civilians or mlitary nen. They nmust be trained
adequately in conbat and fire prevention.

2) ORGANI ZATI ON: It is a function of engineers. The engi neer of
an installation serves as commander of the firenmen's corps.

3) THE EQUI PMENT: The firenmen's ability depends upon the equi pnent they
have. To determ ne the type of equi pnent necessary, you nust understand the
classification of the fires:

a) CLASS A: Are those which consist of common fuels such as wood,
paper, and simlar materials. Water is the best element to fight such type of
fire.

b) CLASS B: Are those of the oil or gas type. Water does not work
to put out this type, since water spreads this type of fire. Carbon dioxide is
appropriately used to put out this type of fires. Foam extinguishers are
recommended.
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4) ALARMS: There are two types of alarns: Central and |ocal. They could
be automati c and manual . Their placenent serves to alert the fire fighters corps
and the personnel at the sane tine.

5) RESERVE FORCES: It is advisable to have a reserve force that consists
of personnel trained in the same manner as the main corps.

6) PREVENTI ON OF FIRES: The entire personnel in an installation has the
obligation to participate in a prevention program You nust have a training
program so that everyone is conscious of their responsibilities.

7) PLANS I N CASE OF FI RES: You nust prepare specific instructions for the
entire personnel. You assign specific responsibilities to the entire personne
that is present at the time the fire breaks out.

11. COMMVUNI CATI ONS:

a. A security program nmust include provisions about conmuni cations
security.
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b. The conmmuni cati ons center nust be designed as a restricted area
and nmust enforce strict control over the access to this area.

C. The conmuni cations center nust be | ocated in an area or buil ding
that could be easily defended, WTH sone type of protection against aeri al
attacks.

d. The mai nt enance and servi ce personnel have a very sensitive
position and therefore nust have the security authorization according to the
sensitivity of the installation.

12. GENERAL SERVI CES:

a. There nust be provisions that guarantee that electricity and
wat er services are protected adequately and there are energency sources avail abl e:

1) ELECTRICITY: If an installation has its own energy plant this
nmust be located in a restricted area and only authorized personnel should be
all oned inside. A barricade systemnust be built to prevent the entrance of non-
aut hori zed personnel .
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2) WATER: If the installation has its own fire fighting stati on,
you nust give the sane protection as to the energy plant. You nust protect the
wat er from contam nations.

SUMVARY

We have di scussed sone of the nmeasures that could apply in an installation
or activity to prevent non-authorized access to these. You nust not suppose that
these are the only avail abl e measures when maki ng a recomrendati on to a commuander
during the course of an inspection or carrying out a study of physical security.
The m ninmumrul es that have been presented are preferred but are not always
possi bl e. Frequently, you may inprovise to conpensate for the |lack of security
that results when the mninumrules are not carried out.

Keep in mnd that there is not such thing as an inpenetrable barrier. One
nmust not depend sol ely upon natural and structural barriers. The key to the good
functioning of any security systemis personal efficiency. The barriers that are
used only serve to inprove the effectiveness of the guards and nake the detection
of intruders nore possible.

The physical security is not the only answer to the commander's problens in
regards to security. Unless he has a good personnel security program and a good
i nformati on security program he would not be successful in his intents to
safeguard the information and the classified nmaterial of his installation. If
there is a flawin the security system the intruder takes the necessary key to
neutralize the whole security program Renenber this when anal yzing an
installation during a security inspection.
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ANNEX A
PHYSI CAL SECURI TY REPORT
(Nanme of the group preparing the study)
TI TLE: SECURI TY STUDY OF (Nane of the installation)
l. Hl STCORY:
A The study of security was conducted during the period between (the

ti mes and dates)

The follow ng agents from (designation of the unit that conducted the
st udy).

1. Last nanme, first nanme of agent(s) in charge
2 Name
3 Nane

B. M SSION OF THE UNIT OR | NSTALLATI ON:

1. The unit has the followi ng m ssion
2. Factors that affected the | evel of security.
a. Di scuss the mssion of the unit as it affected the

required security | evel
b. Di scuss the location of the unit.

C. D scuss the nunber and the name of simlar installations.
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d. Di scuss the security classification for information and/or

mat eri al .
e. Di scuss the general inportance of the unit studied.

C. LAST STUDI ES AND SECURI TY | NSPECTI ONS:

1. Security study: (Date)
2. Security inspection: (Date)
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D. UNI' T MAPS:

1. Sketches of the unit or installation.

2. Map of buil dings (Annex "A" convincing docunent nunber _

I'l. MLITARY SECURI TY SI TUATI ON
A PHYSI CAL AND MATERI AL SECURI TY:
1. Natural barriers and exterior influencing factors:
a. Topogr aphi ¢ descri ption

1) Location of the installation or unit.

General limts:

a) North

b) Sout h

c) East

d) West
2) Ground characteristics

a) According its shape (flat, nountainous, etc.)

b) According to its coverage (clear, etc.)

c) According to its contents (clay, etc.)
3) Type of terrain:

a) Nat ur al :

(1) Hills (location, height, characteristics,
phot ogr aphs)

(2) Ravines
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b) Artificial:
(1) Canals, (location, wdth, depth, photograph, etc.)
(2) Water collectors
b. | mredi at e ar eas:
1) Unit, |ocation at areas pertaining to
surrounded by the follow ng inhabitant groups.
a) | nhabi t ant gr oups

-- Popul ati on (di stance, characteristics, etc.)

- - Settlenment (main characteristic of the sector)
b) Educati onal establishnents

- - School s

-- Col | eges
c) Soci al organi zati ons

-- Nunber (location, distance, objectives)

- - Leaders (nanes, |ast nanes, identity nunber, place, address,
t el ephone, etc.)

d) | ndustries

- - If any (description)
e) Entertai ning pl aces

- - Restaurants, billiard roons, taverns, etc. (characteristics)
f) Crime rate in the zone

-- Common crinmes in the zone
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- - Police history (rubbery, crinme, etc.)
9) Groups WTH i deol ogies contrary to the constituted order or power.

-- I nvestigations to ideologies that could affect the security of
the National Unit.

h) For ei gners

-- Nanes

-- Cccupation

-- Nationality

C. Critical zones

1) Are the followi ng installations:
a) Generators
b) Electricity control
C) WAt er neasures
d) Fuel deposits
e) War materi el
2. Artificial barriers

a. Perineter barriers

1) General Facts

a) The unit borders WTH walls fromnorth, south, east
and west, extension, fencing, type of concrete.

b) The limts of the installation are:
-- North
-- South

- - East
- - West
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2) Fences

-- The unit has barbed wire fences, etc. to the north, south,
east and west, etc., describing direction, extension, type of fencing or barriers
t hey have (include a photograph).

3) Ent rances

- - There are the following entrances in the unit:
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-- A door (characteristics, nmeasures, role)

-- An entrance (characteristics, neasures, role)

- - O her doors (characteristics, nmeasures, role)

3. Hurman barri ers:
a. GQuards and security systens
1) Guard personne
a) General description
b) Guard service
2) | nspection and control of the guard
a) I nspection system
b) Systemfor its control
3) Use of guards
- - Positions, if there are or are not enough
4) Guard' s equi pnent
-- Di sposition of armanent, anmunition, equipnent, etc.
b. Control and identification of persons
1) Personnel in charge of contro
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2) Systens for control of persons
3) | dentification cards for persons
4) Pl ant personnel (working inside the installation)
5) Visitors
6) Aut hori zation to access the installation
7) Schedul e of access
C. Control of identification of vehicles
1) Regi stry and control of vehicles
2) Visitor's vehicles (parking area)
3) Systens for inspection of vehicles, entering and exiting)
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4) [1lum nation of perinmeter (if enough, photograph)
d. Security of the inside area

1) There is no security

2) The unit has (description of installations)

3) Bui lt by ___(description of roonms, floors, etc.)

4) The main doors to buildings are

5) The wi ndows

6) The upper part, doors, w ndows, etc., (in regards to

security)
4. Animal Barriers
a. If any (type and descri ption)
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5. Energy barriers
a. [1lum nation system
1) If any (characteristics)
b. Al arm syst em
1) I f any (characteristics)
C. Servi ces

1) El ectricity
a) Who supplies it
b) Is it enough or not, etc.
C) Wat er pressure
d) If water supply is enough or not
e) Uses
f) Wat er tanks
-- Descri ption, characteristics, use, location, etc.

g) For energency cases, if there are any other sources
or own places for collection of water.
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d. Speci al cases

1) Fire fighting systens

a) Fire personne
- - Plan to put out fires
- - Di stance from firenen
-- Conposi tion of firenen corps
-- Equi prent used
- - Time to reach the unit if notified of a fire.
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b) Fire-fighting equi pnent avail able at unit
-- I f any (description and | ocation)
C) Fire alarns
-- Descri ption, auxiliary, etc.
d) Wat er
-- If the unit has water hydrants in case of
fire.
e) Counterintel li gence pl ans
- - If any
2 Plan for defense of the canp
a) I f any

B. PERSONNEL SECURI TY:

1. Mai n personnel in the unit
Infantry, mlitary intelligence, adm nistrative, civilians,
2. Nunber of persons
a. Pl ant personnel
1) Pl ant nunber
2) Troop personnel
3) Recrui ted personnel

http://www.soaw.org/Manuals/ci-anx-a.htm (7 de 15) [12/02/2001 09:31:47 a.m.]

etc.



School of the Americas Watch

3. Cvilian enpl oyees. (identification and authorization cards, schedul e
of entrance and exit)

a) Doct ors

b) Nur ses
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C) Secretaries
d) Wor ker s
e) Etc.
4. O hers
a. Address of personnel in the general area.
b. Use of nobilization. (If there is any plan for nobilization of

personnel in general in case of energency)
C. I nvestigation

1) I f there have been any suspicious sinister activity, that
is, sabotage.

2) I f there have been intention to cause fire.

3) Any illegal authority that has been registered.
d. Mor al

1) Moral problens that affect the security

2) Mlitary personnel accusations (when a mlitary man
reports to his superior about any conrade)

3) If there is a registry of danages or lost materia
4) Hatred anong mlitary or civilian personnel
e. Personnel identification control
1) Personnel identification nethod
-- If none, if they intend to have one

2) Visitor's contro
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-- If none, if they intend to have one
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C. DOCUMENT SECURI TY:

1. Exi st

ng situation

Summary of percentage (% of docunents and classification (ULTRA-
SECRET, SECRET, CONFIDENTIAL). If there is no existing classification of
docunents, if they wish to establish a system

a. Preparation and reproducti on:
1) The sections create sensitive or classified nmateri al
2) Precauti ons WTH paper ribbons, carbon paper, etc.
3) Docunent file. (location, adequate or not)
4) Destruction of docunentation
5) Access to sensitive dependencies or secret docunents
b. Classification and marking:
1) Mar ki ngs shoul d be placed in docunents classified as:
a) Phot ogr aphs
b) Film
c) Recor di ngs
d) Letters
e) Dr awi ngs
f) Maps
2) They are properly stored
3) They are of easy access
-- Manner in which they are stored
304
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C. Re-cl assification of (classified docunents)
1) If they have a higher echelon in each one of the cases
2) Regi stry and file of classified docunentation
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3) How the material is filed;, ULTRA-SECRET, SECRET, CONFI DENTI AL.

4) Description of building where it is filed
5) Who files in each dependency
6) How | ong does it take for a person to do that work
d. Transni ssi on
1) Verbal or witten conmunications
2) Using mlitary mail or other nmail
3) Stations and tel ephone nunbers and extension nunbers
4) They use wire nethods, such as tel ephone, radios, etc.
5) Messenger s

a) Wo are they
b) It is always the same person

c) They receive instructions for the fulfillnment of their

wor k.
e. Di ssem nati on
1) Who aut hori zes the handling of classified docunents?
2) I f docunments are taken out of the office. Wio gives the

aut hori zati on.
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3) They keep the key to the files when they | eave the office.
4) Who has that key?
5) If classified docunents are taken out, if they need a receipt.

If they require previous authorization fromtheir chief.
f. Message center
1) If there is:
a) Description and functi oni ng

b) File description
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c) Wel |l or poorly attended
2) Facilities for storage of docunents
a) Manner of storage
b) File style
c) Security keys
3) Recei pts:
-- System for receiving docunents
4) I nci nerati on:
a) There are systens for incineration
b) Where does the incineration takes place?
5) Evacuati on
a) Evacuation pl an
b) Vehi cl es
C) Assi gned personnel

d) Priorities
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e) Evacuation pl ace
f) Security neasures
9) If the classified material is identified
D. SECURI TY OF TRANSPORTATI ON AND MOVEMENT:

1. H story

a. They is a topographic chart of the place.

b. Transportation of the installation's personnel

C. Capacity for mlitary transportation or supplied civilians.
2. Aspects to consi der:

a. Cover age measures
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1) If identity of installation, unit, or part of the vehicles
i s known
2) Has signs, direction signs or posters
3) Vehi cl e or continuous transit and uniforned personnel
4) Principal or alternative roads
5) Mai n roads:
a) towar ds unit
b) towards unit
6) Al ternative roads:
a)
b)
b. Per sonnel and or security or protection nmeans
1) I f any
307
LN324-91
2) Techni cal transportation security neasures
3) Vehicles that are used in transporting the installation's
per sonnel .

a) Vehi cl es
b) Buses
c) Cvilian buses
I'11. PHYSI CAL SECURI TY
A Deficiencies found in the Study of Physical Security, conducted
previously, that could have effect over personnel security and the security of

docunent s.

1. Def i ci ency:

Recomrendat i on:

2. Def i ci ency:

Recomrendat i on:

B. PERSONNEL SECURI TY:

1. Def i ci ency:
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Recomendat i on:

C. DOCUMENT SECURI TY:

1. Def i ci ency:

Recomendat i on:

D. SECURI TY OF TRANSPORTATI ON AND MOVEMENT
1. We recommend to give the installation:
a. Transportation vehicles
1) Buses
2) Ambul ances
3) Jeeps (trucks)

4) Loadi ng transportation

308
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b. Cover age.
1) How coul d the unit cover the vehicles and their novenent through
a false story if possible.
2) Access roads to the installation.

-- Main entrances for vehicles, pedestrians, etc.
3) Hel i copter room

-- Were it could be possible
4) Par ki ng room

- - Owmned vehicl es

- - Visitors' vehicles

-- G vilian vehicles
5) Security and protection personnel for the vehicles.

V. ORI ENTATION FOR EXI'T

A Al the findings and recommendati ons were di scussed during an
orientation WTH unit nenbers:

(Nanme the participants in the group, WTH rank, |ast name, name, initials,
rol e)
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2.

3.

V. ANNEXES:
"A" Convi nci ng docunent no. 1 Phot ogr aph

Convi nci ng docunent no. 1 Legend

309
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"B" Physical Security:
Convi nci ng docunent no. 1 Photograph
Convi nci ng docunent no. 2 (Description)
"C' Personnel Security:
(Nanme the docunents in the sane manner than the ones above).
"D'" Docunent and information security:
Convi nci ng docunment no. 1 XXXXXXX
"E" Security of Transportation and Myvenent:

Convi nci ng docunent no. 1 XXXXXXX

1. SUWARY: (Study of Physical Security)

2. CONCLUSI ON:
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home legislative action current information press releases news and reports
SOA graduates SOA manuals previous protests books and videos links
FAQ's contact information newsletter
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